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Abstract—The ISO 27000 is a well-established series of
information security standards. The scope for applying these
standards can be an organisation as a whole, single business
processes or even an IT application or IT infrastructure. The
context establishment and the asset identification are among
the first steps to be performed. The quality of the results
produced when performing these steps has a crucial influence
on the subsequent steps such as identifying loss, vulnerabilities,
possible attacks and defining countermeasures. Thus, a context
analysis to gather all necessary information in the initial steps
is important, but is not offered in the standard.

In this paper, we focus on the scope of cloud computing
systems and present a way to support the context establishment
and the asset identification described in ISO 27005. A cloud
system analysis pattern and different kinds of stakeholder
templates serve to understand and describe a given cloud
development problem, i.e. the envisaged IT systems and the
relevant parts of the operational environment. We illustrate
our support using an online banking cloud scenario.

Keywords-security standards; cloud computing; require-
ments engineering.

I. INTRODUCTION

Cloud computing offers highly flexible and scalable usage
of IT resources, from which companies can benefit. The
International Data Corporation study from 200 identifies
security as a significant barrier for the acceptance of clouds
in companies. In order to gain their customers trust, com-
panies have to achieve an acceptable security level, if using
clouds. Security standards such as the ISO 27000 series of
standards, also known as 2700x, offer a way to attain this
goal. Consequently, we consider in this paper the application
of the ISO 2700x in the field of cloud computing systems.
We focus on the scope and boundaries part [1}, Clause 7.3] of
the context establishment [[1, Clause 7] and the identification
of assets [1, Clause 8.2.1.2] of the ISO 27005. These steps
are difficult to execute, due to the sparse description. As the
input needed to define scope and boundaries, the standard
simply demands “all information about the organisation
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relevant to the information security risk management context
establishment” [1, Clause 7.1].

The importance of these steps becomes obvious, when one
realises that essential further steps of the ISO 27005 depend
upon them, e.g. threat identification, identification of existing
controls, and identification of vulnerabilities. Thus, mistakes
in the context establishment, and asset identification can
result in great loss.

We present a pattern for analysing clouds, which is
complemented by templates to elicit knowledge about the
different stakeholders contained in the pattern. We then
describe how the pattern and especially the stakeholder
templates can be used to support the ISO 27005 activities
of context establishment and asset identification.

Running Example: we illustrate our pattern-based sup-
port for security standards, using the example of a bank
offering an online-banking service for their customers. This
bank plans to source out the affected IT processes to reduce
costs and scale up their system for a broader amount of
customers. Customer data such as account number, amount,
and transaction log history are stored in the cloud, and
transactions like credit transfer are processed in the cloud.
The bank authorises the software department to design and
build the cloud-specific software according to the interface
and platform specification of the cloud provider.

The rest of the paper is organised as follows: Section
presents background on clouds and the ISO 2700x stan-
dards, especially the ISO 27005. We introduce a pattern for
analysing cloud computing systems in Sect. In Sect.
we show how this pattern can be used to support the context
establishment and asset identification steps. We consider
related work in Sect. In Sect. we give a summary
and directions for future research.

II. BACKGROUND

In Sect. [I-Al we describe the main characteristics of
clouds. In Sect. [lI-Bl we present a short survey about the
ISO 2700x standards for information security and especially
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explain the information security risk management process
described in ISO 27005.

A. Cloud Computing Systems

The term cloud computing describes a technology as well
as a business model [2]. According to the National Insti-
tute of Standards and Technology (NIST) cloud computing
systems can be defined by the following properties [3[]: the
cloud customer can require resources of the cloud provider
over broad network access and on-demand and pays only
for the used capabilities. Resources, i.e., storage, processing,
memory, network bandwidth, and virtual machines, are
combined into a so-called pool. Thus, the resources can be
virtually and dynamically assigned and reassigned to adjust
the customers’ variable load and to optimise the resource
utilization for the provider [4]. The virtualisation causes
a location independence: the customers generally have no
control or knowledge over the exact location of the provided
resources. The resources can be quickly scaled up and scaled
down for customers and appear to be unlimited, which
is called rapid elasticity. The pay-per-use model includes
guarantees such as availability or security for resources via
customized Service Level Agreements (SLA) [4]].

The architecture of a cloud computing system consists
of different service layers and allows different business
models: On the layer closest to the physical resources,
the Infrastructure as a Service (laaS), are provided pure
resources, for instance virtual machines, where customers
can deploy arbitrary software including an operating sys-
tem. Data storage interfaces provide the ability to access
distributed databases on remote locations in the cloud.

On the Platform as a Service (PaaS) layer, customers
use an API to deploy own applications using programming
languages and tools supported by the provider. On the Soft-
ware as a Service (SaaS) layer, customers use applications
offered by the cloud provider that are running on the cloud
infrastructure. Furthermore, cloud providers require a layer
that monitors their customers’ resource usage, e.g. for billing
purposes and service assurances. Buyya et al. [5] introduce
this layer as a middleware in their cloud model.

Cloud computing offers different usage scenarios: private
clouds are operated solely for an organization, public clouds
are made available to the general public or a large industry
group and are owned by a third party selling cloud ser-
vices. In between these scenarios are hybrid clouds where
users complement internal IT resources upon demand with
resources from an external vendor [2].

B. ISO 27000 Series of Standards

The ISO 27000 is an international and a well known
series of standards to deal with information security and
is relevant for all types of organizations, e.g. commercial
enterprises, government agencies, non-profit organizations.
The ISO 27001 contains the specification for an information
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Information Security Risk Management Process (taken from

security management system (ISMS), the ISO 27002 outlines
potential controls and control mechanisms for reducing
risks, the ISO 27004 covers information security system
management measurement and metrics, and the ISO 27005
states a methodology independent ISO standard for infor-
mation security risk management. The ISO 27006 provides
guidelines for the accreditation of organizations offering
ISMS certification and the ISO 27003 is a so far unreleased
standard, that will offer guidance for the implementation of
an ISMS. The section of the standards are named clauses.

In this section we describe the information security risk
management process of Clause 6 in the ISO 27005 more
detailed to focus in the subsequent part of this paper on
how to support this process with our cloud system analysis
pattern for cloud scenarios. Figure [I] shows the information
security risk management process, that consists of activities,
i.e. steps, depicted in the dark grey boxes. For each activity
the standard documents the input, the action with a corre-
sponding implementation guidance and the output.

The process starts with the activity of context establish-
ment. In a sub step, it defines amongst others the scope and
boundaries, that ”consists of assets that should be identified
and described* and that “ensures that all relevant assets are
taken into account in the risk management”. As mentioned
in Sect.[I] this initial step is important for all following steps
and is responsible, whether the risk management can be
implemented in a sufficient extent and on a sufficient level of
detail. Beside the scope, the context establishment includes
defining other general information for the process, e.g. the
general levels of risk acceptance of the organization or the
responsibilities of the organization for the risk management.

The next step is the risk identification, that determine po-



tential loss. Therefore sub steps are identification of assets,
that takes the scope and boundaries as input, identification of
threats on the asset and identification of consequences, that
loss has on the assets. Then risk estimation tries to rate the
consequences of loss on a qualitative or quantitative scale
as well as the likelihood of occurrence. The risk evaluation
step compares the level of risks against the risk acceptance
criteria, defined during the context establishment. Then, the
risk treatment step sets up controls, that are described in
detail in ISO 27002, to reduce the risk to an acceptable
level of residual risk. In the risk acceptance step, residual
risks have to be accepted by managers of the organization.
The risk communication is important through the whole
process and ensures awareness of risks and the controls in
place by managers and all other employees. Finally, the risk
monitoring and review activity controls and reflect the results
of the process that are used continually as new input for the
process.

The German BSI standard 100-2 also describes how an
ISMS can be established and managed. It is compatible to
the ISO 27001 standard and is a national implementation
of the international ISO standard. That means BSI standard
100-2 can be used for an ISO 27001 certification [6].

III. PATTERN-BASED CLOUD ANALYSIS

We present in Sect. a cloud system analysis pattern
that helps to systematically perform requirement analyses
in the field of cloud computing. Then, in Sect. we
illustrate the instantiation of the pattern using the online
banking service example.

A. Cloud System Analysis Pattern

We present a cloud system analysis pattern in Fig. [2] that
provides a conceptual view on cloud computing systems and
serves to systematically analyse stakeholders and require-
ments. The notation used to specify the pattern is based
on UMIE] notation, i.e. the stick figures represent roles,
the boxes represent concepts or entities of the real world,
the named lines represent relations (associations) equipped
with cardinalities, the unfilled diamond represents a “part-
of” relation, and the unfilled triangles represent inheritance.

A Cloud is embedded into an environment consisting of
two parts, namely the Direct System Environment and the Indirect
System Environment. The Direct System Environment contains
stakeholders and other systems that directly interact with
the Cloud, i.e. they are connected by associations. Moreover,
associations between stakeholders in the Direct and Indirect
System Environment exist, but not between stakeholders in the
Indirect System Environment and the cloud. Typically, the Indi-
rect System Environment is a significant source for compliance
and privacy requirements.

The Cloud Provider owns a Pool consisting of Resources,
which are divided into Hardware and Software resources. The

2Unified Modeling Language: http://www.omg.org/spec/UML/2.3/
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Figure 2. Cloud System Analysis Pattern

provider offers its resources as Services, i.e. laaS, PaaS, or
SaaS. The boxes Pool and Service in Fig. [Z] are hatched,
because it is not necessary to instantiate them. Instead, the
specialised cloud services such as laaS, PaaS, and SaaS and
specialised Resources are instantiated. The Cloud Developer
represents a software developer assigned by the Cloud Cus-
tomer. The developer prepares and maintains an laaS or PaaS
offer. The laaS offer is a virtualised hardware, in some cases
equipped with a basic operating system. The Cloud Developer
deploys a set of software named Cloud Software Stack (e.g.
web servers, applications, databases) into the laaS in order
to offer the functionality required to build a PaaS. In our
pattern PaaS consists of an laaS, a Cloud Software Stack and a
cloud programming interface (CPI), which we subsume as
Software Product. The Cloud Customer hires a Cloud Developer
to prepare and create SaaS offers based on the CPI, finally
used by the End Customers. SaaS processes and stores Data in-
and output from the End Customers. The Cloud Provider, Cloud
Customer, Cloud Developer, and End Customer are part of the
Direct System Environment. Hence, we categorise them as direct
stakeholders. The Legislator and the Domain (and possibly
other stakeholders) are part of the Indirect System Environment.
Therefore, we categorise them as indirect stakeholders.

We accompany this cloud system analysis pattern by
templates to systematically gather domain knowledge about
the direct and indirect system environments based upon the
stakeholders’ relations to the cloud and other stakeholders.
The first template serves to describe stakeholders contained
in the direct system environment:

Name State the identifier of the stakeholder or group of
stakeholders, e.g. company name or group of end
customers.

Description Describe the stakeholder informally, e.g. if the
stakeholder is a natural or a legal person.
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Relations to the cloud Describe the inputs and outputs
represented as relation (line from this stakeholder to
the cloud) between the stakeholder and the cloud, e.g.
the kind of data or software.

Motivation State the motivation of the stakeholder for using
the cloud based on the previous considered relations to
the cloud, e.g. business goals such as profit and costs
reduction.

Relations to other direct stakeholders For each relation
(line from this stakeholder to another direct stake-
holder), name the kind of dependency between the
stakeholders, e.g. controlled by contract, served by,
indirectly influenced by customer-demand.

Assets Identify the assets relevant for this stakeholder, e.g.
by considering the relations to the cloud.

Compliance and Privacy Identify relevant compliance and
privacy laws as well as regulations based on the indirect
stakeholders. Specify and identify the ones relevant for
the stakeholder at hand, e.g. BDSG.

The second template serves to describe stakeholders con-
tained in the indirect system environment:

Name See direct stakeholder template.

Description See direct stakeholder template.

Relations to other stakeholders For each relation from
this stakeholder to another direct or indirect stakeholder
(no line explicitly shown), name the kind of dependency
between the stakeholders, e.g. protected by, controlled
by law, implement laws.

Motivation State the motivation of the stakeholder for hav-
ing any reason of considering the cloud for its work
or the motivation for having any kind of relation to
stakeholders of the direct or indirect environment, e.g.
protect privacy of citizens or implement concrete laws
of an economic community.

Compliance and Privacy Identify relevant compliance and
privacy laws and regulations for the cloud scenario, e.g.
BDSG and KonTraG.

B. Instantiation of Cloud System Analysis Pattern

We now generally explain the process of instantiating our
cloud system analysis pattern. Figure [3] shows an instance
of our cloud system analysis pattern regarding the online
banking service example.

1) Instantiate the direct system environment

a) State the instantiations of the cloud stakeholders of
the direct system environment, e.g. which company
is the cloud provider.

b) Moreover, the stakeholders defined by the cloud
system analysis pattern can be complemented by
further stakeholders.

¢) For each direct stakeholder instantiate the direct
stakeholder template.
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Figure 3. Concrete Cloud Computing System for Online Banking Service

In our example in Fig. 3] we assume that the cloud
provider is Amazon, the cloud customer is the Bank
Institute, the end customers are Bank Customers, and the
cloud developer is the Internal Development Unit of the
Bank Institute.

2) Instantiate the cloud

a) Provide a functional description of the software
offered by the cloud. Define the cloud layer the
software is located in, the in- and output of the
service(s), and the connections to the stakeholders
of the direct system environment.

b) The Data might be analysed more precisely using,
e.g. class diagrams. This helps to apply asset identi-
fication and analysis techniques in later development
phases.

¢) Provide the geographical location(s) of the cloud.

d) State the deployment scenario of the cloud (private,
public, hybrid).

e) State the technical implementation behind the sys-
tem, e.g. the required applications in the cloud soft-
ware stack to provide an SaaS offer.

In our example in Fig. [3] we consider the Online Banking

Service as an SaaS offer, and the data is instantiated

with Transaction Data. The cloud of the provider Amazon

is public, and the data centres are located in Germany
as well as in the US.
3) Instantiate the indirect system environment

a) Determine the relevant domains (e.g. finance, medi-
cal, insurance) for the cloud scenario by considering
the outsourced processes of the cloud customer and
select the relevant legislators (e.g. Germany, US).
Relevant are legislators or jurisdictions, where the
resources are located, i.e. where the data is physically
stored and processed, and where users, providers and



cloud customers are based.

b) In addition to the indirect stakeholders covered by
the cloud system analysis pattern, further indirect
stakeholders can be added.

¢) For each indirect stakeholder instantiate the indirect
stakeholder template.

In our example in Fig. the domain is the Domain

Finance, and the relevant legislators are Germany, EU,
and US (since the data centres of Amazon are located in

Germany as well as in the US).

The cardinalities contained in the pattern can be instanti-
ated in a restricting way only. When instantiating the cloud
system analysis pattern, one also fills in the corresponding
templates. As examples, we present the following two stake-
holder template instances:

Name Legislator Germany

Description The Legislator Germany represents all German
laws relevant for this cloud scenario.

Motivation The German laws try to control the risks of
companies (Amazon and Bank Institute) and to protect the
privacy of the Bank Customers by regulating disclosure
of personal data.

Relations to other stakeholders Controlled by law: The
laws have to be obeyed by all stakeholders of the Direct
System Environment.

Compliance and Privacy The following regulations might
be considered:

o Privacy protection: e.g. BDSG
« Risk management: e.g. AktG

Name Bank Customer

Description The Bank Customer uses the online banking
service of the Bank Institute.

Motivation The Bank Customer wants cheap and secure
financial transactions via the bank‘s cloud computing
offer.

Relations to the cloud InputBy/OutputTo: InputBy financial
data, data related to a person (required for billing of
the Bank Institute and maintenance of the cloud)

Relations to other stakeholders Has: Bank Institute as SaaS
provider

Assets Financial data, data related to the person

Compliance and Privacy The following regulations might
be considered:

o Privacy protection: BDSG Section 3, Section 4, Sec-
tion 9, Section 11
« Risk management: AktG Section 91, Section 93

IV. PATTERN-BASED SUPPORT OF ISO 2700X

In Sect. we describe an approach, how our instan-
tiated cloud system analysis pattern and the corresponding
stakeholder templates can support the context establishment
step of the information security risk management process

in ISO 27005, illustrated in Fig. [I] Then, in Sect. we
present the support for the asset identification, which is part
of the risk identification activity.

A. Context Establishment

One sub step of the context establishment, described in
Clause 7.3, is the definition of the scope and boundaries
of information security risk management. As mentioned in
Sect. |} the input for this step, which is the initial input for
the whole information security risk management process, is
left much open and is imprecise. Our cloud system analysis
pattern supports this step by systematically eliciting the
necessary input. For defining the scope and boundaries, the
ISO recommends to consider the following information [1,
Clause 7.3]:

1) The organisation’s strategic business objectives, strate-
gies and policies

2) Legal, regulatory and contractual requirements applica-
ble to the organisation

3) Information assets

4) Locations of the organisation and their geographical
characteristics

5) Expectation of stakeholders

6) Interfaces (i.e. information exchange with the environ-
ment)

In the following we describe how parts of this information
can be systematically collected for the information security
risk management of a cloud scenario by our cloud analysis
pattern.

The Motivation in the direct stakeholder template instances
can help to elevate business objectives, requested at 1). In
Sect. we showed an example instance for the Bank Cus-
tomer. Even those motivations of related stakeholders help
deriving business goals for the Bank Institute, representing
the organisation applying ISO 27000 series for information
security. Thus, a business goal of the Bank Institute is offering
a secure online banking service and using therefore the
cloud to reduce costs. For bullet point 2), we currently
develop a law pattern to identify laws relevant for cloud
scenarios. We focus in Sect. on bullet point 3), infor-
mation asset, because assets are faced in ISO 27005 more
detailed in the later step of asset identification, documented
in Clause 8.2.1.2. For the locations and the geographical
characteristics, the information about Data Centers in our
pattern can be used. The instantiation happened in [2c| of our
stakeholder template instantiation process. According to our
online banking example, Germany and the US are relevant
locations to be considered for the information security risk
management.

The needed expectations of stakeholders at 5) can be in-
terpreted as collecting security requirements of the different
stakeholders involved. Requirements engineering methods,
as treated in [7]], often start with an contextual analysis of



the environment, that can be offered by our cloud system
analysis pattern instance.

For identifying the interfaces at bullet point 6), the asso-
ciations in Fig. [3] can be used as indicator. They represent
the information exchange between the stakeholders, i.e. the
environment, and the cloud. Thus, there must be interfaces
to allow this exchange on a technical level. In our online
banking example interfaces exist for the Bank Customer to
exchange data with the cloud, for the Internal Development
Unit to deploy the software into the PaaS layer of the cloud,
for the Bank Institute to monitor ongoing customer activities
in the cloud as well as putting data into the cloud and for the
Cloud Provider to control for example resources to generate
billing data or to maintain the cloud.

The context establishment contains further sub step as
“setting the basic criteria necessary for information secu-
rity risk management” [1, Clause 7.2] and “establishing
an appropriate organisation operating® it [1, Clause 7.4].
Those steps are for example about defining risk acceptance
criteria, i.e. defining scales and thresholds for levels of risk
acceptance or setting up roles and responsibilities of the
organisation to manage the risk process. Our pattern does
not support providing relevant information for these steps.

B. Asset Identification

In Clause 8.2.1.2, a sub part of the risk analysis step,
the ISO standard requires the identification of assets within
the established scope of the organisation at an appropriate
level of detail. The Annex B extends the given information
for the identification of assets and distinguishes between
primary assets and supporting assets. Primary assets are
business processes, activities and information. Supporting
assets are hardware, software, network, personnel, site or
organization’s structure. The Annex B.1.2 offers a concrete
list of examples for every supporting asset. The input for
the identification of assets are the scope and boundaries
identified in the context establishment activity.

The cloud system analysis pattern instance in Fig. [3] helps
identifying the primary and supporting assets by considering
the instantiated boxes and the associations between the direct
stakeholders and the cloud. The associations indicate the
flow of information into and out of the cloud and therefore
helps to analyse the information assets processed and stored
in the cloud. Furthermore, the associations help to find out
about the asset owner, as the standard requires. “The asset
owner is often the most suitable person to determine the
asset’s value” and is used for asset valuation in Clause
8.2.2.2.

For instance, Transaction Data is related to the Bank Customer
in Fig. E} Thus, Transaction Data, that can be later refined
to more concrete assets like account number or account
balance, can be identified as a primary information asset.
The owner of that asset is the Bank Customer.

The ISO standard states, that the primary asset infor-
mation comprises vital information, personal information,
strategic information and high-cost information. Vital infor-
mation are relevant for running the organisation’s business,
personal information comprises personal data or privacy
relevant data, strategic information are required for achieving
business goals and high-cost information are information
whose gathering or processing require a long time or high
acquisition cost. For example our pattern helps categorising
Transaction Data as personal information due to the relation
to the Bank Customer. Here, privacy related data, e.g. account
balance, are exchanged with the cloud. Further, billing data
can be seen as vital information for the Cloud Provider to run
its business.

The cloud in Fig. [3] surrounded by the dashed line,
structures the cloud system and the instantiated boxes rep-
resent supporting assets. For example different refinements
of the supporting asset software can be found: Virtualisation
Software as well as the Online Banking Software. The latter is
deployed into the cloud by the Internal Development Unit, who
could be wrongly determined as the asset owner. Using the
associations in our pattern it can be analysed, that the Internal
Development Unit WorkFor the Bank Institute, who is therefore
a more appropriate owner of the Online Banking Software,
because it has contracted the software.

”The personnel type consists of all the groups of people
involved in the information system.“ as for example users,
developers or decision maker. The stakeholder in the Direct
System Environment as well as the Indirect System Environment
support the refinement of this supporting asset in the stan-
dard. "The site type comprises all the places containing
the scope or part of the scope® and can be seen related
to the location and geographical information of Clause 7.3
mentioned in Sect. Here, also the location of the
Data Centers can help to identify relevant information. In
the example list of Annex B.1.2. one refinement of the
location is external environment. ”This concerns all locations
in which the organisation’s means of security cannot be
applied”. That could mean for our example, that personal
data processed or stored in data centers of the US, do not
comply to German privacy laws and therefore this has to be
documented here.

The organisation’s structure are for example subcontrac-
tors of the organisation. Here, the Direct Stakeholder Environ-
ment could help identifying them. The Cloud Provider as well
as the Internal Development Unit can be documented here.

Our pattern does not cover identifying all types of assets
completely yet. For example there have to be done research
on helping to identify business process and activity assets.

V. ENVISAGED TOOL SUPPORT

In the following, we outline an automated approach,
that provides digital patterns and templates for the context
establishment and asset identification in accordance with the



ISO 2700x standards. A modular user interface will support
users in following the supported parts of the context estab-
lishment. It provides wizards for instantiating the pattern and
the templates. Graphical modelling elements will represent
different patterns and types of data. In the following step,
users identify assets from the generated patterns and tem-
plates. The tool will offer a database for storing instantiated
patterns. This reduces the workload for instantiating similar
systems. It also enables the tool to learn over time and
enrich the wizards. The planned recommender will contain
instantiated patterns and templates, and identified assets in
their context. Therefore, the recommender can advise to look
for specific assets or remind the user that an asset might be
missing.

VI. RELATED WORK

Mayer et al. [8] propose a security requirements engineer-
ing process that consists of the following four steps: Context
analysis and asset identification, security goal determination,
refinement of these goals to security requirements, and coun-
termeasures selection. Both of the latter two steps are based
on a risk analysis approach named model-based ISSRM.

Schmidt [[7] presents a threat and risk-driven methodology
to security requirements engineering. His approach shows
threat and risk models derived from the environment of a
secure information system and is therefore a complementa-
tion of our approach.

Haley et al. [9] propose a framework which unifies
functional requirements from requirements engineering and
assets as well as threats from security engineering. The focus
of this work is the transformation of assets and threats into
constraints of functional requirements.

Fenz et al. [10] introduce an ontology-based framework
for preparing ISO 27001 audits. They provide a rule-based
engine which uses a security-ontology to determine if secu-
rity requirements of a company are fulfilled.

VII. CONCLUSION AND FUTURE WORK

We presented a pattern-based support for context estab-
lishment and asset identification for the ISO 2700x standards
in the field of cloud computing. This approach serves as a
proof-of-concept that security standards can largely benefit
from patterns. Our approach comprises the following main
benefits:

« Systematic pattern-based identification of assets and
context establishment for clouds
« Ease the burden of the initial steps of implementing the
ISO 2700x standards
« Improve the outcome of a ISO 2700x implementations
by perfecting the initial steps context establishment and
asset identification
The work presented here will be extended to support
further parts of implementing the ISO 2700x standards. We
plan to provide patterns and templates for other steps of the

standard, e.g. considering systematically business processes
and activities. In addition, we intend to develop a general
method to support the early steps of the standard, and apply
it for instance as validation to the BSI Standard 100-2.
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