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Chapter 12
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1. Coding approaches to a general biometric authentication
problem

Let us consider the following mathematical problem. Suppbat
b= (by,...,b,), b' = (),...,0,) € {0,1}"

are given binary vectors of length The verifier has to make the acceptance decision if the
Hamming distance between these vecttiis, b’) does not exceed a given thresh@ldand
the rejection decision otherwise:

— if d(b,b’) < T, then accept the identity claifY);
if d(b,b’) > T, then reject the identity clair(N),

*E-mail address: v.b.balakirsky@rambler.ru
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Figure 1. General authentication scheme.

“The identity claim” in the description above appears beeawe assume that the vectors
b andb’ contain outcomes of measurements of some biometric pagasnefttwo people.
The verification is understood as a procedure, which chetiethver the difference between
the results is caused by the observation noise or by thetfatpeople are different.

The difficulties in the implementation of the scheme aboeedare to the point that the
vectorb containing the outcomes of sample measurements of a peesototbe hidden
from an attacker, who tries to present a vedibleading to the acceptance decision. A pos-
sible solution to the hiding problem is the use of a cryptpgra “one—way” hash function
Hash where we assume that the value of the function can by easiputed for a given
argument, but the value of the argument is hard to get for engialue of the function. If
only HasH{b) is known to the verifier, then he can compute the values of Héshe) for
all binary vectors € {0, 1}" of the Hamming weight at mo§t and make the acceptance
decision if one of them is equal to Ha#), where® denotes the component—-wise sum
modulo 2. Such a scheme is secure up to the security of hadmingequires the hash
function to be defined oveX binary vectors and calculations wifi,_, (") noise vectors.
The block coding schemes are introduced to relax theseresgants.

The coding problem for biometric authentication can be gméed as designing codes
for the scheme in Figure 1. L& andC be subsets of binary vectors of lengthThe set3
is the set of biometric vectors, and the probability distidn

(Pr{B=b},beB)
bio

is known. The entries of the sétare codewords assigned by the designer. The encoding is
the transformation of a paiix, b) € C x B, where the vectob is generated by the source
andx is chosen according to a uniform probability distributioreothe codé, to another
vectory. This vector and the value of Hash) are stored in the database under the name of
the person whose biometric characteristics are expregstttlyvectorb. Having received
a vectorb’ and the name of the person, the decoder résdslash{x)) from the database
and uses the error—correcting capabilities of the codedodie“the transmitted codeword”
If Hash(x) = Hashx), wherex € C is the decoded codeword, then the identity claim
is accepted; otherwise, the identity claim is rejected. 3tleeme satisfies the constraints
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Figure 2. General authentication scheme from the attexkeospective.

formulated above if, foralb € B, b’ € {0,1}", andx € C,

db,b)<T =
db,b)>T =

x>

= X,
~x 1)

From the attacker’s prospective, the authentication selwan be viewed as the scheme
in Figure 2. The attacker reads the content of the databaseiated with a person, presents
the name of the person and generates a vé¢torhe goal of the attacker is generating the
vector leading to the verifier's acceptance decision. Thiingpproblem can be formulated
as constructing codes that simultaneously satisfy thet@ints (1) and guarantee a low
probability of the attacker's success. A more precise fdatian of the problem will be
presented in the corresponding subsections where we eoribigl additive and the permu-
tation block coding schemes. Before this material is prieskrwe describe and analyze a
direct authentication scheme, since its characteristicg lthe best possible performance
of the verifier.

In the following considerationsy denotes the indicator functiony{S} = 1 is the
statement is true andy{S} = 0 otherwise. The Hamming weight of a binary vectois
denoted by wib).

2. Direct authentication scheme
2.1. Notation
Suppose thaB = {0,1}". For allb € {0,1}", let

DI (p) £ { b e {0,1}": wi(b & b) < T } @)
denote the set of biometric vectors located at distanoe less from the vectdp. If b and
b’ are the vectors processed at the enroliment and the awthimti stages, respectively,

andb’ € D) (b), then the verifier has to make the acceptance decision. T telpitiy
that the biometric vector generated independently of tictov® is equivalent to this vector
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from the the verifier’'s point of view is equal to

T AN
Quo(®) = > Pr{B=b}. 3)
b’eD(T) (b)
Let us denote
A
Qo = max Qyig (b) (4)
and introduce the sets
A « "
BT 2 {1 Q0" = Qf |, (5)
pI 2 U D) (6)
b*eB(T)

Let the noisy observations of the biometric vediobe specified by the conditional proba-
bility distribution
(Pr{B'=b'|B=b}, b €{0,1}")

err

in such a way that

b' ¢ DD (b) = Pr{B' =b'|B=b}=0. 7)

Calculation of probabilitieng;)(b), b € {0,1}", is illustrated in Table 1 fon = 4.

In this case B = {0000} and B = {1000,1110}. Suppose that there is an attacker
(a guesser), who wants to present a vettomaximizing the probability that the verifier
makes the acceptance decision considered as a succédss= [f, then the guesser has to
present the vectay000, and the probability of success is equabt@s. If T' = 1, then he
has to present one of two vector€)00 or 1110, and the probability of success is equal
to 0.48. Notice that the biometric vector)10 and 1100 are included into both guesses.
Therefore, if the guesser would present btdh0 and1110 as guesses, then the probability
of success is computed 896 — 0.07 — 0.13 = 0.76.

2.2. Description of the scheme

Processing of a given biometric veclorat the enroliment stage and processing data at the
authentication stage is illustrated in Figure 3.
The enroliment stage.

— Store the biometric vectds in the database.
The authentication stage.

— Read the biometric vectds associated with the claimed person from the database.
If wt(b & b’) < T, then make the acceptance decis{®). If wt(b & b’) > T, then
make the rejection decisiqiN).
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Table 1. Example of calculations of probabiliti@%ﬁ)(b), b € {0,1}", wheren = 4 and

T=0,1.

b | QM (b) Qhig(b)
0000| 0.25 0.25 4+ 0.01 + 0.02 + 0.05 + 0.03 = 0.36
0001| 0.03 0.03 4 0.02 + 0.01 + 0.01 + 0.25 = 0.32
0010| 0.05 0.05 4 0.07 + 0.05 + 0.25 + 0.01 = 0.43
0011| 0.01 0.01 4 0.03 + 0.08 + 0.03 + 0.05 = 0.20
0100| 0.02 0.02 4 0.13 + 0.25 + 0.05 + 0.01 = 0.46
0101| 0.01 0.01 4 0.01 + 0.03 + 0.08 + 0.02 = 0.15
0110| 0.05 0.05 4 0.20 + 0.05 + 0.02 + 0.08 = 0.40
0111| 0.08 0.08 + 0.03 4 0.01 + 0.01 + 0.05 = 0.18
1000| 0.01 | 0.01+0.25+ 0.13 + 0.07 + 0.02 = 0.48
1001| 0.02 0.02 4 0.03 + 0.01 + 0.03 + 0.01 = 0.10
1010| 0.07 0.07 4 0.05 + 0.20 + 0.01 + 0.03 = 0.36
1011| 0.03 0.03 4 0.01 + 0.03 + 0.02 + 0.07 = 0.16
1100| 0.13 0.13 4 0.02 4+ 0.01 + 0.20 + 0.01 = 0.37
1101| 0.01 0.01 4 0.01 + 0.02 + 0.03 + 0.13 = 0.20
1110 0.20 | 0.20 4+ 0.05 4 0.07 + 0.13 + 0.03 = 0.48
1111| 0.03 0.03 4- 0.08 + 0.03 + 0.01 + 0.20 = 0.35
Bio beitl) DB
The enroliment stage
n / /
pg [>E 101 f—-|—\ beb |, (Mbob) < T?—~ YIN
b’ € {0,1}"

Figure 3. Processing data by a direct authentication scheme

The authentication stage
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Let A, andA_ denote the probability of the correct acceptance and thizapitity of
the incorrect acceptance of the identity claim by the verifie

_ _ A W _
Av o= > D>, D{B=b}Pr{B' =b|B=b},

b b/eD(T)(b)

A= > Y Pr{B=b}Pr{B=b'}.

b b/eDT)(b)
Then using (7) and notation (3), (4) we obtain
Ay = 1,
A = ZPr{B b }Qbio (b),

WhereQéﬁ)(b) is defined in (3).

2.3. Secrecy of the scheme

Let A(b’) denote the probability of success for the attacker, who doeknow the content
of the database and presents the vebtdo the verifier as his guess. Then

MB) = FBr{B=bhdbe DD (b))

= Qéﬁ ().

Therefore, the maximum probability of success is equal to
AZ max A(b) = Qb|o ,
and optimum guess is a vectot € B(T), where the seB() is defined in (5).

2.4. Conclusion

We conclude that the probability of successful attack indase when the attacker does
not know the content of the database can be very small. Howéaemain problem with
the direct authentication scheme is caused by the pointtlieabiometric vector itself is
stored in the database. If an attacker would have an accdss database, then he does not
have any difficulties with the passing through the authatito stage with the acceptance
decision. Moreover, the biometrics, being compromizedpiapromized forever and it can
be also used for any other purposes.

3. Additive block coding scheme

3.1. Description of the scheme

One of possible realizations of the scheme in Figure 1 is ditie€l block coding scheme.
In this case, the biometric vectdr is considered as an additive noise that corrupts the
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Figure 4. Wiretap-type additive block coding scheme.

transmitted codeworg andy = x @ b. The decoding is based on the observations:

y=x®b N xPe=yadb,
b =bde x®ob=y.

Thus, the verifier analyzes the outcomes of transmissidmeafddeworc over two parallel
channels, called the observation changel:> x®e, and the biometric channet, — x®b,
while the attacker analyzes the output of the biometric nbh(see Figure 4).

Let us restrict our attention to the case witkis a linear binary block code consisting
of M different codewords of length, i.e.,C C {0,1}" and|C | = M. Then

x,x €C = xax €C. (8)
Let A
C@s:U{x@s} 9)
xeC

denote the shift of the code by the vecsos {0, 1}".
A basic property of a linear code is the existence of aSgetC {0, 1}", called the set
of coset representatives of the catiesuch that

Sel=2 (10)
and
{o,13" = J Cws). (11)
seSe

Thus, for any binary vectay, there is a uniquely determined pair of vect@xss) € C x S¢
such thatk & s = y. Furthermore, if the minimum distance of the catlss at leasRT + 1,
then all non—-zero codewords have the weight at IBAst 1,

x € C\{(0,...,0)} = wt(x) > 2T +1. (12)
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Figure 5. Processing data by an additive block coding schehen the verifier considers

only output of the observation channel.
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Figure 6. Aniillustration of transformations of the key cated in an additive block coding
scheme.

Processing of a given biometric vectbrat the enrollment stage and processing data
at the authentication stage when the verifier considers ihayoutput of the observation
channel is illustrated in Figure 5.

The enroliment stage.

— Choose a key codewor according to a uniform probability distribution over the
codeC and compute the value bfash(x).

— Store(Hashx),x @ b) in the database.
The authentication stage.
— Read the datgHashx), y) associated with the claimed person from the database.

— Decode the key codeword, given a received vegtery ¢ b’ asx. If Hashx) =
Hashx), then make the acceptance decis{®?). If Hash(x) # Hashx), then make
the rejection decisio(N).

The additive block coding scheme can be understood as f®l{see Figure 6). The key
codewordx chosen at random from the codes corrupted by the biometric vectar at
the enrollment stage, and the vecjor= x @ b is stored in the database. Having received
the vectorb’ at the authentication stage, the verifier adds it modulo héovectory and
expects to receive a vector belonging to the decoding aecigigion for the codeword,
because the distance betweeand the vectoy & b’ = x @ b & b’ is equal to the weight
of the vectorb & b'.

Let us also illustrate the additive block coding by the nuoarexample. Leth =
6, M = 8. The codewords of the codgare given in the first column of Table 2. if =
011011 andx = 011110, then the vectoy = 000101 is stored in the database. Having
received another vectds’ = 111011, the verifier tries to find a codeworkl located at
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Table 2. Example of processing data with the additive blaakirngy scheme fon = 6 and
M = 8. The vectory is stored in the database at the enrollment stage. The vedsor
considered as the received word of the decoder at the aighigon stage.

xeC — x®y | x®z | dx,2)
000000 x = 011110| 000101| 111110 6
001011} b = 011011| 001110| 110101 4
010101 y = =x&b | 010000| 101011, 4
011110 = 000101| 011011| 100000 1
100110{ b = 111011| 100011| 011000 2
101101} z = y@b’ | 101011| 010011 3
110011 = 111110 110110 001101 3
111000 111101| 000110| 2

distance at most 1 from the vectpr® b’ = 111110. The result isx = 011110 and the
acceptance decision is made, sice- x implies Haslix) = Hashx). An attacker wants

to submit some vectob’, which also leads to the acceptance. He constructs the list of
candidate biometric vectors as® y, x € C, and outputs the vectat’ & y having the
maximum probability. In particular, if the probabiliti@&i,{ B = b} decrease when the
weight of the vectob increases, then this algorithm brings the vedtos= 010000.

3.2. Secrecy of the scheme

The general description of the actions of an attacker camdsepted in such a way that he
applies a fixed function

o: {0,1}" — {0,1}"
to the vectory, which is stored in the database, and submits the végter ¢(y) to the
verifier.
For any vector € {0,1}", letx[z ] denote the codeword constructed by the following
procedure. The decoder finds all codewords located at disfawor less from the vectar.
If there is only one codeword having this property, thda | is defined as this codeword.
Otherwisex|z] is a fixed vector (for example, the all-zero vector). Forgall

LA { X, if DT)(z) NC = {x}, (13)

X21=1 0,0, it [ DD@)nc| 1.
If the verifier decodes the key codeword as
x=X[y® b’ ],

then the probability of successful attack can be expressed a

Aelg) = 23S Pr{B =x @ yh{xly @ ¢ly)] =x}. (14)
xeC y
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{0, 13"

Figure 7. An illustration of the covering of the s@i, 1}" by shifts of a linear cod€ =
{X1,X2,X3,..., XM}

Proposition 3.1 The probability of successful attack is maximized when th&mum
a posteriori probability decoding is used agd= ©MAP where

MAP(

® y)=y@argmaxPr{B =x®y}. (15)
x€C bio

If C is alinear code and: denotes the set of coset representatives, then

Ac(@™7) = > maxPr{B =x & s}. (16)
seSe

The claim of the Proposition 3.1 is illustrated in Figure hieBet{0, 1}" can be covered
by shiftss € S¢. The shift can be discovered by the attacker using the ruld:tfies € S¢
such thay @s € C. The M biometric vectors@s, x € C, are considered as candidates for
the vectorb processed at the enrollment stage. The vector having themaaxprobability
is the best guess, and the sum modulo 2 of this vector and¢b&eel vectoy is the output
of the attacker.

Instead of using the mappingA” which requires running the decoding procedure
for a given code, the attacker can use simpler options. Namely, he can 1) ghedsey
codeword with probabilityt /A and submit the sum modulo 2 of this vector and the vector
y stored in the database; 2) submit the sum modulo 2 of a biametctorb* € B() and
the vectory. The strategies above bring the lower bound

1
Ac((,OMAP) > maX{M, Qk()?;)}v @an
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and the statement below establishes conditions under winécimequality (17) is tight.
Proposition 3.2

(1) The equality
1

Re(P) = = (18)
is valid if and only if
x,x' €C B B o
SESC} égg{B—x@s}—gg{B—x @ s}. (19)
(2) The equality
Ac(™P) = Q4o (20)

is valid if and only if

be(Cas) (D" = Pr{B =b} = maxPr{B =x&s} (21)

and

(T) — = =
(C@S)ﬂl) 0 = I}I{lgg{%’ig{B x®s}t =0, (22)

where the set®() andC @ s are defined in6) and (9), respectively.
A special case of inequality (17) is received whee= 0,

1
Ac(™*?) = max{ -, Qi |, (23)

where "
Qpio = max Ecr){B = b}.

Notice that the stateme(®) of Proposition 3.2 fofl’ = 0 is as follows:A¢(oMAP) = Qé?())
if and only if the set, where the probabilities of biometriectors are positive, coincides
with one of shifts of the codg, i.e.,

ds € S¢ - kE)’_r{B:b}>O = belC®s.
10

3.3. Conclusion

A possible solution to the storing and the verification peoi is based on the block cypher
scheme. In this case, a secret vestos added modulo 2 to the vectbrat the enrollment
stage. The same vector is also added to the vdstat the verification stage, and the
Hamming weight of the vectdqix & b) & (x & b’) = b@ b’ = e is then compared with the
threshold. The feature of the block cypher scheme is thet piodh the secret vector has

to be known to the verifier. An additive block coding scheme loaviewed as an extension
of the block cypher scheme where the verifier only knows tteevaf the “one—way” hash
function at the key codeword used at the enrollment stagechadks whether the value
of this function at the decoded codeword is the same or not. sElerecy of the scheme is
completely determined by the probability distribution ptiee biometric vectors, and the
constraints, under which the knowledge of the content ofddtabase cannot be used by
the attacker, are rather strong. These constraints aretiadlyerelaxed in the permutation
block coding scheme considered in the next section.
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3.4. Proofs

Proof of Proposition 3.1
Let us rewrite (14) as

Ac(p) = % D Aelely)),
y

where

1>

Aclo(y)) > Pr{B =x®yhx{xly ®o(y)] =x}

xeC
= Pr{B =%y ey oy}

< Pr{iB =
< maxPr{B=xoy}

and the inequality follows from the observation tkéy & ¢(y)] is a codeword of the code
C. This inequality is tight ifp(y) = oMAP(y), whereoMAP(y) is defined in (15). Hence

Ae(e(y)) < Ae(™P(y))
and

1
Ac(pMAP) = — Pr{B = :
™) = 37 2w frlB = x )

Using linear properties of the code, we obtain

1 1 )
FEmpe-xen - 5 E T s -xex e
x c

1 -
= a7 2 2 B =x0s)
x'eCseSc
= Z max Pr{B = x @ s},

xeC bio
seSe *

where the first two equalities follow from (8) and (11). Themession at the right-hand
side coincides with (16), and the proof is complete.

Proof of Proposition 3.2

(1) We write
MAA(OMAPY -
c(#"?) > MmaxPr{B =x&s}

seSe

> =

> Z Z gg{B x @ s}
s€Se xeC

= > Pr{B=b},

5 bio

= 1,
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where the inequality is tight if and only if

1
Er{B—x@s}—MZgg{B—x@s}.

s €S¢c = maxP
C bio
xeC

pdS

One can easily see that this condition is equivalent to (19).
(2) Let us fix some vectob* € B(T), where the seB() is defined in (5), and denote

sV £ c@s) DD (bY),

where the seP(™) (b*) is defined by (2) fob = b*. Then

MAP _ _ —
he@™) = > mafr{Bex@sit ), mapHB=xes)
ses." (b) seSc\SL" (b¥)
= 2 ufrBoxos)

sest" (b*)

Suppose that there are two codewordsx” € C such that the vectors’ ¢ s andx” & s
belong to the seD(™) (b*) for some vectos € Sc. Then

xX'®s = b*ade

X// Ds = b* ® e// } = X/ D X” =sé S” = Wt(X/ b X”) = Wt(e D e”)

for some vectorg’, e” of weight at mosf". However, sinc€ is a linear codex’ ® x” € C
and

wt(e),wt(e”) < T = wt(e' ®e”) < 2T,
X, x"eC = wtx'®x")>2T +1,

where the last inequality follows from (12). Thus, we cowlguhat, for any € SéT)(b*),
there is exactly one codewosd < C such thatcs @ s € D) (b*) and

188 (%) | = DD (b7) .

As aresult,
pr > =
Z I}l;leac}’{gg{B x®s} > Z E’ig{B Xs P s}
sest™ (b*) ses (b)
_ R N
=Y gy
b’eD(T) (b*)
_ (T)
- Qbio'

One can easily see that the inequalities used in the prodighteif and only if conditions
(21) and (22) are satisfied.
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Figure 8. Modified wiretap-type block coding scheme.

4. Permutation block coding scheme

4.1. Description of the scheme

The permutation block coding scheme can be viewed as a matibficof the scheme in
Figure 4 where the sum modulo 2 in the link to the attacker jdaed by a stochastic
mapping f(x, b), as it is shown in Figure 8. Such a modification is possible wheth
the vectorx andb have equal weights anfi(x, b) stands for the binary representation of
a permutationr that transforms the vector to the vectorb. Formally, let3 = {0,1}7,
where{0, 1}7 is the set consisting of binary vectors of the Hamming weighThus, the
biometric vector is a binary vectdr of lengthn chosen by a combinatoriéh, w)-source,
ie.,

wt(b) # w = I;é“{B =b} =0. (24)

Let C denote a binary code consisting of different codewords of length and weightw,
i.e.,,C C{0,1}y and|C | = M.

The permutation of components of some vector (z1,...,z,) € {0,1}] is deter-
mined by a vectotr € P in such a way that

(X)) = (Tryy- s Try),

where P is the set of all possible permutations of components of #wtor (1,...,n).
Given a vectob € {0,1}7 and a permutatiomr € P, let #—! € P denote the inverse
permutation, i.e.,

71'_1(b) = (bil(ﬂ.), - ,bin(ﬂ.)),
wherei;(7) € {1,...,n} is the index determined by the equatiof)r) = J.
For all vectorsx,b € {0,1}, let

w

Px—b)2{meP: n(x)=b} (25)
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denote the set of permutations that transform the vectorthe vectorb. Let us introduce
the probability distribution

Tx,b = (’)/(71'|X, b)> S P)

in such a way that/(m|x, b) can be positive only ifr € P(x — b). Let us also denote a
uniform probability distribution over the s@(x — b) by

ﬁx,b = (7(7‘-|X7 b)> ™ P)>

where (b)) (x—b)
_ A Px,b)|7, if m € P(x — b),
W”""b)_{ 0, if = ¢ P(x — b).

For example, letw = 4,k = 2. The set{0,1}4 consists of(;) = 6 binary vectors
of length 4 having the weight 2 arf@ is the set consisting of! = 24 permutations of
components of the vectdi, 2, 3,4). For allx,b € {0, 1}3, the setP(x — b) consists of
212! = 4 permutations. In particular,

P(1100 — 1010) = { 1324, 1423, 2314, 2413 }.

Notice that
b= T L i) — b)) = x @ (o)
b/ = b D e
and

wt(w1(e)) = wt(e), (26)

i.e., the decoder observes “the transmitted codewsrdsx @ = !(e). If the source gen-
erating the noise vectors is assumed to be a memorylessesden (26) implies that the
presence of the permutatiorr ! does not affect the decoding strategy, and the scheme is
equivalent to the one in Figure 8.

Processing of a given biometric vectbrat the enrollment stage and processing data
at the authentication stage when the verifier considers ihayoutput of the observation
channel is illustrated in Figure 9.

The enroliment stage.

— Choose a key codeword according to a uniform probability distribution over the
codeC and compute the value bfash(x).

— Given a pair of vectorgx, b) € {0,1}7, x {0,1}?, choose a permutatiomr € P
according to the probability distributiony t,.

— Store(Hashx), =) in the database.
The authentication stage.
— Read the datgHasHhx), ) associated with the claimed person from the database.

— Apply the inverse permutation—! to the vectorb’ and decode the key codeword
given areceived vectar—!(b’) asx. If Hash(x) = Hash(x), then accept the identity
claim (Y). If Hash(x) # Hashx), then reject the identity clairtN).
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Hashx
Hash )
DB
™
xelC Tx,b
b e {0,1}7
Bio
The enroliment stage
Hashx)
DB f
weP 7w 1(b') % Hash(x)
Inv Dec Hash =? | YIN
b’ € {0,1}"

The authentication stage

Figure 9. Processing data by a permutation block codingnsehe
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4.2. Secrecy of the scheme

Let
Y= (7x,b> x,b € {07 ]‘}ZJ)

denote the list of conditional probability distributiongen the sef. In general, the attacker
applies a fixed function
v P — {0,1}"

to the permutationr stored in the DB and submits the vectgr= v (=) to the verifier. Let
us use the notation (13) and assume that the verifier dedoglésy codeword as the vector

% = x[m1(b')].
Then the probability of successful attack is equal to
1 ar
Acal) = 37 2 D Br(B =0} 3 strbe (R~ W) = x). @7

Proposition 4.1 The probability of successful attack is maximized when taemum
a posteriori probability decoding is used and= yMA" where

YMAP () = 7 arg max ol [x) ) (28)
and A
io(7[x) = > Pr{B = bly(m|x,b). (29)
b
Furthermore, .
Acq (W) = — Ze;r)r(lgg Yoio(TT[x). (30)

Notice that( yio(7r|x), 7 € P ) is the conditional probability distribution over the set
P and
3" bio(mx) = 1. (31)
TEP
Notice also that the vector € {0, 1} and the permutatiomr € P uniquely determine the
vectorb? € {0,1}7 such thatr € P(x — b’). Namely,b’ = 7(x), and the sum at the
right-hand side of (29) contains at most one non-zero term.

The attacker has two simple possibilities: 1) fix a codewotrd= C and submit the
vectorb’ = m(x’); 2) submit a most likely biometric vector. In the first cases #itacker
has to know the codé and the stored permutatien In the second case, he does not know
these data and is equivalent to an attacker, who does notdcaess to the database and is
ignorant about the code. One can easily see that the prileabdf successful attacks are
equal tol/M andQy;,, respectively. Therefore the probability of successfudektunder
the maximuna posterioriprobability decoding of the key codeword is bounded fronobel
as follows:

1
Ae (%) = max{ . Q40 }.
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We will present the formal proof to find under which condiahis inequality is tight.

Proposition 4.2

(1) The equality
1

AC,’Y (¢MAP) = M

is valid if and only if the probability distributionsy 1, are assigned in such a way
that the conditional probability distribution&ypio(7|x), m € P ), x € C, coincide,
i.e.,

(32)

x,x' €C

TeP } = Yio(7]%) = Ybio(7[x). (33)

(2) Suppose that the minimum disctance of the ¢bideat least2T” + 1. The equality

AYAP(y) = QL) (34)

is valid if and only if the probability distributions 1, are assigned in such a way
that there is a vectob* e B* with the following property: for alb € D7) (b*),

x' =7 1b) = maéc'ybio(ﬂx) = E’_r{B = b}y(w|x/, b) (35)
XE 10
and
U {70} =0 = maxqpoe(nlx) = 0. (36)
beD(T) (b*)

4.3. Examples of specific schemes

Letn =8, w =4, M = 4, and let the codewords be specified by the matrix

X 00110011
xo | | 01010101
xs | | 10101010
X4 11001100

Suppose also that the biometric vector processed at théreand stage is one of rows of
the matrix

00001111
b, 00110011
01010101
. 10101010
bg 11001100
11110000

DenoteC = {Xl,Xg, X3,X4} andB = {bl, R ,bﬁ}.
Proposition 4.3For all pairs of vectorgx,b) € C x B,

|P(x — b)| = (4)% = 576 (37)
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and
| Pe_p(x — b)| = 4(21)* = 64, (38)

whereP¢_.3(x — b) denotes the set of permutatioftscs P(x — b) such thatr(x') € B
forall x' € C.
Let us illustrate our considerations by the following exdssp

™ 1 256 3 4 7 8
©x)| = [00001111],
7 (x3) | (001010101 ]
] [1 2 6 5 3 4 7 8]
x)| = 00001111
' (x2) | |01 10010 1]

The permutationsr’ and«” belong to the seP. Furthermores’(x;) = w”(x1) = by.
Howevern’'(xs) € B, while 7”(x2) ¢ B. Suppose that’ is the permutation stored in
the database. The attacker applies this permutation tcodiveords of the cod€ and
constructs the list’(x1), ..., w'(x4). All entries of this list are possible biometric vectors.
If the permutations” is stored in the database, then the #stx;),..., 7'(x4) contains
only 2 biometric vectors. The probability of successfuheltis greater in the second case,
and the permutationr’ can be considered as a “bad” permutation.

The result of the Proposition 4.3 shows that most of the ptatimns are bad permu-
tations. This fact leads to the statement that the uniforobgility distribution over the
setP(x — b), wherex is the selected codeword aidis the biometric vector, brings a
rather poor performance. Namely, suppose that the pratyatiigtribution over the seB is
uniform, i.e.,

Pr{B=b}=1/6, beb.
10

Let x be the codeword of the codeused at the enrollment stage. 1if , = 7 1,, then
the permutation is uniformly chosen from the set contairig entries. Only 64 of these
permutations have the property that the®ét), x € C contains 4 biometric vectors, and
the probability of successful attack is equallt@l. For the otheh12 permutations, the set
m(x), x € C, contains 2 biometric vectors, and the probability of susftésattack is equal
to1/2. Thus
MAP 64 512

Aem(WMP) = 2 (1/4) + 2= (1/2) = 17/36.

Let us assignyx , as a uniform probability distribution over the sBt_.z(x — b)
consisting of 64 entries. In all cases, the #gt), x € C, contains 4 biometric vectors, and
the probability of successful attack is equal @. As a result, the probability of successful
attack is expressed as

Rea (W) = 2201/4) = 1/4,

which is approximately twice less thak ~(¢MAP). Moreover, we obtain that the lower
bound1/M on the probabilityA¢ - (¥MAP) is attained with the equality.
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Let us consider a non—uniform probability distribution otlee set3. Namely, leta €
[1/4,1/2] be a fixed parameter and let

. [ if b € {00001111, 11110000},
bo{B =b} = { 1/4 —a/2, if b€ B\{00001111, 11110000}

Notice that the seP._.3(x; — by) contains 32 permutations such that
{m(x1),7(x2), 7w(x3), 7w(x4)} = {b1, b2, b5, bg}
and 32 permutations such that
{m(x1),w(x2), ®(x3), 7w(x4)} = {b1, b3, by, bg}.

Let us denote the subsets of these permutatior8by;(x1 — b1) andPf_ z(x1 — by),
respectively. Let

(@) ¥x1,b1 5 V1, b D€ UNiform probability distributions over the sB¢_.z(x1 — by);

(b) 7x1,b2> Vx1,b5 D€ UNiform probability distributions over the sBf _ -(x; — by);

(C) Yx1,bs» ¥x1,bs D€ UNiform probability distributions over the s8f_ ;(x; — by).

If # € P,_ z(x1 — by), then thea posterioriprobabilities associated with the biometric
vectorsb, by, bs, bg are equal to

1
3—2(a/2, 1/2 —a/2,1/2 —a/2,a/2).

Howevera/2 > 1/2 — a/2, and the attacker outputs either the key codeword, which is
mapped to the vectds;, or the key codeword, which is mapped to the vedigr Similar
considerations can be presented for the permutationsdiapto the seP/_ ;(x; — by).

As a result, we conclude that

Ac, (WMAP) = 64(a/64) = a,

i.e., the lower bound);;, on the probabilityA¢ - (¥MAP) is attained with the equality.

Let us consider the error—correcting capabilities of théfiee, who processes data of a
legitimate user. Lef?, denote the probability that the vectbt differs from the vectob
in w positions,w = 0,...,8. Then, assuming that the vectdssare uniformly distributed
over the set of vectors located at a fixed distance from th&owdg we obtain that the
probability of correct decoding for the codeand the threshold™ = 2 is equal tofx(c?) =
Py+ Py + (16/28) P, since the decoder makes the correct decision for all ertitenps of
weight at most 1 and for 16 error patterns of weight 2 (thd taianber of error patterns of
weight 2 is equal to 28). Suppose that the processed biamnetriors are constructed as a
concatenation of. vectorsb ... b(l) ¢ B, i.e., the total length of the vector is equal
to 8. Suppose also that the vectdss), ..., b(%) are independently generated according
to a uniform probability distribution over the sBt Let the verifier make the acceptance
decision if and only if such a decision is made for Alentries. Then the probability of
correct decision is equal 1(01(02))9 On the other hand, the probability of successful attack,
when the probability distributions, 1, are used is equal td /4)~.



238 V. B. Balakirsky, A. R. Ghazaryan, A. J. Han Vinck

Table 3. Transformation of vectors of length= 4 and weights 0,1,3,4 to balanced vectors,
wherew, w are the Hamming weights of the vectdssb and: is the length of the prefix of
the vectorb, which has to be inverted to obtain the vector

b w | @ b w b w | @ b w
0000| O | 2| 1100| 2 || 11124 4| 2| 0011 2
0001| 1 |1)1001| 2 || 1110 3| 1| 0110] 2
0010 11| 1010| 2| 1101, 3|1 |0101] 2
0100| 1 |1 1100 2 || 1012 3| 1| 0011 2
1000 1| 3|0110| 2 || 0111| 3 |3 |1001| 2

4.4. Implementation of the permutation coding

The fixed Hamming weight of the possible biometric vectothésconstraint that has to be
satisfied to implement the permutation block coding schdtrean be done if the observer
takes into account only a fixed number of the most reliablenkeioic parameters. For
example, in the case of processing fingerprints, one canrput & ns grid on the 2-
dimensional plane (in this case,= nin2) and register the most reliable minutiae points
in the cells of that grid. In general case, the biometric kyingector of lengthn can be
viewed as a vector of features where positions of 1's index the features that essemt
in the outcomes of the measurements. The total number of tise reliable features taken
into account by the authentication scheme can be fixed imnadva

Another useful possibility is known as balancing arbitraiyary vector by the inversion
of its prefix in such a way that the obtained vector has wejgh2|. The corresponding
statement is presented below, and the examples of thedramation are given in Table 3.

Proposition 4.4 For any binary vectprf) € {0,1}", one can find an index €
{0,...,n} in such a way that the vectds is transformed to a balanced vector by the
inversion of the first components, i.e.,

wherew and w; denote the Hamming weight of the vectoand the Hamming weight of
the prefix of length of the vectom, respectively.

The proof directly follows from the observation that thelpah the plane whose coor-
dinates are defined &g, w;), j = 0, ..., n, Starts at the point0, wt(b), ends at the point
(n,n — wt(b), and has increment&1. Therefore, there is at least one indeguch that
’IIJZ' = Ln/QJ

Notice that the case = |n/2| can be viewed as the most interesting one meaning the
characteristics of the permutation block coding schemee diadim of the Proposition 4.4
shows that an additional storing of the value of the parameiged to transform an arbitrary
binary vector to a vector belonging to the $9t1}’fn/2J makes the implementation of such
a scheme possible in general.



Block Coding Schemes Designed for Biometric Authenticatio 239

45. Conclusion

The mapping of the paifx,b) to a binary string stored in the database can be viewed
as the encryption of the messabewhich is parameterized by a key codeworde C
chosen at random. An interesting point is the possibilityletreasing the probability of
successful attack, when an attacker tries to pass throwghtithentication stage with the
acceptance decision, by using a randomized mapping, althihwe values of additional
random parameters are publitn the permutation block coding scheme, a randomly chosen
permutation that transforms the vectoto the vector is used for these purposes. As the
set of possible permutations has the cardinality, whichxmoeential in the length of the
vectors, a designer has good chances to hide many of bianwetriors that differ from
the most likely vectob™ into the information that can correspond to the vetitr Thus,
one can even reach exactly the same secrecy of the codethsysthe secrecy of the blind
guessing of the biometric vector, when the attacker doebana access to the database and
is ignorant about the code. In other words, one can talk abeytossibility of constructing
permutation block coding schemes that haveerfect algorithmic secrecyThis notion is
different from the usual definition of perfectness, whiclumslerstood as the point that the
conditional entropy of the probability distribution ovéetkey codewords, given the content
of the database, is equalltgg M. In our example presented in the previous subsectiorg the
posteriori probability distribution over the key codewords certaidgpends on a particular
permutation, and the conditional entropies of these Oigions can be much less than the
entropy of a uniform probability distribution. Neverthese an optimum attacker cannot use
this fact, and his observations do not introduce changdseinlécoding algorithm.

4.6. Proofs

Proof of Proposition 4.1
Let us rewrite (27) as

Nea(8) = 77 3 Aeq (),

weP
where
Aeq((m) 2 > ZES{B — b (mlx, b)x{ K[ ()] = x }.
xeC b
= Z’Ybio(wlx)x{k[w*(lp(w))] =x}.
xeC

< max Ypio((x).
xeC

and the inequality follows from the observation tisdir—1(v(wr))] is a codeword of the
codeC. This inequality is tight ify)(w) = MAP(w), whereyMAP (1) is defined in (28).
Hence,

/\C,'y(w(ﬂ-)) < AC,7(¢MAP(W))
andAc -, (vMAP) is expressed by (30).
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Proof of Proposition 4.2
(1): We write

. > . —
> maxpio([x) > max ¥ yoio(m[x) =1, (39)
weP weP

where the equality follows from (31). By (30), this ineqigiimplies

1
AC,’Y(Q/)MAP) > M

with the equality if and only if the inequality (39) is tighthe latter condition is satisfied
when the maximum ofyuio(7r|x) is attained at the same codeword for all permutations
7 € P, which is equivalent to (33).

(2): Let us fix a vectob™* € B* and denote

Pc(b*)éU lJ Px-b).

x€C beD(T) (b*)

Then

> maxyuo(wlx) > ) maxypio(m[x)
TeP wEPe (b*)

® > > max Yoio (7 )

x'€C beD(T) (b*) weP(x'—b)

=Y > iolwlx)

x'€C beD(T) (b*) weP(x'—b)

(d) Z Z Z Eg{B:b}’y(ﬂ'|X/7b)

x'€CbeD(T) (b*) weP(x'—b)

(e) «
=Y Y. Pr{B=Db}Q
x'€CbeD(T) (b*)

T
= MQl()iO)’

where (a) follows fromP.(b*) C P; (b) follows from the observation th&(x’ — b),

b € D) (b*), x' € C, are pairwise disjoint sets; (@haxxcc Ybio(7|X) > Ybio(7|x’); (d)

substitution of (29); (e) follows from (31).

Proof of Proposition 4.3

Suppose thatx,b) = (x1,b;), i.e.,x = 00110011 andb = 00001111. Equality (37)
immediately follows from the fact that both andb contain 4 zeroes and 4 ones. Notice
thatm(x;) € Bimpliesw(x4) € B, andw(x2) € Bimpliesw(x3) € B. Therefore,

Pep(x—b)={meP(x; —by): w(xz) € B}.
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If # € P(x; — by)andw = (my,...,7mg), then(my,...,m4) iS @ permutation of com-
ponents of the vectofl, 2,5,6) and (7s, ..., 7g) iS a permutation of components of the
vector(3,4,7,8).

The condition 7(x2) € B is satisfied if and only if there is a vectary €
{0011,0101,1010, 1100} with the following property: the first 4 components of the teec
7 and the last 4 components of the vectospecify the permutations of columns of the

matrices
0O 0 0O and 1 1 1 1
01 01 01 0 1

such that the 2-nd rows are equal to the vestoFhere are 4 possible vectassand each
vector can be constructed §9!)* permutations. Therefore, this observation proves (38)
for (x,b) = (x1,b1). By the symmetric properties of the sétsand B, one can see that
considerations above also prove the statement for any fixedxp b) € C x B.



