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Summary

We consider the verification problem when the verifier receives a pair of binary vectors (a,b) and makes the
acceptance or the rejection decision. The acceptance decision has to be made if the vector b is the result of
transmission of the vector a over a known memoryless channel. An attacker knows the weight of the vector a
and substitutes a vector b generated by a stationary Bernoulli source having the assigned probability of bit 1,
which is unknown to the verifier. We design the verification algorithm with the metric depending on the weight
of the vector a. The use of this metric allows us to restrict the possibilities of the attacker in such a way that the
best strategy becomes the flipping of a fair coin. The performance of the algorithm is essentially better than the
performance of the scheme, which is based on the maximum likelihood decision for the known channel. We also
show that the algorithm is a special case of a general verification scheme for an arbitrary memoryless channel.
Copyright (©) 2008 John Wiley & Sons, Ltd.
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1. Introduction and statement of the problem corrupted is equal to £ € (0,1/2) and the probability
for binary memoryless channels that bit 1 is corrupted takes values in the [0, 1/2]
interval:

1.1. Subclass of binary channels _ _
— an asymmetric channel where 1’s are noiselessly

transmitted, V¢ o;
— abinary symmetric channel, V, ¢;

Let us consider a binary channel, denoted by Vg, ¢,,
whose conditional probabilities are determined by the

matrix — an asymmetric channel where 1’s are destroyed,
V‘éofl (0|0) V§07£1(1|0) :l — [ 1-¢&o o V571/2'
Veo,er (0[1) Vg e, (111) & 1=-& |’ If (¢0,&1) = (n,1—mn) for some 7 € [0,1], then

&+ & =1, ie., the constraint (1) does not hold,

where and the output bit is independent of the input bit.

o +& € (0,1). (1) Thus, transmission of a bit over the V,, 1_, channel

In particular, we will be interested in 3 special cases of is equivalent to the generating of the output bit

the channels created when the probability that bit O is by a Bernoulli (1 —n,7n) source. We will use this
equivalence to unify formal considerations.

*Correspondence to: E-mail: v_b_balakirsky @rambler.ru Given a pair of probabilities (50,51) and a pair

1This work was partially supported by the DFG. of binary vectors (a,b) of length n, the conditional
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2 VERIFICATION FOR BINARY MEMORYLESS CHANNELS

probability of receiving the vector b when the vector
a was sent over the memoryless V¢, ¢, channel is equal
to

T 1=, ifb = ay,
Veo.ex (b|a) = tl:[l { €, if by # ay.
The probabilistic description of the transmission over
the V;, 1, channel is introduced similarly.

Notice that the following data transmission scheme
can be considered as the transformation V¢, —
Ve,1/2- Suppose that there is a source generating bit
0 with probability 1 — w and bit 1 with probability w.
Let the generated bit be transmitted over two parallel
Ve,0 channels. The probabilities that the received bit is
0 and 1 at the output of any of the channels are equal
to

Q) = (I-wd=9),
QL) = (I-wi+w,

and the probabilities that the pair of received bits is
(1,0) and (0, 1) are equal to

Q(1,0) = (1-w)(1-¢),

Q(0,1) (I -w)(1 =8¢
Hence,
-2 Q(0,1)
w = T1e_ 2 = o0 =1/2.
Furthermore
QLY _,
Q(0) '

The ratios Q(0,1)/Q(1) and Q(1,0)/Q(0) represent
the conditional probabilities of bits 0 and 1 at the
output of one of the channels when 1 and O are
bits at the output of another channel. The channel
describing the dependence of bits at the outputs of
parallel V¢ o channels is obviously more noisy than
the V¢ o channel. The degradation can be such that the
conditions for the transmission of 1’s are reverted.

A numerical illustration of the considerations above
is as follows,

) 3 4]

The probabilities that the received bit is 0 and 1 at the
output of the V; /4 ¢ channel are equal to

Q(0) (8/9)(3/4) = 2/3,
QL) = (8/9)(1/4) + (1/9)1 =1/3.

Copyright (© 2008 John Wiley & Sons, Ltd.
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and the probabilities that the pair of received bits at
the outputs of parallel V; /4 ¢ channels are different is
equal to

Q(1,0) = Q(0,1) = (8/9)(1/4)(3/4) = 1/6.

Hence, the conditional probabilities 0 — 1 and 1 —
0 of the channel, which relates the observations are
equal to
oy 1S
2/3 1/3
The independent use of the data transmission scheme
n times brings the scheme in Figure 1.

The example above is of interest for processing
biometric data. Suppose that there are n features and
that the ¢-th component of the vector ¢ is equal
to 1 if and only if the person has the ¢-th feature,
t=1,...,n. Let the vector ¢ be observed at the
enrollment stage as the vector a in such a way that if
the feature is present, then it is definitely registered.
The vector a is stored in the database under the
name of the person. If the same person appears at
the verification stage, then the vector c is observed
again and the vector b represents the outcomes of the
observations. The pair of vectors (a,b) is available
to the verifier, who analyzes the dependence between
these vectors to accept or to reject the identity claim
of the person. This dependence is established by
the conditional probability of receiving the vector b
given the vector a when the vector ¢ is unknown.
An available estimate of the conditional probability
can be obtained if the verifier assumes that this
vector is generated at random because it characterizes
“a randomly chosen person”. If the statistics over
biometric characteristics of people is such that each
feature is registered with the relative frequency w and
the features are independent, the verifier can assume
that each bit of the vector c is independently generated
by a Bernoulli source.

From a formal point of view, our example contains
a paradox: although all features of the person are
noiselessly observed at the enrollment stage, the
verifier has to take into account only the features that
were not observed while computing the conditional
probability of the vector b received at the verification
stage. However, the verification algorithm should not
be only based on the obtained conditional probability
(an attacker, who presents the all-zero vector to the
verifier, always passes through the verification stage
with the acceptance decision). Therefore, bits of the
vector b received at positions, where the features
were registered at the enrollment stage, are also

—1/2.

Security Comm. Networks 00: 1-16 (2008)
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VERIFICATION FOR BINARY MEMORYLESS CHANNELS 3
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Fig. 1. Creating the channel V¢ ; /> between observations at the outputs of two parallel Vg o channels whose input is generated
by a Bernoulli source.

important. These considerations are continued in the
next subsection.

1.2. A basic verification scheme

Let us consider the scheme in Figure 2 that will be
considered as a basic verification scheme for binary
memoryless channels. The pair of binary vectors
(a, b) is given to the verifier. The output of the verifier
is a binary variable taking values “Acceptance” and
“Rejection”, abbreviated as Acc and Rej. Let the
verification be formalized as a mapping

.. Acc, ifb € Dy,
(a,b) — Decision = { Rej, ifb ¢ D,
where D,,a € {0,1}", are the acceptance sets. These
sets have to be fixed in advance in such a way that the
verifier can reliably distinguish between the following
cases.

Acc: the vector b is received as a result of
transmission of the vector a over the Vg ¢,
channel.

Rej: the vector b is generated by a Bernoulli
source with the probability of bit 1 equal to n
(equivalently, the vector b is received as a result
of transmission of the vector a over the V;, 1_,
channel).

The vector a and the pair (£o,&1) are known and (1)
holds, while the value of parameter 1 is unknown.

Let us illustrate the difficulties of the problem and
consider the case (£o,&1) = (&, 1/2). Suppose that the
verifier wants to have the false rejection rate at most &
for a given vector a. Due to the structure of the V¢ 1 /2

Copyright © 2008 John Wiley & Sons, Ltd.
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channel, there is an obvious (the maximum likelihood)
decision: the verifier does not pay attention to the
bits of the vector b received at positions where the
vector a contains ones and only controls the weight
of the vector received at positions where the vector
a contains zeroes. Namely, the vector b has to be
included into the set D, if and only if the weight does
not exceed k., which is chosen from the inequality

k

ZBing(Mn —wt(a)) > 1—¢,
k=0

where
wt(a) = Hte {1,...,n}: atzl}’

denotes the weight of the vector a and

Bine (|7i) = (Z)(l gk

for all n and k (in the following considerations, we
will assume that (Z) =0ifk ¢ {0,...,n}). However,
such an assignment includes the all-zero vector in all
acceptance sets. If 7 = 0, then the attacker presents
this vector to the verifier in the Rej case, and he always
passes through the verification with the acceptance
decision.

To overcome the difficulties, we notice that there
are many acceptance sets with the property that the
sum of conditional probabilities of receiving their
entries, when the vector a is transmitted over the
Ve,1/2 channel, is not less than 1 — ¢. The particular
set can be specified by the set I consisting of pairs
of integers, where the first integer belongs to the set

Security Comm. Networks 00: 1-16 (2008)
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VERIFICATION FOR BINARY MEMORYLESS CHANNELS

Veo.er /Vip1-n

b

Verifier

Acc/Rej
a, &o, &1 are known
7 is unknown

Fig. 2. The structure of a basic verification scheme for binary memoryless channels.

{0,...,n —wt(a)} and the second integer belongs to

the set {0, ..., wt(a)}. Given a vector b, the verifier
computes
bo=|{te{t ..} @b)=01} @
m=|{te{lnds (b)) =10} @

and makes the acceptance decision if and only if
(ko, k1) € K. The set K has to be fixed in such a way
that

S Bin(koln — wi(a)) (W;(a)

(ko,k1)EK 1

The solution presented in the further considerations is
aregular construction of the set /C that can be also used
for the V¢ 1 /3 channel.

1.3. Formal statement of the problem

Let us denote the normalized weight of the vector a by

wt(a)

Pa = (€]
The probabilities of the verification errors, called the
false rejection and the false acceptance rates, can be
expressed as

FRR, = Z ‘/50751(b|a)7
bgD.

FARa(n) = ZVn,l—n(bla%
beDa

and the problem is formulated as several requirements.

Copyright (© 2008 John Wiley & Sons, Ltd.
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)2—“(3) >1—e.

Ro: Find a regular construction for the acceptance
sets Dy, a € {0,1}".

“A  regular construction” 1is understood as a
threshold-type set

Da = {b €{0,1}" : m(a,b) < T, } )

where the function m(a, b), called the metric between
the vectors a and b, is defined as an additive extension
of the component—wise metric,

n

m(a,b) = 1 Zm(at,bt). (6)

n
t=1

The values of the component—wise metric are
determined by the matrix

m(0,0) m(0,1) } [ 0 mo
m(1,0) m(1,1) m; 0

The rules above include the constructions of the
acceptance sets according to the Hamming distance
between the vectors a and b when mg = mq = 1 and
to the maximum likelihood decoding for the Vg, ¢,
channel when

} @)

)

1—50,1111—51). 8)

) &1

This observation will be presented in more details in
the following sections.

Notice also that the construction above can be
equivalently introduced as an assignment of the set

(mg,mq) = <ln

Ka = {(k’o,]{il) 2 komo + k1ma <nT,a} 9)

Security Comm. Networks 00: 1-16 (2008)
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VERIFICATION FOR BINARY MEMORYLESS CHANNELS 5

satisfying the condition

> Bing, (ko|n — wi(a))

(ko k1)EKa
-Bing, (ki|wt(a)) > 1 —e.

Having received the vector b, the verifier computes
(ko, k1) by (2), (3) and makes the acceptance decision
if and only if (ko, k1) € Ka. Therefore the previous
considerations represent a special case of the general
setup.

Rp: Forall vectors a € {0,1}",

FRR, < e.

This requirement is oriented to practical applica-
tions of the verification scheme. For example, the
scheme should guarantee a certain false rejection
rate for an arbitrary chosen person whose biometric
characteristics are expressed by the vector a.

Ry4: Givenap € {0/n,1/n,...,n/n},

max max FAR,(n) — min, (10)
ne(0,1] ac{0,1}7,

where
{031}21) = {ae {Oal}n : pa:p}
denotes the set of binary vectors of weight np.

In the minimization problem stated above, we
assume that the attacker knows the weight of the
vector a, which is equal to np. By the memoryless
assumptions and the restriction of the metric between
any pair of vectors to an additive extension of the
component-wise metric, the value of FAR,(7) is the
same for all vectors a € {0, 1}, . Therefore, instead
of taking the maximum in (10), we can equivalently
require the minimum value of FAR,(#) for any vector
a having the weight np.

Remark. The vector b is the value of a randomly
chosen vector B™ = (By, ..., B,) whose probability
distributions in the Acc and in the Rej cases are defined
as

Pr{B"=b}
PL{B" = by}

‘/50751 (b|a)7 (11)
Vo (bla).  (12)

The problem can be viewed as the discrimination
between these distributions on the basis of the received

Copyright © 2008 John Wiley & Sons, Ltd.
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vector b when 7 is unknown. Notice that if the vector
a contains both zeroes and ones, then Vg, ¢, (bla)
specifies the non—stationary memoryless distribution
over the set {0,1}"™, which is known to the verifier.
At the same time, the channel V;, 1, (b|a) determines
a stationary memoryless distribution and one can get
an arbitrary distribution by changing 7. Therefore,
the problem is as follows: discriminate between the
known non—stationary memoryless distribution and an
arbitrary stationary memoryless distribution over the
set {0, 1}™ on the basis of the received vector b.

1.4. Summary of our contributions and plan of
the paper

The problem under considerations is one of the basic
problems of cryptography (see, for example [1], [2])
where the vector a carries information, like “I am a
legitimate user (a plane belonging to your air forces)”
or “I am user A”, while an attacker tries to substitute
a vector that is considered as a noisy version of the
vector a. It also appears as synchronization problem
when the receiver scans the space to find the arrival
time of a certain signal.

We address the problem under the following
constraints:

© the vector a is fixed and there are no probability
distributions over possible input vectors;

® the verifier receives a noisy version of the vector
a in the Acc case, and the channel is fixed;

©® the only possibility, which is given to a
designer of the system, is an assignment of the
verification (decoding) algorithm;

® the verification algorithm should have the
complexity, which is a linear function of the
observation length, and it has to provide a
certain performance for any vector a having the
same weight;

® the attacker knows both the weight of the vector
a and the verification algorithm; his possibilities
are restricted by the selection of the probability
of bit 1 at the output of a Bernoulli source,
which is independently used n times to generate
the substitution vector.

An idea, developed in the paper, is an assignment of
the component—wise metric depending on the whole
vector a. Then the metric associated with the pair
of input vectors, which is defined by (6), being an
additive extension of the component—wise metric,
becomes a memory containing function. We show that
such an assignment can be fixed in a way that the

Security Comm. Networks 00: 1-16 (2008)
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6 VERIFICATION FOR BINARY MEMORYLESS CHANNELS

best strategy of the attacker is a fair coin tossing
strategy where the substitution vector is generated
by a Bernoulli source with probabilities of bits 0
and 1 equal to 1/2. Both the false rejection and the
false acceptance rates are exponentially decreasing
functions of n for all channels satisfying (1).

The competitor of our verification algorithm, which
we call the pj-verification scheme, is the ML-
verification scheme when the acceptance set is defined
as the set of the most likely vectors at the output of the
channel, given the input vector a. We already showed
that the ML-verification scheme cannot be used for
the Ve 1/o channel. This fact could be explained by
the asymmetric structure of the channel, and one
can expect that the ML-verification scheme should
be recommended for the V¢, channel where it is
reduced to the computation of the Hamming distance
between the received vectors and its comparison
with the threshold. However, we will show that the
performance of such a scheme is essentially worse
than the performance of the p,-verification scheme.
The comparison of schemes under considerations for
the Vg ¢ channel is given in details, since it clearly
demonstrates the points where the schemes differ.

Simple analytic formulas for the false rejection
and the false acceptance rates can be derived if the
binomial-type probability distributions of the metric is
approximated by Gaussian distributions. We use this
possibility and show that the accuracy of the numerical
results is good enough even when n is rather small.

Finally, we show that the p,-verification scheme
for binary memoryless channels is derived from a
general construction of the metric for an arbitrary
discrete memoryless channels. This construction can
be also extended to the channels with continuous
output alphabet and to the channels with memory.

The verification problem in different variants was
the subject of the most of the cryptography papers,
but we do not know publications where the authors
seriously considered the verification algorithm in the
following sense. The ML-verification scheme can be
viewed as an obvious solution to the problem. The
point that the scheme can be modified in such a
way that the complexity is reduced is clear from
communication theory point of view, but we think
that the point that it can be modified to restrict
the possibilities of the attacker is our contribution.
Therefore we only cite [3] where an example of
the construction of acceptance sets for asymmetric
channels was given and [4] where the fact that the ML-
verification scheme has a poor performance even for
binary symmetric channels was noticed.

Copyright (© 2008 John Wiley & Sons, Ltd.
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2. The p,-verification scheme

2.1. Introduction of the metric

Let us introduce the component—wise metric as
follows.

® Both mg,m1 are fixed depending on p,.
Specifically,

(mo,m1) = (Pa, 1 — pa)- (13)

Notice that the dependence of mg,m1 on p, means
that the value of the metric m(a, b) also depends on
Pa, and (6) specifies a memory containing function,
which can be presented as

if at = bt,
if (ata bt) = (07 1)7
t=1 | 1—pa, if(as,b:) = (1,0).
(14)
The verification scheme where the metric is assigned
by (14) will be referred to as the p,-verification
scheme.
Two examples of computing the values of the metric
are given below. If

a] [ ooo11
b |~ | 10101 |’

1 n O7

m(a,b) = ﬁz Da,

then
2/5+0+2/5+3/5+0
m(a,b)=/++/+/+.
5
If
a | | 00010
b | | 10101 |’
then
1/54+0+1/5+4/54+1/5
m(a,b):/++/+/+/.

5

Both examples contain the same pairs of bits at the first
4 positions. However, their contributions to the metric
are different.

An implementation of the p,-verification scheme is
as follows. There are n + 1 matrices M and n + 1
values of the threshold stored in the memory. Having
received the vector a, the verifier finds p,, reads
the corresponding matrix M and the threshold T,_,
computes m(a,b) for the vector b using (14), and
checks whether it is less than the threshold or not.

Security Comm. Networks 00: 1-16 (2008)
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VERIFICATION FOR BINARY MEMORYLESS CHANNELS 7

2.2. The expected values and the variances of
the metric

Let us denote

oy =p(1—p)

for all p € [0, 1] and notice that o7 is the variance of
the random variable generated by a Bernoulli source
having the probability of bit 1 equal to p.

Since the particular vector b is the value of a
random variable B™, the metric m(a, b) is the value
of a random variable m(a, B™). The expected value
and the variance of this random variable are its basic
characteristics. The analytic expressions for these
characteristics are given below for the distributions
that specify the Acc and the Rej cases. We also
refer to Figure 3 where an example of the probability
density functions of the Gaussian approximations
of the probability distributions of the metric are
presented; these approximations will be introduced in
the following sections.

Proposition 1. Let E,E, and Var, Var, denote
the expected values and the variances of the metric
m(a,b) computed according to the probability
distributions (11), (12), respectively. Then

(E, Var)

= ((fo +&)op

2
2 1 _ 2 apa
(paago +( pa)gg‘l) n

and

0.2

(E,, Var,) = (‘7127-,,’ 0727 :La )

=&, then

In particular, if & = &

2
_ 2 2%
(EVa) = (2602, 0272), (15
2
_ 2 2 Pa
(E,, Var,) = (apﬂ 02 ) (16)

Proof: The random variable m(a, B™) can be
expressed as

m(a, B") = Zm at, By),

where m(a1, B1),...,m(an,, B,) are independent
random variables. Therefore,

nE[m(a, B")] Z E[m(as, B)]
=1

Copyright © 2008 John Wiley & Sons, Ltd.
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and
n?Var[m(a, B")]

Z Var[m

n, there are d; # 0 and

ataBt ]

Suppose that, forallt =1,...,
ay € [0, 1] such that

0, ifd ¢ {0,d,},
Pr{m(at, Bt) = d} = 1-— Qg ifd = 0,
g, ifd = dt.
Then
E[m(ah Bt)] = dtat
and

Var[m(at,Bt)] = dfozt — (dtat) d

(x,g
In the Acc case, there are

©® n(l — pa) indices t with (d¢, o) = (pa,&0);
©® npa indices t with (d¢, o) = (1 — pa, &1).

Therefore

nE =n(1 — pa)pado + npa(l — pa)és
and
n?Var = n(1 — pa)piago + npa(l — pa)zagl.
In the Rej case, there are

©® n(l — pa) indices t with (d¢, @) = (pa,n);
©® npa indices t with (dy, o) = (1 — pa, 1 — 7).

Therefore

nEn = n(l - pa)pan + npa(l - pa)(l - 77)

and
nQVar,7 =n(l- pa)pzaf7 + npa(l — pa)2afﬂ7.

Simple algebraic manipulations with the expressions
above reduce these expressions to the forms given in
the claim.

Discussion. We will assume that p, = p.

1. The expected value of the metric in the Rej case
does not depend on 7).
If n =0, then the attacker presents the all-
zero vector, and each position ¢ where a; = 1
gives the contribution to the metric equal to
(1 —p)/n. Since pn is the number of these

Security Comm. Networks 00: 1-16 (2008)
DOI: 10.1002/sec



8 VERIFICATION FOR BINARY MEMORYLESS CHANNELS

Var = 0.102 /n

Var = 0.2507 /n

1
280, ‘ B
FAR( 25 FRR

FAR .

Op 1/ op

Fig. 3. Example of Gaussian approximations to the probability distributions of the metric for the pa- verification scheme.

positions, the metric is equal to p(1 — p) = o7.
Similarly, if = 1, then the attacker presents the
all-one vector, and each position ¢ where a; = 0
gives the contribution to the metric equal to p/n.
Since (1 — p)n is the number of these positions,
the metric is also equal to o2. If ) € (0,1), then
the attacker randomizes over the vectors that can
be presented, and he receives the constant Jg as
the expected value of the metric.

. The variance of the metric in the Rej case is

maximized when n = 1/2.

If the threshold T), is greater than o7, then
the attacker, who presents either the all-zero
or the all-one vector, always passes through
the verification with the acceptance decision.
If T, < o7, then the attacker has to choose
n € (0,1), since he would always get the
rejection decision otherwise. At least when
the probability distribution of the metric is
Gaussian, the maximum deviation from the
expected value is attained when the attacker
maximizes the variance of the metric. As a
result we come to the claim that the p,-
verification scheme has a perfect algorithmic
secrecy in the Rej case, meaning the following
considerations. For any cryptographic scheme,
including our verification scheme, there is a

Copyright (© 2008 John Wiley & Sons, Ltd.
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blind attacker, who presents a vector generated
by flipping a fair coin with probabilities of
0’s and I’s equal to 1/2. It turns out that if
the attacker is informed about the weight of
the vector a and the verification algorithm,
then he cannot include this knowledge into the
attack and it does not change the fair coin
tossing strategy. Notice that the notion of the
perfect algorithmic secrecy differs from the
conventional notions of perfectness, which are
based on the measurement of the conditional
entropy of the input to the scheme given the
leaking information; in our case, the probability
distribution over the input vectors is not given
and we cannot use this criterion in each case.

. The expected value of the metric in the Acc case

is less than the expected values of the metric in
the Rej case.

. If p € {0,1}, then the variances of the metric

in all cases our considerations vanish with the
length as the function 1/n.

By the previous observation, one can assign
a threshold 7, between E and E,. As the
variances of the metric vanish with the
length n, by Chebyshev inequality, both the
false acceptance and the false rejection rates
also vanish. Moreover, by the known upper

Security Comm. Networks 00: 1-16 (2008)
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VERIFICATION FOR BINARY MEMORYLESS CHANNELS 9

bounds on the erf-function, the Gaussian
approximations for the probability distributions
of the metric lead to the statement that the false
acceptance and the false rejection rates vanish
exponentially fast when n increase and we
approach the performance of a data processing
scheme, which uses the repetition code. These
points will be presented in details in the
following sections.

5. The ratios of the expected value of the metric
and the square root of the variance are
proportional to op/n.

The false acceptance and the false rejection rates
are determined by the exponent of the square of
this ratio taken with the negative sign, as it will
be shown in the following sections. Hence, the
performance essentially depends on p and the
smallest probabilities of error are reached when

p=1/2.

3. The ML-verification scheme

We will analyze the metric

s 1K —In(1-&,), ifb = ay,
m(a,b)nZ{ —In&,,, if by # a

corresponding to the maximum likelihood decoding
for the Vg, ¢, channel. One can easily check that

m(a,b) = —(1—pa)ln(l —¢&) — paln(l — &)
+m*(a,b), (17)
where
1 n O, if ar = bt7
m*(a,b) = — Heo, if (ar, be) = (0,1),
"= ey, if (at, bt) = (1,0),
(18)
and ¢ ¢
Heo =In — S, pe, =In 5 L9

The first two terms in the expression at the right-hand

side of (17) do not depend on b, and the comparison

of the metric m(a,b) with some threshold T* is

equivalent to the comparison of the metric m*(a, b)

with the threshold

T, =T+ (1 —pa)In(l — &) + paln(l — &),

(20)

i.e., the acceptance set is defined as

D: = {b € {0,1}" : m*(a,b) < T., } 21)

Copyright © 2008 John Wiley & Sons, Ltd.
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Therefore the general assignment of the metric by (6)—
(8) includes “the maximum likelihood assignment” of
the acceptance sets as a special case when (mg, m1) =
(10, p41) and only the value of the threshold depends
on p, (notice that if £y = &, then the value of the
threshold does not depend on p,). The verification
scheme, where the metric between the vectors a and
b is specified by (18), will be referred to as the ML-
verification scheme.

We restrict ourselves to the formulas describing the
performance of the ML-verification scheme for binary
symmetric channels. The proof of the statement below
is similar to the proof of Proposition 1.

Proposition 2. Let E*,E} and Var®, Var, denote
the expected values and the variances of the metric
m*(a,b) computed according to the probability
distributions (11), (12), respectively. If §&g = &1 =&,
then

2
(B Var') = (e, o222, 22)

2
% * H
(En,Varn) = ((p*n)ug7 U%f). (23)

Like for the p,-verification scheme, the variances
Var and Var® vanish when n increases. However, this
property holds for all p € [0, 1]. The expected value
of the metric in the Rej case depends on 7). Moreover,
if pxn < &, then it is less than the expected value of
the metric in the Acc case. If 7 increases and stays
less than 1/2, then p * 7 also increases, i.e., “the Rej
case becomes farther from the Acc case”. However,
the variance of the metric also increases, and the
increase of 7 can result in a smaller false acceptance
rate. This effect is discussed in the next section where
we conclude that there is an optimum value of 7
meaning the maximization of the false acceptance rate
for a given p. Therefore, the ML-verification scheme
does not have the perfect algorithmic property. Notice
also that the ratio of the expected value of the metric
and the square root of the variance does not depend
on fie. In other words, the scheme has the same
performance for any positive number substituted for
e In particular, substitution of the value 1 gives
an equivalent scheme where the decision is made on
the basis of the Hamming distance between the input
vectors to the verifier, and the formulas (22), (23)
become

(E*,Var*) = (5, ag%) (24)

(p*n, 0’72]%). (25)

Security Comm. Networks 00: 1-16 (2008)
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If pxn <&, then the definition of the acceptance
sets by (21) has to be changed in such a way that the
acceptance decision is made when m*(a, b) is greater
than the threshold T}, . Otherwise, we really obtain the
false acceptance rate equal to 1, and one can complain
that the scheme should not be called “the ML-scheme”
(this situation corresponds to the algorithm when the
verifier has to make the acceptance decision when the
Hamming distance between the input vectors is large
enough). We do not consider this case in the following
discussion.

4. Analysis of the verification schemes

4.1. Exact formulas for the false rejection and
the false acceptance rates for the p,-verification
scheme

Let the vector a be fixed in such a way that p, = p and
let p=1/¢, where ¢ > 1 is an integer. We will also
assume that n /¢ is an integer and omit the subscript a
for formal brevity.
If kg, k1 are determined by (2), (3) for a given vector
b, then
nfm(a,b) =k,

where

is an integer. Since kg < n(1 —1/¢) and k; < n/¢,
the maximum value of & is equal to

Fmax = n(1 — 1/0) + (€ — 1)n/f = w
By (9), (13),
FRR
kEmax n/¢
. 01
-y ¥ Bmga(k—(ﬁ—l)lﬁ’%)
k=T k1=0
. n
Bin, (k1| 7).
FAR(7)
T—1 n/t
- Binn(kz— (= 1)k ‘ #)
k=0 k1=0

Biny y (1 | %)

The sums above can be easily computed. Some
numerical results for (n,p) = (129,1/3) and three
channels, Vio, Vee, Veijo, where £ =1/4, are
presented in Table 1. If T <n({—1)/¢=129-

Copyright (© 2008 John Wiley & Sons, Ltd.
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Table I. Some values of the false rejection and the false acceptance
rates attained by the pa-verification scheme when n = 129 and
pa =1/3.

(€0, €1) = (1/4,0)

(
T | FRR | FAR(1/2) | FAR(1/3) | FAR(0)

47 [31-1079[25-1077 [ 14-1077 0
441 17-1077 | 3.3-1078 | 1.8-10°8 0
41 | 46-107% | 8.6-107° | 4.9-107Y 0
38 183-107% | 6.4-107% | 3.7-107° 0
3511.0-107% | 6.2-107% | 3.6-107* 0

(€0, 61) = (1/4,1/4)

T | FRR | FAR(1/2) | FAR(1/3) | FAR(0)

76 [ 5.7-1079[96-1072 | 84-102 0
70 | 1.5-107% | 2.0-102 | 1.5-1072 0
64 | 24-1073 | 24-1073 | 1.7-1073 0
58 121-1072 | 1.7-107* | 1.0-10~* 0
52 111-107' | 6.3-1076 | 3.6-10°F 0

(€0, 61) = (1/4,1/2)

T | FRR | FAR(1/2) | FAR(1/3) | FAR(0)

88 [14-1073 | 5.7-107 | 5.7-10° 1 1
82]14-1072|29-107' | 2.7-107! 0
76 | 7.7-1072 | 9.6-1072 | 8.4-1072 0
70 | 2.6-1071 | 2.0-1072 | 1.6-1072 0
64 | 55-1071 | 24-1073 | 1.7-1073 0

2/3 = 86, then the false acceptance rate is maximized
when 1 = 1/2. In this case, the presentation of the all-
zero vector, corresponding to 1 = 0, gives the false
acceptance rate equal to 0. Otherwise, if 7' > 86, then
1 = 0 results in the false acceptance rate equal to 1.
We also present data for = p = 1/3 to illustrate the
point that it is not the optimum assignment. One can
conclude that the p,-verification scheme has a good
performance even when the channel is very noisy.

Let us illustrate the difference between the p,-
and the ML-verification schemes using the notation
of this section. Let Ky and K denote the random
variables defined as the number of ones in the prefix
of length n(¢ — 1) /¢ and in the suffix of length n/¢ of
a randomly chosen vector of length n. Then

Met* = KO —+ Kl

is the random variable defined as the Hamming
distance between the vector a consisting of n(¢ — 1) /¢
zeroes followed by n/¢ ones. Furthermore, denote

Met = Ko + (£ — 1)K;. (26)

The values of the random variable Met* are used
in the ML-verification scheme and the values of the

Security Comm. Networks 00: 1-16 (2008)
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random variable Met are used in the p,-verification
scheme. One can easily see that the expected values
of the metrics and the variances are given by (15),
(16) and (24), (25) when 02 = (£ —1)/¢? up to the
normalization factors n/ for the expected values and
n2¢? for the variances. One can also obtain these
quantities directly. In particular,

n(f—1 n
e me) = "y Ty
_ n(l—1)
= =
. . n(l—1) n
E,[Met"] = 7+t 0=
n
and
Var,[Met] = 71(5771)0727 + %(é - 1)%0;
= J%n(ﬂ - 1),
Var; [Met"] = n(@z— 1)0127 + % 727
— o

The idea of introducing the metric by (26) can be
viewed as the restriction of the attacker’s possibilities.
In this case, the expected value of the metric does
not depend on 7, and the attacker can only change
the variance of the metric by choosing a certain 7.
Moreover, the variance is maximized when 7 = 1/2,
leading to the fair coin tossing strategy and making the
attacker more predictable. The influence of 7 on the
performance of the ML-verification scheme, is very
high. We will demonstrate this point via comparison of
the performances of the schemes for binary symmetric
channels and conclude that the best choice of 7
gives the false acceptance rate for the ML-verification
scheme always greater than the false acceptance rate
for the p,-verification scheme.

Considerations of this section are oriented to the
scaling of the metric in such a way that the result is an
integer, which simplifies the calculations. If the vector
a has weight w and (n — w)/w is an integer, then the
more general form of (26) is

Met = Ky + UKI.
w

If (n — w)/w is not an integer, then we can always
find a ¢ < w such that

n—w

Met:c(KO—f— Kl)

Copyright © 2008 John Wiley & Sons, Ltd.
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is the integer. In particular, this is true for ¢ = w, but
the metric takes ~ n? values in this case, which can
cause some computational difficulties. Nevertheless,
calculations with Gaussian approximations of the
probability distributions of the metric do not cause any
difficulties and lead to short analytic formulas for the
false rejection and the false acceptance rates, and the
accuracy is high enough even when n is small enough.
These points are considered in the next subsection.

We also include the following observation, which
exposes the ideas of the approach. If w is small, then
an attacker can easier guess the positions where the
vector a contains zeroes than the positions where
it contains ones. The number of disagreements at
positions where the vector a contains ones is taken to
the metric with the coefficient, which is greater than
1, to make the possibilities of the attacker, who wants
to minimize the metric, more uniform. Moreover, an
assignment of the coefficient by the ratio (n — w)/w
makes them exactly uniform.

4.2. Gaussian approximations

The Gaussian probability density function with the
mean 7z and the variance o2 will be denoted by

2
exp{_u},

Gaus 4|7z, 0?) = -

1
oV 2T

‘We will also use the erf-function

erf(x) = %/0 e dz.

The fact that the binomial probability distribution
converges to the Gaussian probability density function
when the length of observations increases is well—
known (see, for example [5]). This fact is widely used
in information theory to analyze the asymptotics of
decoding schemes that use the ML decision rules [6].
In our case, we write

Pr{m(a,B")=pu} — Gaus(ulE, Var),
Pr{m(a,B") =p|n} — Gaus(u|E,, Var,),

where the distributions at the left-hand sides are
defined in (11), (12). We do not discuss the accuracy of
the approximations in details because of the following
reasons: for fixed parameters, the false rejection and
the false accepted rates can be computed exactly, as
it was demonstrated earlier; some numerical results
on these rates will be given and one can compare the
exact values and their approximations; the Gaussian

Security Comm. Networks 00: 1-16 (2008)
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Table II. Some values of the false rejection and the false acceptance rates and their Gaussian approximations attained by the pa-verification

scheme when n = 129 and pa = 1/3.

(0,61) = (1/4,0)
T FRR FRR FAR(1/2) FAR(1/2) | FAR(1/3) FAR(1/3)
47131-1079 11-100]25-1007 6.0-10°7 | 1.4-10°7 1.3-10°7
41 | 46-10% 6.0-107% | 86-10° 1.1-107° | 4.9-107° 14-107°
35110-107% 39-107* | 62-107° 1.1-107'9 | 36-107° 82-1012
(§0,61) = (1/4,1/4)
T FRR FRR FAR(1/2) FAR(1/2) | FAR(1/3) FAR(1/3)
76 [ 5.7-107% 1.0-10% [ 9.6-1072 1.1-10°! [ 84-10"2 9.3-10°2
641 24-1073% 13-107% | 24-107% 3.1-107% | 1.7-1073 1.8.1073
52|11-107' 9.8-1072 | 6.3-100¢ 1.2-107° | 36-10% 3.6-10°6
(50,51) = (1/4, 1/2)
T FRR FRR FAR(1/2) FAR(1/2) | FAR(1/3) FAR(1/3)
88| 14-103% 1.1-107% |57-100Y 6.0-10~' | 5.7-107%' 6.0-1071
76 | 7.7-1072 6.7-1072 | 96-10"2 1.1-107' | 84-10"2 9.3.1072
64 | 55-1071 53-107! | 24-10% 3.1-107% | 1.7-1073 1.8.1073

approximations give simple analytic formulas, and we
can arrive at some conclusions that are important to
understand the behavior of the verification schemes.
If
T = Boyp

is the threshold included into the definition of the
acceptance set for the vector a with p, = p (see (5)),
then the Gaussian approximations of the false rejection
and the false acceptance rates for the p,-verification
scheme are expressed as

“+oo
FRR = / Gaus(u|E, Var) du
Bop
11 (o +&1)op
- - Vn/2
2 2° (\/0 )02 n/2),
pag, 31
R Bop
FAR() = [ Guus(ule,, Var,) du

3+ g5, 2 VrR)

n

If B€((é +&i)op,0p), then the use of the well-
known estimates of the values of erf-function [7] gives
the convergence

— InFRR R (B = (& + &1)op)?

n 2(pog +(1—p)aZ)’
— InFAR() (B —0p)°
n 202

Copyright (© 2008 John Wiley & Sons, Ltd.
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as n — oo, and we conclude that both the false
rejection and the false acceptance rates tend to
0 exponentially fast when the observation length
increases.

The accuracy of the false rejection and the
false acceptance rates obtained using the Gaussian
approximations is high even when the channel is very
noisy and the length of observations is small enough,
as it is illustrated by the data in Table II.

Notice that if g = & = &, then

11 9
FRR = - — ierf(m\/nﬂ).

g¢

27

Let us restrict ourselves to the analysis of the ML-
verification scheme for £g = &1 = &. We write

Pr{m"(a,B")=u} — Gaus(u|E*, Var"),

Pr{m*(a,B") =pu[n} — Gaus(u|E;, Vary).

n’

If
T" = B pe

is the threshold included into the definition of the
acceptance set for the vector a (see (21) and notice
that the value of the threshold does not depend on p,
when &y = &1 = &, as it follows from (20)), then the
Gaussian approximations of the false rejection and the
false acceptance rates for the ML-verification scheme

Security Comm. Networks 00: 1-16 (2008)
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are expressed as

—+oo
FRR = / Gaus(u|E*, Var®) du
B*pe
I N
= - f(i,/ 2), 28
5 e vi). @
- B e
FAR (n) = / Gaus(u|Ej, Var, ) du

1 1 /B —pxy

5+ ierf(T\/n/Q)(Z%
4.3. Comparison of the performances of the p,-
and the ML-verification schemes for binary
symmetric channels

Suppose that £y = & = € and compare the perfor-
mances of the p,- and the ML-verification schemes by
choosing the value of parameter 3* in such a way that
the false rejection rates for the both schemes coincide.

Then
B —¢ _B-2%o0,
O¢ O¢
or
B*=B+&(1 - 20,), (30)

as it follows from (27), (28).

First of all, notice that the ML-verification scheme
is better protected against the blind attack: if n = 1/2,
then pxn = 1/2 and

. 101 B — o,
FAR(1/2) = §+§erf( 1/2’\/71/2),
- 11 B —1)2
FAR'(1/2) = 5+ ierf(T\/n/Q).
However,
£<1/2 = ((1-20,)<1/2—-0,
= B+&1—-20,)—1/2<B—0,
= B —1/2<B-0,
= FAR'(1/2) < FAR(1/2).

While the blind attack is the best strategy for the
pa-verification scheme, this is not true for the ML-
verification scheme, and the attacker can essentially
increase the false acceptance rate by choosing n = n*,
where .
— P x
n* = arg max w
n€l0,1] on
In particular, the numerical example given in Table
I for n =129 and p =1/3 shows that the false

Copyright © 2008 John Wiley & Sons, Ltd.
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acceptance rate is increased by 5 orders of magnitude.
However, this increase can be attained when the
attacker knows the value of p, because n* is the
function of p.

Notice that if 5* > p, then n* = 0 brings the false
acceptance rate equal to 1, i.e., FAR*(O) =1.

Without loss of generality, we can assume that p <
1/2 and continue the analysis for the case when

B+&(1—20,) <p. (€28)

Notice that the sum at the left-hand side is less than
pxnforallp € [0,1].

One can easily see that pxn = p+ (1 — 2p)n and
that n* is determined by the equation

O —p-—(1-2p
o n(1—mn)

)7" ~0.
n=n

Thus,

=21 =2p)*(1=n") = (6" —p— (1 =2p)n")(1 - 21")

or
T o

Furthermore,

* *\2
Bope ' - gy —p- )
o

_ (5* - Up)2 . (1 - 2010)/8*
N 1/4 1/4

Let us denote

(B —pxn)?  (B—0p)*

fﬁ(g) = 072]* 1/4
Then, by (30),
fﬁT(g) = (B+E(1—20y,) —0p)?
—(1=20,)(B +&(1 = 20y))
- (/6 - Up)27
which results in the expression
fs(&
i—20,) (1-20,)% = (1-28)¢ - B

Since f3(§) is a convex down function of &, the
maximum is attained when £ = 0 or £ = £*, where

g =
1— 20,

Security Comm. Networks 00: 1-16 (2008)
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is the maximum possible value of ¢ satisfying (31). We
write

f3(0) = =4(1 = 205)8 < 0

and
fs€) (=8 (@-0(01-28) e
4(1-20,)  1-20, 1 - 20,
. (=p+B)-8)
- 1-—20, -8 <0,
ie., f3(§) < 0and
(B* —pxn*)? - (8 —0p)?
o 1/4
Hence,
pxn* =B o, p
o 1/2
or
B*—pxn* _ B—op
O 1/2 7’

which implies
FAR"(1*) > FAR(1/2).

We conclude that for any binary symmetric channel,
the pa-verification scheme brings a better perfor-
mance than the ML-verification scheme if the value
of the threshold oy, is chosen in such a way that (31)
holds.

Examples of the functions Gaus(u|(p*
n)e,oppz/n) are given in Figure 4 to illustrate
the point that there is an optimum value of 7
maximizing the size of the region below the curve
when the argument is less than a fixed 3*.

5. Derivation of the p,-verification scheme
as a special case of the general construction
for arbitrary memoryless channels

One can consider our assignment of the metric for the
pa-verification scheme as a kind of a trick oriented to
binary channels. We will present our construction for
arbitrary discrete memoryless channels and derive the
metric for binary channels as a special case.

Suppose that the channel is specified by conditional
probabilities

(V(bla), b€ B,a e A),

where A and B are finite sets. To avoid technical
difficulties, we will assume that all conditional
probabilities are positive.

Copyright (© 2008 John Wiley & Sons, Ltd.
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- |

I

g*p 1/ e

Examples of tgle2 functions  Gaus(u | (p *
M)he; Oyhe /1)-

Fig. 4.

Given a vector a € A", introduce the empirical
probability distribution over the set A as

P, = (Psla),ac A),

where

1
P,(a) = —Hte {1,...,n}: at:a}‘
n
for all ¢ € A. Furthermore, let

Qa(b) = ZPa(a)V(bla)'

Let us assign a probability distribution
(®(b), b € B)

in such a way that

; Py(a)In V;IE?ILC)I) = Const, forallb € B.

Then

> Pa(a)InV(bla) — In ®(b) = Const

and
®(b) = exp{—Const} - eXp{ Z Pa(a)InV(b]a) }
The condition

doep)=1
v

Security Comm. Networks 00: 1-16 (2008)
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Table III. The false acceptance rates attained by the pa- and the ML-verification schemes when the false rejection rates for these schemes are

equal to each other when n = 129, po = 1/3,and § = 1/4.

I B* FRR FAR FAR*(n*) n* [ FAR*(1/2)
0.236 | 0250 | 5.0-10~T [ 43-107% | 1.2-107° 0.167 | 1.2-10~1©
0.271 | 0285 | 1.8-107t | 2.7-107% | 1.1-1073 0.112 | 1.6-1078
0.306 | 0.321 | 3.2-1072 [ 89-107° | 6.7-10"2 0.035 | 1.2-1076
0.342 | 0356 | 2.7-1073 | 1.6-1073 1 0 4.4.107°
0.377 | 0391 | 1.0-10* | 1.6- 1072 1 0 9.2.1074
0412 | 0427 | 1.8-107% | 9.0- 1072 1 0 1.0-1072
0448 | 0462 | 1.3-1078 | 3.0-10! 1 0 6.6-1072

implies where

exp{Const} = Z exp{ Z Pa(a)In V(b'|a)}.
b a

Hence ®(b) = ®,(b) for all b € B, where

_ ep{ ¥, Pa(@)lnV(ba))
Sy exp{ 3, Pa(@) I V(¥']a)}

Pa(b) (32)

A general construction of the verification
scheme. For each vector a specifying the empirical
probability distribution P, over the input alphabet, let
the component—wise metric be assigned as

V(bla)

Aa(a,b) = —1n Bab)

(33)

forall (a,b) € A x B. Define the metric as

A(a,b) = % > Aala,b).
t=1

Introduce a threshold A, and define the acceptance set

as
Da:{beB”: A(a,b)<A;}.

If A=B=1{0,1}, then Py = (1 — pa, pa) and

1 _€a7
£a7

ith = a,

V(bla) = { if b+ a.

Hence, if p, = p, then
(1—&)' ey

w0) = B
1-p
o (1—=&)°
(1) T,

Copyright © 2008 John Wiley & Sons, Ltd.
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Sp=(1—&)' PEL + &P (1 - &)P.

Notice that

= _(1 - p)ru’fo + Dltey, (34

where g, and pg, are defined in (19). Furthermore,
by (33),

M(0,0) = —1n fba_(g‘;

Aa(0,1) = - @f(()l)’

Xa(1,0) = _IH%EO)’

Aa(1,1) —In ;a(%,
and
Xa(0,1) = Xa(0,0) = —1In qj()n +1In ;a(g())’
Aa(1,0) = Aa(1,1) = —In @fé@) +1n 11;(%

Using (34), one can easily check that these equalities
imply

(Méo + pey )Pa,

)\a(lao) _/\3(171) (:ufo +:u51)(1 _pa)'

Similarly to (17), we write

A(a,b) —(1—=pa)In(l — &) — paln(l — &)
+ (Mﬁo + :u&)m(av b),

Security Comm. Networks 00: 1-16 (2008)
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where m(a, b) is defined in (14). The influence of the
constants that do not depend on the vector b can be
included into the threshold in such a way that

1
Heo T ey

. (A; + (1 —pa)In(l —&) + paln(l — 51)),

T,, =

a

and we derive the p,-verification scheme as a special
case of the construction of this section.

6. Conclusion

The performance of the verification algorithm that can
be attained by a certain assignment of the metric was
surprising to us. In the present correspondence, we
focus on the analysis of binary memoryless channels
when the substitution vectors are generated by a
stationary Bernoulli source. The further extensions are
planed for future papers.
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