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Wyner, in his well-known paper on the wiretap channel, studied the problem on how to transmit the
confidential messages to the legitimate receiver via a degraded broadcast channel, while keeping the
wiretapper as ignorant of the messages as possible. In this paper, the model of wiretap channel has been
reconsidered for the case that the main channel is controlled by channel state information (CSI), and
it is available at the transmitter in a noncausal manner (termed here noncausal channel state informa-
tion) or causal manner (termed here causal channel state information). Moreover, there is a noiseless
feedback from the legitimate receiver to the transmitter. Measuring the uncertainty of the wiretapper
by equivocation, the capacity-equivocation regions for both manners (causal and noncausal) are deter-
mined. Furthermore, the secrecy capacities are formulated, which provide the best transmission rate
with perfect secrecy. The results of this paper are further explained via binary and Gaussian examples,
and we find that the noiseless feedback helps to enhance the security of wiretap channel with noncausal

Keywords:

Wiretap channel

Channel state information
Capacity-equivocation region
Noiseless feedback

Secrecy capacity

or causal CSI at the transmitter.
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1. Introduction

The most important issues in communication are reliability and
security. The reliability quantifies the maximum rate achievable
with small probability of error. Security is an important issue when
the transmitted information is confidential and needs to be kept
as secret as possible from wiretapper. Communication of confiden-
tial messages has been studied in the literature for some classes
of channel models, and the wiretap channel is the most important
model of them.

The concept of the wiretap channel was first introduced by
Woyner [1]. It is a kind of degraded broadcast channels. The wire-
tapper knows the encoding scheme used at the transmitter and the
decoding scheme used at the legitimate receiver, see Fig. 1. The
object is to describe the rate of reliable communication from the
transmitter to the legitimate receiver, subject to a constraint of the
equivocation to the wiretapper. After the publication of Wyner’s
work, Csiszar and Korner [2] investigated a more general situation:
the broadcast channels with confidential messages. It is clear that
Wyner's wiretap channel is a special case of the model of Csiszar
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and Koérner, in a manner that the main channel is less noisy than
the wiretap channel. Furthermore, Leung-Yan-Cheong and Hell-
man studied the Gaussian wiretap channel (GWC) [3], and showed
that its secrecy capacity was the difference between the main chan-
nel capacity and the overall wiretap channel capacity (the cascade
of main channel and wiretap channel). In addition, Merhav [4] stud-
ied a variation of the wiretap channel, and obtained the capacity
region, where both the legitimate receiver and the wiretapper have
access to some leaked symbols from the source, but the channels for
the wiretapper are more noisy than the legitimate receiver, which
shares a secret key with the encoder.

In communication systems there is often a feedback link from
the receiver to the transmitter. For example, the two-way chan-
nels for telephone connections. It is well known that feedback does
not increase the capacity of discrete memoryless channel (DMC)
[18, pp. 216-218]. However, does the feedback increase the capac-
ity region of the wiretap channel? In order to solve this problem,
Ahlswede and Cai studied the general wiretap channel (the wire-
tap channel does not need to be degraded) with noiseless feedback
from the legitimate receiver to the transmitter [5] (see Fig. 2), and
both the upper and lower bounds of the secrecy capacity were
provided. Specifically, for the degraded case, they showed that
the secrecy capacity is larger than that of Wyner’s wiretap chan-
nel (without feedback). In the achievability proof, Ahlswede and
Cai [5] used the noiseless feedback as a secret key shared by the
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Fig. 1. Wiretap channel.
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Fig. 2. The general wiretap channel with noiseless feedback.

transmitter and the legitimate receiver, while the wiretapper had
no knowledge about the key except his own received symbols.
Based on the work of [5], Dai et al. [6] studied a special case of the
general wiretap channel with noiseless feedback, and found that
the noiseless feedback enhances the secrecy capacity of the non-
degraded wiretap channel. Besides Ahlswede and Cai’s work, the
wiretap channel with noisy feedback was studied in [7], and the
wiretap channel with secure rate-limited feedback was studied in
[8], and both of them focused on bounds of the secrecy capacity.

The coding for channels with causal (past and current) channel
state information at the encoder was first investigated by Shannon
[9] in 1958. After that, in order to solve the problem of coding for
a computer memory with defective cells, Kuznetsov and Tsybakov
[10] considered a channel in the presence of noncausal channel
state information at the transmitter. They provided some coding
techniques without determination of the capacity. The capacity
was found in 1980 by Gel'fand and Pinsker [11]. Furthermore,
Max H.M. Costa [12] investigated a power constrained additive
noise channel, where part of the noise is known at the transmit-
ter as side information. This channel is also called dirty paper
channel. In order to introduce channel state information to the
broadcast channels, Steinberg investigated the degraded broadcast
channel with channel state information [13], where both causal
and noncausal channel state information were considered in his
paper. Specifically, inner and outer bounds on capacity region were
provided for the degraded broadcast channel with noncausal chan-
nel state information [13], meanwhile, the capacity region of the
degraded broadcast channel with causal channel state information
was totally determined [13].

Inspired by the works of [12] and [1], Mitrpant et al. [ 14] studied
transmission of confidential messages in the channels with channel
state information (CSI). In [14], an inner bound on the capacity-
equivocationregion was provided for the Gaussian wiretap channel
with CSI. Furthermore, Chen et al. [15] investigated the discrete
memoryless wiretap channel with noncausal CSI (see Fig. 3), and
also provided an inner bound on the capacity-equivocation region.
Note that the coding scheme of [15] is a combination of those in
[11,1]. Based on the work of [15], Dai [ 16] provided an outer bound
on the wiretap channel with noncausal CSI, and determined the
capacity-equivocation region for the model of wiretap channel with
memoryless CSI, where the memoryless means that at the i-th time,
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Fig. 3. Wiretap channel with noncausal channel state information.
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Fig. 4. Wiretap channel with channel state information and noiseless feedback.

the output of the channel encoder depends only on the i-th time
CSL

In this paper, we study the model of wiretap channel with chan-
nel state information and noiseless feedback, see Fig. 4. It is derived
from the model of Fig. 2 and the model of Fig. 3. The motivation
of this work is to investigate how the feedback works in the mode
of the wiretap channel with channel state information, and whether
the achievable region of [15] can be enhanced by using the noiseless
feedback.

In the new model of Fig. 4, the conditional transition proba-
bility distribution of the main channel depends on a channel state
information sequence VN, which is available at the encoder in a non-
causal or causal manner. In addition, there is a noiseless feedback
from the output of the main channel to the transmitter. The wire-
tapper can get a degraded version of the symbols YN via a wiretap
channel.

The capacity-equivocation region is determined for this new
model in both causal and noncausal manners. Furthermore, the
secrecy capacity is formulated, which provides the best transmis-
sion rate with perfect secrecy.

The organization of this paper is as follows. In Section2, we
present the basic definitions and the main results on the capacity-
equivocation regions. Section 3 is for examples about the model of
Fig. 4. Final conclusions are presented in Section 4.

2. Notations, definitions and the main results

In this paper, random variables, sample values and alphabets
are denoted by capital letters, lower case letters and calligraphic
letters, respectively. A similar convention is applied to the random
vectors and their sample values. For example, UN denotes a random
N-vector (Uy, ..., Uy),and uN =(uy, ..., uy) is a specific vector value
in N that is the Nth Cartesian product of /. UIN denotes a random
N —i+1-vector (Uj, ..., Uy), and ui.\’ = (u;, ..., uy) is a specific vector
value in Z,{f’. Let py(v) denote the probability mass function Pr{V =
v}. Throughout the paper, the logarithmic function is to the base 2.

In this section, the model of Fig. 4 is considered into two parts.
The model of Fig. 4 with noncausal CSI is described in Section 2.1,
and the model of Fig. 4 with causal CSI is described in Section 2.2,
see the followings.

2.1. The model of Fig. 4 with noncausal channel state information

In this subsection, a description of the model of Fig. 4 with
noncausal CSI is given by Definition 1 to Definition 4. The capacity-
equivocation region R™, which is composed of all achievable (R,
Re) pairs in the model ofFlg. 4 with noncausal CSI, are characterized
in Theorem 1. The achievable (R, R,) pair is defined in Definition 5.

Definition 1. (Channel encoder for the noncausal manner)
The message W is uniformly distributed over W. The channel
state information VV is the output of a discrete memoryless source
Py(-), and it is available at the channel encoder in a noncausal man-
ner. VN is independent of W. The feedback Y~! (where 2 <i <N and
Yi-1 takes values in )'~') is the previous i— 1 time output of the
main channel. At the i-th time, the inputs of the channel encoder
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are W, Yi-! and VN, while the output is X;, i.e., the encoder is a
(stochastic) mapping

fiiwx YW o (2.1)

where fi(w,y=1, 1N)=x; e X, w e W,y € YT and vN e W,
The transmission rate of the message W is log,l,ﬂ.

Definition 2. (Main channel) The main channel is a DMC with
finite input alphabet X x V), finite output alphabet ), and transition
probability Qu(y|x, v), where x € X,veV,y e Y. QuyNxN,vN) =
le\;’:] Qm(YnlXn, vn). The inputs of the main channel are XN and WV,
while the output is YN.

Definition 3. (Wiretap channel) The wiretap channel is also a
DMCwith finite input alphabet ), finite output alphabet Z, and tran-
sition probability Quw(z|y), wherey € Y, z € Z. The input and output
of the wiretap channel are YN and ZV, respectively. The equivocation
to the wiretapper is defined as

1
A= NH(W|ZN). (2.2)

The cascade of the main channel and the wiretap channel is
another DMC with transition probability

Quw (2%, v) = > _Qw(zy)Qu(YIx, v). (2.3)

yey

Definition 4. (Decoder)
_ Thedecoder isamapping fp : W - w,withinput YN and output
W = fp(YN). Let P, be the error probability, defined as Pr{W + W}.

Definition 5. (Achievable (R, R.) pair in the model of Fig. 4
with noncausal channel state information) A pair (R, Re) (Where
R, R.>0) is called achievable if, for any €>0, there exists an
encoder-decoder (N, A, Pe) such that

lim

N—oo

108 VI _ ¢ i A = R, P, < €. (2.4)
N N—oo

Theorem 1 gives a single-letter characterization of the capacity-
equivocation region R(™, which is composed of all achievable (R,
Re) pairs in the model of Fig. 4 with noncausal channel state infor-
mation, and it is proved in Appendix A and B.

Theorem 1. A single-letter characterization of the region R(™ is as
follows,

RM™ = {(R,Re): 0 <Re <R,

0<R<IK;Y)-IK;V),
Re < H(Y|Z)},

for some distribution
Pyyxyz(k, v, X,y, )
= Pziy(z|y)Pyxv (Y1, V)Px kv (XK, v)Pgy(k, v),

which implies the Markov chain K— (X, V) — Y — Z. Here note that the
random variable K is an auxiliary random variable which is used to
characterize the capacity-equivocation region of the wiretap channel
with noncausal CSI and noiseless feedback.

Remark1. Thereare some notes on Theorem 1, see the followings.
¢ The range of the random variable K satisfies

I < 11+ 1.

The proof is standard and easily obtained by using the support
lemma (see [17, p. 310]), and thus, we omit the proof here.
e The capacity of the main channel CI(\;,” is denoted byu

W= max
prvxy (k,v,x,y)

I(K;Y) - I(K; V), (2.5)

which is coincident with the capacity of the channel with non-
causal CSI at the transmitter [11].
¢ The points in R™ for which R=R, are of considerable interest.

Definition 6. (The secrecy capacity Cé"f )) The secrecy capacity
Cﬁ"n of the model of Fig. 4 with noncausal channel state informa-
tion, is denoted by

"~ max R (2.6)

(R,Re=R)eR(M

)

Furthermore, the secrecy capacity C§”f satisfies

™) = max min{I(K; Y) - I(K; V),
H(Y|Z)}.

(2.7)

The formulain (2.7) is derived as follows. Substituting R, =R into
the region R(" in Theorem 1, we have

R<I(K;Y)-I(K;V), (2.8)
R < H(Y|Z),. (2.9)
By using (2.6), (2.8) and (2.9), the formula (2.7) is achieved, thus

the proof is completed.

¢ An achievable rate-equivocation region of the wiretap channel
without feedback, but with noncausal CSI [15], is given by

Ry ={(R,Re):0<Re <R,

0<R<IK;Y)-IK;V),
Re <I(K;Y) - I(K; Z)},

(2.10)

where K— (X, V)—» Y— Z
Note that

I(K;Y)—I(K; Z)
— H(K) — H(K|Y) — H(K) + H(K|Z)

DH(K|Z) - H(K|Y, Z)
=I(K;Y|Z) < H(Y|2),

where (a) is from K— Y— Z. Therefore, the achievable rate-
equivocation region in [15] is enhanced by using the noiseless
feedback.

2.2. The model of Fig. 4 with causal channel state information

The model of Fig. 4 with causal CSI is similar to the model with
noncausal CSI in Section 2.1, except that the VN in Definition 1 is
known to the encoder in a causal manner, i.e., at the i-th time
(1 <i<N), the output of the channel encoder is x; = fi(w, y'~1, i),
where v = (11, v, ..., 1;). Note that V; is independent of W, Yi~! and
VN, and VY is independent of W, Y' and Z'.

Theorem 2 gives a single-letter characterization of the capacity-
equivocation region R(), which is composed of all achievable (R, R;)
pairs in the model of Fig. 4 with causal channel state information,
and it is proved in Appendix C and Appendix D.
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Theorem 2. A single-letter characterization of the region R'¢) is as
follows,

RO ={(R,Re): 0 <R <I(K;Y),
0 <Re <R,
Re < H(Y|Z)},
for some distribution
Pvxvz(k, v, x, Yy, z)
= Pzy(z|y)Pyxv(¥IX, V)Px kv (X|k, v)Pi(k)Py(v),

which implies the Markov chain K— (X, V)— Y— Z and the fact
that V is independent of K. Here note that the random variable K
is an auxiliary random variable which is used to characterize the
capacity-equivocation region of the wiretap channel with causal CSI
and noiseless feedback.

Remark2. There are some notes on Theorem 2, see the followings.
¢ The range of the auxiliary random variable K satisfies
1K1 < 1x1mI.

The proof is standard and easily obtained by using the support
lemma (see [17, p. 310]), and thus, we omit the proof here.
¢ The capacity of the main channel C )is defined as follows.

9~ max
pivxy (k,v,x,y)

I(K; Y). (2.11)

¢ The points in R for which R =R, are of considerable interest.

Definition 7. (The secrecy capacity C(Cf )) The secrecy capacity

!9 of the model of Fig. 4, is denoted by
9~  max R (2.12)
(R,Re=R)eR(®)
Furthermore, the secrecy capacity Cs(cf ) satisfies
D= max  min{I(K;Y), H(Y|Z)}. (2.13)

prvxyz(k,v,X,y,2)

[Proof of (2.13)] Substituting R=R. into the region R() in
Theorem 2, we have

R<IK;Y), (2.14)
R < H(Y|Z). (2.15)
By using (2.12), (2.14) and (2.15), the formula (2.13) is achieved,
thus the proof is completed.
¢ An achievable rate-equivocation region of the wiretap channel
without feedback, but with causal CSI [16], is given by
Ri ={(R,Re):0<Re <R,
0 <R<I(K;Y), (2.16)
Re <I(K;Y) - I(K; Z)},
where K— (X, V)—» Y— Z
Note that

I(K;Y)—I(K; Z)

— H(K) — H(K|Y) — H(K) + H(K|Z)
DH(K|Z) - H(K|Y, Z)

=I(K;Y|Z) < H(Y|Z),

where (a) is from K— Y— Z. Therefore, the achievable rate-
equivocation region in [16] is enhanced by using the noiseless
feedback.

3. Examples
3.1. Gaussian case of Fig. 4 with noncausal CSI at the transmitter

For the Gaussian case of Fig. 4 with noncausal CSI at the trans-
mitter, the i-th time (1 <i < N) channel inputs and outputs are given
by

Yi=Xi+Vi+Zy (3.1)
Zi=Xi+Vi+Zy i+ 20, '

where Z; ;~MO0, Ny), Z, ;i~MQO, Nz) and V;~MO, Q). Here note that
Z;iisindependent of Z,;, and NZ E XZ) < P.Similar to [12] and
[15], substituting U=X+aV (0<a < 1) X~J\/(O, P) and V~MO, Q)
into Theorem 1, and using the fact that X is independent of V, we
have the following Theorem 3 for the Gaussian case.

Theorem 3. For the Gaussian case of Fig. 4 with noncausal CSI at the
transmitter, the secrecy capacity ngf is given by

o (P + Nq)(P + 2Q)
C¢ = max min{= log ——~— ~*
S O<a<1 { gazQ(P+N1)+N1P
1, P+a?Q 1, 2mwe(P+Nj)N,
7§log P ilog P+N;+N,

(@)

2 P
@ min{= 7T€( +N1)N2

P
1 1 —l
og(l+ §) 5o 5y,

b

where (a) is from the fact that the maximum of ngf is achieved when
a=0.

Recall that the maximum achievable secrecy rate of the Gauss-
ian wiretap channel with noncausal CSI at the transmitter [15] is
characterized by the following Theorem 4.

Theorem 4. For the Gaussian non-feedback model of Fig. 4, an
achievable secrecy rate C¥ is denoted by

i (P+Nq)(P +0a2Q)
C¥ = max m lo
S = ooy lrl{2 & 42Q(P + N1) T N;P
1, PHa’Q 1, (P+N)(P+a%Q)
27 P 2 %430+ N+ NP
_1og (P+N:1+No)(P+0a?Q)
27 o2QP + (N + N2 )(P + a2Q)
®» . 1. (P+Nq)
_mm{ilogT,
1 (P+Ny) 1 (P+ Ny +Ny)
=lo —=lo s
2% TN T2 %% TN Ny )
where (b) is from the fact that both § log {E+M1 (P+o?Q) _ 1 Ilog P*“ZQ

o2Q(P+N1)+N1P

and 1 log (P+N;)(P+a2Q) _%10 (P+N1+N2)(P+a Q)

a?Q(P+N; )N P & 2PN+ NP +a2Q)
while « is decreasing, and thus the maximum of C¢' is achieved when
a=0. Here note that Theorem 4 is directly obtained from [15], and
therefore, the proof is omitted here.

are mcreasmg

Fig. 5 plots ngf(ot) and ngi(a) for Ni=3,N;=1 and several values
of P and Q. It is easy to see that C§'(«) is enhanced by using the

noiseless feedback. Moreover, we can see that both C¥' and ngf are
increasing while « is decreasing.
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Fig. 5. The relations a—ngf and a-ngi for N; =3, N, =1, and several values of P and Q.

Fig. 6 plots the relationships P — ngf and P — C‘Sgi for several val-
ues of Ny, N, and Q. It is easy to see that ngi is enhanced by using
the noiseless feedback. Moreover, as we can see, when the power
P tends to infinity, the secrecy rates ngi and ngf tend to be the
constants. Here note that from Theorem 3 and Theorem 4, we can
see that C¥ = 1log NlN—*lNZ and c¥ = 1log(27eN,) while P tends to
infinity.

3.2. Binary case of Fig. 4 with noncausal or causal CSI at the
transmitter

In this subsection, we calculate the secrecy capacity of a binary
case of Fig. 4 with noncausal or causal CSI at the transmitter. Sup-
pose that the random variable Vis uniformly distributed over {0, 1},
i.e. py(0) = py(1) = 1. Meanwhile, the random variables X, Y and
Z take values in {0, 1}, and the wiretap channel is a BSC (binary
symmetric channel) with crossover probability q. The transition
probability of the main channel is defined as follows:

Whenv =0,
1-p, if y=x,
pyx,vy(yix,v=0)= { P Y . (3.2)
D, otherwise.
Whenv =1,
, if y=x,
pyxvyx,v=1)= b Y ) (3.3)
1—-p, otherwise.

From Remark 1, we see that the secrecy capacity for the model

of Fig. 4 with noncausal CSI at the transmitter is given by
") — max min{I(K; Y) — I(K; V), H(Y|Z)}, (3.4)

and the maximum achievable secrecy rate Cﬁ"i) of the wiretap chan-

nel with noncausal CSI [15] is given by
¢ max min{I(K;Y) — I(K; V),

(K3 Y) - I(K;Z)},

(3.5)

55 T T T T T

—&— Q=0.1N,=1N,=3,c'

51— —5—Q=0.1N,=1,N,=3,c8 1|
—&—Q=05,N,=3,N,=4,C'

451 -
—— Q=0.5,N,=3,N,=4,C¥

4 Q=1,N,=0.5,N,=6,C%" ||
Q=1,N,=0.5,N,=6,C¥

351 —

60 80 100 120
P

Fig. 6. The relationships P — Cff and P — Cfi for several values of Ny, N, and Q.
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where (3.5) is from (2.10).
From Remark 2, we know that the secrecy capacity for the model
of Fig. 4 with causal CSI at the transmitter is given by

!9 = max min{I(K; Y), H(Y|Z)}, (3.6)

and the maximum achievable secrecy rate Céd) of the wiretap chan-
nel with causal CSI [16] is given by

D = max(I(K; Y) - I(K; 2)), (3.7)

where (3.7) is from (2.16).

The remainder of this subsection is to calculate ", c{™ ¢
and C{, see the followings.

The calculation of Cs(cf) and Cs(d): For the causal case, the auxil-
iary random K is independent of V. Since Pzy(z|y), Py\x,v(yIx, v) and
Py(v) are fixed, from Theorem 2, we see that the joint probabil-
ity Pgvxyz(k, v, X, y, z) depends only on the conditional probability
Px kv and the probability Pg(k), which implies that the characters
I(K;Y), H(Y|Z) and I(K; Y) — I(K ; Z) are functions of Py and Pk(k).
Let K take values in {0, 1}. The probability of Kis defined as px(0) =«
and pg(1)=1 -, where 0 <« < 1. Define the conditional probabil-
ity mass function pyk,v(x|k, v) as follows.

pxik,v(010,0) = B1, pxik,v(1]0,0) =1 — By,
pxik,v(010, 1) = B2, pxik,v(110, 1) = 1 - B,
pxik,v(011,0) = B3, pxik,v(1[1,0) =1 — B3, (3.8)
pxi,v(011, 1) = Ba, pxik,v(111,1) = 1 - B,

where 0 < ,31, ,32, ,33, ,34 < 1.
The joint probability mass functions pky is calculated by

pry(k,y) = Zplwxv(k,y, X, )

X,V

= ZPHXV(J’\X, v)pxk,v(XIk, v) (3.9)

X,V

pr(k)py(v).

Then, we have

Piv(0,0) = 511 = (B — B2)(1 - 2p)] (310)
Pir(0,1) = S[1+(B1 — B2)(1 - 2p)] (311)
Piv(1,0) = S[1 - (B3 - Ba)(1 - 2p)]. (3.12)
Pir(1,1) = S[1+ (B3 — Ba)1 - 2p)] (313)
By calculating, we have

¥ = min{1 - h(p), h(q)}, (3.14)
and

&% = h(p+q - 2pg) - h(p), (3.15)

where h(x)=—xlogx—(1—-x)log(1—-x)and0<x<1.

The calculation ongnf) and ani): For the noncausal case, the aux-
iliary random K is not independent of V in general. Since Pzy(z|y),
Pyx,v(yIx, v) and Py(v) are fixed, from Theorem 1, we see that the
joint probability Pxyxyz(k, v, X, y, z) depends only on the conditional
probabilities Py kv and Py (k|v), which implies that the characters
I(K;Y)-I(K; V), HY|Z) and I(K;Y)—I(K;Z) are functions of Pxjy
and Py (k|v). The conditional probability Pky(k|v) is defined as
prv(010) =, piv(110) =1 — aq, pv(011) =z and pg(111) =1 — a2,
where 0 < 1, oy < 1. Define the conditional probability mass func-
tion pxk,v(x|k, v) as (3.8).

Observing that
™) — max min{I(K; Y) — I(K; V), H(Y|Z)}, (3.16)
<maxmin{{(K;Y), H(Y|2)},
and
™ = max min{I(K; Y) - I(K; V),
I(K;Y)-I(K;Z)}, (3.17)

<maxmin{{(K;Y), [(K;Y)-I(K;Z)},
=maxI(K;Y)-I(K;Z),

it is easy to see that C{) < c{¥) and c{™ < (). Here note that the
equalities of (3.16) and (3.17) hold if I(K; V) = 0, which implies that
K is independent of V. Hence, for the noncausal case, we can see
that {7 and ("™ are maximized if K is independent of V. From
the definition of the probability Pky(k|v), it is easy to see that K is
independent of Vif oy =a». Hence, we can say that ¢\ and ¢{™ are
maximized if o1 = ;. Furthermore, letting 1 = o3 =, the charac-
ters I(K; Y)—I(K; V) (here a1 =y =« implies that I(K ; V) =0), H(Y|Z)
and I(K; Y) - I(K ; Z) of C' and ¢{"™ depend only on Py and Pg(k),
and the probabilities Py and Pg(k) for the noncausal case are
defined the same as those for the causal case. Thus, along the lines of
the calculation of the characters I(K; Y), H(Y|Z) and I(K; Y) - I(K ; Z)
in {7 and !, we can conclude that

c{") = {9 = min{1 - h(p), h(q)}, (3.18)
and
"™ = = h(p +q - 2pq) - h(p). (3.19)

The following Figs. 7-9 show ¢, ™ (%) and (%) for sev-
eral values of q. Here note that the noise of the wiretap channel is
increasing while q is increasing. It is easy to see that when g<0.5,
™) and {7 are always greater than C™ and C{%, respectively.
When g =0.5 (which implies that the wiretap channel is completely
noisy), C") = ™ = {9 = () = 1 — h(p), i.e., the security of the
wiretap channel with noncausal or causal CSI at the transmitter
cannot be enhanced by using the noiseless feedback. This is due to
the fact that when g=0.5, the wiretapper has no knowledge about
the messages, and thus there is no need to do anything else to
enhance the security. Moreover, we can see that the gap between
) (or 9y and ™ (or ¢!y is decreasing while g is increasing.

4. Conclusion

In this paper, we study the wiretap channel with CSI and noise-
less feedback. The capacity-equivocation regions for both manners
(causal and noncausal) are determined. Furthermore, the secrecy
capacities are formulated, which provide the best transmission rate
with perfect secrecy. The results are further explained via binary
and Gaussian examples, and we find that the noiseless feedback
helps to enhance the security of the wiretap channel with noncausal
or causal CSI at the transmitter.
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lim — log (W =R =1I(K;Y)-I(K;V) -1, (A1)
N—>ooN
. . . . n o
In this section, we will show that any pair (R,Re) e R" is wherey; is fixed positive real numbers. Let W = {1, 2, ..., 2Nk},

achievable. Gel'fand-Pinsker’s binning, block Markov coding and
Ahlswede-Cai's secret key on feedback [5] are used in the construc-
tion of the code-book.

Now the remainder of this section is organized as follows. The
code construction is in Section A.1. The proof of achievability is
given in Section A.2.

A.1. Code construction

Given a pair (R, Re), choose a joint probability mass function
prv.xy.z(k,v,x,y,z) such that 0<R. <R, R=<I(K;Y)-I(K;V) and
Re <H(Y|Z).

We use the block Markov coding method. The random vectors
K", Vi, X", Y" and Z" consist of n blocks of length N. For example,
K = (kD KD, k) Rk kR, LK),
For simplicity, denote (k({), k(z'), e kg’,)) (1<i<n) by K;, and thus
K" =(Ki,....Kn). Let KI be (Ki,...,Ki_1,Ki 1, ..., Kn). Similar
convention is applied to V", X", Y" and Z". The specific values of the
above random vectors are denoted by lower case letters.

The message for n blocks is W" =(W,, W3, ..., Wy), where W;
(2 <i<n)are i.i.d. random variables uniformly distributed over W.
Note that in the first block, there is no Wj.

Code-book generation:

(AEU) (2015), http://dx.doi.org/10.1016/j.aeue.2015.04.005
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¢ (Construction of KN)

Gel'fand-Pinsker’s binning, block Markov coding and
Ahlswede-Cai’'s secret key on feedback [5] are used in the
construction of KV, see Fig. A.10.

Generate 2NU(KiY)-€28) (€5 y — 0 as N— o0) i.i.d. sequences kN,
according to the probability mass function pk(k). Distribute these
sequences at random into 2Nk = 2NUKY)-IKV)=y1) bins such that
each bin contains 2NU(K:V}*¥1-€2n) sequences. Index each bin by
le{1,2,..., 2Nk,

In the first block, for a given side information vV, try to find
a kN such that (kN, vN) e T, (€). If multiple such sequences exist,
randomly choose one for transmission. If no such sequence exists,
declare an encoding error.

For the i-th block (2 <i <n), firstly we generate a mapping g; :
N — W (note that |Y|N > |[W]||). Define a random variable K =

gf(?,-,l) (2 <i<n), which is uniformly distributed over W, and K;*
is independent of W;. Reveal the mapping g; to both receivers and
the transmitter.

Then, when the transmitter receives the output y;_; of the
i-1-th block, he computes ki = gf(yH) e W. For a given w;,
the transmitter chooses a sequence kN(w; @ k¥, j*) from the bin
w; @ k¥ (where @ is the modulo addition over W) such that
(kN(w; @ kz,j*), vN) € T, (€). If multiple such sequences in bin
w; @ ki exist, choose the one with the smallest index in the bin.
If no such sequence exists, declare an encoding error.
(Construction of XN)

For each block, the xN is generated according to a new discrete
memoryless channel (DMC) with inputs k¥, vV, and output xN.

} NIV +v1—e2,n) codewords per bin

9NR _ oN(I(Y)=IUV)=v1) bins

QNU(KY)=e2,N) codewords of KV

w; @ k; determines which bin to choose

Fig. 10. Code-book construction for KN in Theorem 1, where w; and k: are the
message and the secret key for block i, respectively.

The transition probability of this new DMC is pxk v(x|k, v). The
probability py v yn (XN kN, vN) is calculated as follows.

Py (XN RN, o) (A.2)
N

= prucv(xilki, ;). (A3)
i=1

Decoding:

Forblocki(2 <i<n),givenavectory; € )N, try tofind a sequence
kN(W;, 7) such that (kN(W;, ]), ;) € TR, (€5). If there exist sequences
with the same index of the bin W; @ k, put out the corresponding
w; @ kt.Otherwise, declare a decoding error. Finally, since the legit-
imate receiver knows k' (ki = gf@m )), put out the corresponding
W; from w; @ k7.

A.2. Proof of achievability

The rate of the message W" is defined as
H(W™)

R* = lim li A4
Ngrolongl;lc nN ~’ (A4)
and it satisfies
n
R* = lim lim W)
N—oon—soo NN
n
H(W,
= lim lim iz HWi)
N—oon—oo nN (AS)
— lim lim ("= DAW)
N—oon—oo nN

In addition, note that the encoding and decoding scheme for
Theorem 1 is similar to that in [11], except that the transmitted
message for legitimate receiver is w & k*. Since legitimate receiver
knows k', the decoding scheme for Theorem 1 is in fact the same
as thatin [11]. Hence, we omit the proof of P, < € here.

It remains to show that lim A > R., see the following. Since the

N—oo
confidential message W is encrypted by Wa K', the equivocation
about W is equivalent to the equivocation about K. There are two
ways for the wiretapper to obtain the secret key k*. One way is that

(AEU) (2015), http://dx.doi.org/10.1016/j.aeue.2015.04.005
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he tries to guess the k' from its alphabet . The other way is that he
tries to guess the feedback yN (yN is the output of the main channel
for the previous block, and k" = gf(yN )) from the conditional typical

set T{‘{,lz](é) and this is because for a given zV and sufficiently large N,

PN # Ty (
[Y‘Z]((S) when N— oo and § — 0. Therefore, the equivocation about

Wis min w =R, H(Y\Z)}, and note that R> R, and H(Y|Z) > Re,
then lim A > R, is obtained.

N—oco

The details about the proof are as follows.
First, we will show that K oW is independent of K; and W;,
and this is used in the proof of ’\}im A > Re.
—>00

8)} — 0. Note that there are 2MN1(Y12) sequences yN

Since K is independent of W; (2<i<n), and all of them are

uniformly distributed over W, the fact that K @ W; is independent
of K and W; is proved by the following (A.6) and (A.7).

PT{KI* o W, =a}

= Prik; @ W, =a,K; =k;)

k;‘eW
=) PriW; =ae ki, K =ki) (A6)
k;‘eW ’
= > PriW; =aekj)PriK; =k;)
kl.*eW
1
I
PriKf e Wi =a,K; = k;‘}
=PriW; =aok;, K} =k}
— Pr{W; = ae k*|Pr{K; = k?} (A7)
1
w2
Then, l\}im A > R, is proved by the following (A.8).
—00
n n
lim A = fim lim 220
N—oo N—oon— o0 nN
n )
T H(W; wis1 zn
= lim lim 2izaHWil )
N—oon—oo nN
@ lim lim S HWIZL Ziq)
N—oon—oo nN
n ] *
> 1im lim > i HWIZ, Ziy, Wi @ K
~ N—>oon—oo nN
" ~
© jim fim 2=zl WilZin Wi 0 K7)
oo N
N—oon—oo n (AS)
= lim lim LI HUG iy, Wi )
N—oon—oo nN
n ~
9 lim lim LK 12 1)
N—oon—oo nN
C) lim lim E, 2m1n{NH(Y|Z) NR}
_N—>oon—>:>o nN
— lim lim (n — 1)min{NR, NH(Y|Z)}
a N—oon—oo nN
= min{R, H(Y|Z)}
> Re,

where (a) is from W; — (Z;, Zi_;) — (Wi-1,Zi-2 Z” 1) is a Markov
chain, (b) is from W; — (W; & K} Z, 1) = Z isa Markov chain, (c)

follows from the fact that K} ® W; is independent of K* and Z,l ,and
(d)is from the fact that the wiretapper can guess the specific vector
Yi_1 (corresponding to the key K}*) from the conditional typical set
T[’Y,‘Z](B), and K is uniformly distributed over W (K is the key used
in block 7).
Thus, l\}im A > R. is proved, and the direct part of Theorem 1 is
—>00

completed.

Appendix B. Converse part of Theorem 1

In this section, we establish the converse part of Theorem 1: all
the achievable (R, R.) pairs are contained in the set R(. Suppose
(R, Re) is achievable, i.e., for any given € >0, there exists a channel
encoder-decoder (N, A, Pe) such that

.1
lim -0 I

N—oo

=R, lim A >R, P, < €.
N—oo

Then we will show the existence of random variables K— (X,
V)— Y— Z such that

0 <Re <R, (B.1)
0<R<IK;Y)-IK;V), (B.2)
Re < H(Y|2). (B.3)

B.1. Proofof (B.1)

Re < lim A = llm H(W|ZN)< llm H(W) =(®R

N—oo

where (a) is from the fact that W is uniformly distributed over W.

B.2. Proofof (B.2) and (B.3)

The formulas (B.2) and (B.3) are proved by Lemma 1, see the
followings.

Lemma 1. The random vectors YN, ZN and the random variables W,
K, Y, Z of Fig. 4 and Theorem 1, satisfy:

%H(W) <I(K;Y)=I(K; V) + 8(Pe), (B.4)
1 N 1

NH(W|Z )< H(Y|Z)+ NS(Pe), (B.5)
where S(Pe) = h(Pe) + Pe log(|W| — 1). Note that

h(Pe¢)=—Pelog Pe — (1 — Pe)log(1 — Pe).

Substituting H(W) = log W, §H(W|ZN)=
(B.4) and (B.5), it is easy to see that

A and (2.4) into

R<I(K;Y)—I(K;V)+8(€), (B.6)

Re < H(Y|Z). (B.7)

Letting € — 0 and using the fact that §(€¢) — 0 as € — 0, the formulas
(B.2) and (B.5) are obtained.

It remains to prove Lemma 1, see the followings. [Proof of
Lemma 1] The formula (B.4) is from (B.8), (B.10) and (B.15). The
formula (B.5) is proved by (B.9), (B.12) and (B.16).

<Part i> The left parts of the inequalities (B.4) and (B.5) are
bounded by

HWw) = Z(UW:;YM)+HWYN)

N (B.8)
I(W; YN) 4+ 8(Pe)),

Zl = ==

(AEU) (2015), http://dx.doi.org/10.1016/j.aeue.2015.04.005
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1 @ 1 1 <Part v> Then (B.10 b itt
Taowizy 2 LuowizMy+ Lse,) art v> Then ( ) can be rewritten as
N N N N
1 1
HWIYN, ZV) (B9) LUARE NZ(I(Y,-:w VAP Gd
=1
. i—1 N
= HWYNIZY) o), VW YTV )

where (1) and (2) follow from the Fano’s inequality.
<Part ii> The character %I(W;Y”) in formula (B.8) can be
bounded by (B.10), see the followings.

(@)1

1w YM)= S UW; YY) — 1w v

=z~

N
1

=NZ(1(Y w, VN YT

VW, v VN,

. Z(H(Y)—H(Yw' L,V (B.10)

i=1

—H(V)) + H(V;|VY |, W, Y"1))

i+1°

—Zumw VA, Y

—I(V w yi-1 v,{VH ).

Formula (a) follows from the fact that W is independent of VN,
Formula (b) is from the fact that

N
ZI(Y VN Iy w)

—ZI(VI,Y' VAL w).

(B.11)

Here note that the equality (B.11) is Csiszar’s sum identity [2].
Formula (c) follows from that VN is composed of N i.i.d. random
variables.
<Part iii> The character I(W;YV|ZN) in formula (B.9) can be
rewritten as follows,

1 . yvN 7N 1 N 7N
NI(W,Y 1ZNy < NH(Y 1Z")

N

1

N H(YiiZ).
i=1

(B.12)

IA

<Part iv>(single letter) To complete the proof, we introduce an
random variable J, which is independent of W, XN, VN, YN and ZN,

Furthermore, ] is uniformly distributed over {1, 2, .. ., N}. Define
K=(Y1, M, w,]), (B.13)
X=X,Y=Y,Z=27,V=V,. (B.14)

NZ (Yi; W, 1+1’Yi71U:i)

—1(v,,w YL VN g =)

=10Y W, VL YD) = 1V W YL VL)

(B.15)

ECRIAL RN

—I(v;w, Y-, ]’LJ)

<I(K;Y)-I(K; V),
where (a) is from the fact that V; is independent of J, i.e., p(V; =
v,J=1)=pV; =vp(J =1).

<Part vi> Similarly, (B.12) can be rewritten as follows,

%I(W; YN1ZN) < H(Y|2). (B.16)

Substituting (B.15) and (B.16) into (B.8) and (B.9), Lemma 1 is
proved.

The Markov chain K— (X, V)— Y— Z is easy to be checked by
using (B.13) and (B.14).

The proof of the converse part of Theorem 1 is completed.

Appendix C. Direct part of Theorem 2

In this section, we will show that any pair (R, Re) € R is achiev-
able.

C.1. Code construction

Given a pair (R, Re), choose a joint probability mass function
pr.v.xyvz(k,v,x,y,z)suchthat0 <R, <R,R<I(K;Y)and R, < H(Y|Z).
The message set W satisfies:

1
lim — log|W| =R=I1(K;Y) -y, C1
Nm oy g Wl ( )=n (c1)
where y and y; are fixed positive numbers. Let W = {1, 2, ..., 2Nk},

We use the block Markov coding method. The random vectors
KN, VN, XN YN and ZV consist of n blocks of length N. The message
for n blocks is W" =(W,, W3, ..., Wy), where W; (2 <i<n) are i.i.d.
random variables uniformly distributed over W. Note that in the
first block, there is no Wj.

Let Z (1<i<n) be the output of channel 2 for block i,
VAL (Zl,.. Zn) ZJ (Zl,.. ZJ 1,ZJ+1,.. n) (1<j<n). Simi-
larly, Y" = (Y1, ..., Yp), and Y (1<i<n) is the output of channel
1 for block i. The spec1ﬁc values of the above random vectors are
denoted by lower case letters.

Code-book generation:

e (Construction of KN)

In the first block, generate a sequence kN i.i.d. according to the
probability mass function pg(k).

In the i-th block (2 <i<n), firstly we generate a mapping g; :
W — W.Define arandom variable K = gf(y,q )(2 <i<n),which
is uniformly distributed over W, and K" is independent of W;.
Reveal the mapping gsto both receivers and the transmitter. Then,
when the transmitter receives the outputy;_; of the i-1-th block,
he computes k¥ = g;(y;_1) € W.

(AEU) (2015), http://dx.doi.org/10.1016/j.aeue.2015.04.005
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Given the encrypted message w; @ ki (where @ is the mod-
ulo addition over W), generate a corresponding sequence kN i.i.d.
according to the probability mass function pg(k). Index kN by
w; & kl* e W.

e The construction of XN is the same as that in Appendix A.

Decoding: For block i (2 <i<n), given a vector y; € )V, try to
find a sequence kN(W; & k) such that (kKN(W; @ k), y;) € T (€5). If
there exists a sequence, put out the corresponding index w; & k.
Otherwise, declare a decoding error. Finally, since the legitimate
receiver knows kf (k¥ = gf(5~/H )), put out the corresponding w; from
W,‘ &) k;‘.

C.2. Proof of achievability

Note that the encoding and decoding scheme for Theorem 2 is
exactly the same as thatin [9], except that the transmitted message
for the legitimate receiver is w @ k*. Since the legitimate receiver
knows k’, the decoding scheme for Theorem 2 is in fact the same
as that in [9]. Hence, we omit the proof of P, < € here. It remains to
show that lim A > Re, see the following.

N—oo

Since the message W is encrypted by Wa K, the equivoca-
tion about W is equivalent to the equivocation about K. There
are two ways for the wiretapper to obtain the secret key k.
One way is that he tries to guess the k* from its alphabet
W. The other way is that he tries to guess the feedback yN
(yN is the output of the main channel for the previous block,
and k" =gf(y")) from the conditional typical set T[""qZ](S), and

this is because for a given zN and sufficiently large N, Pr{(yN ¢

T[’;’(‘Z](S)} — 0. Note that there are 2N(Y12) sequences yVN ¢ T[’;’,lz](é)

when N— oo and § — 0. Therefore, the equivocation about W

is min{!%€"™l _ R H(Y|Z)}, and note that R>R. and H(Y|Z)= R,

then I\}imA > R, is obtained. The detail about the proof of
—00

lim A >R, is exactly the same as (A.8), and it is omitted

N—oo
here.

Thus, IJim A > Re is proved, and the direct part of Theorem 2 is
—00

completed. The proof of Theorem 2 is completed.

Appendix D. Converse half of Theorem 2

Note that for the causal channel state information, V; is inde-
pendent of K; = (Y/-1, VJ’f’H W, ] = 1), and therefore, the character
I(K; V)=0 for the causal case. Thus the converse proof of Theorem
2 can be directly obtained from the converse proof of Theorem 1,
and we omit it here. The proof of the converse part of Theorem 2 is
completed.
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