Bachelorthesis

Reverse Engineering and Python Implementation of a USB Device Communication
Interface

Power-Hardware-In-The-Loop (PHIL) laboratories offer valuable opportunities for hands-on
experimentation with control and automation concepts. A key long-term goal is the comprehensive
automation of all devices within such a lab — enabling use cases like remote experiments, automated
test sequences, and integration into higher-level control systems. A first step towards this goal is the
individual automation of each device in the lab, including an HVDC system and a wind turbine
emulator. These devices are currently controlled via proprietary Windows software that

communicates over USB using an undocumented binary protocol. Since no protocol documentation is

available, the communication must be reconstructed independently through port-sniffing — i.e.

capturing and analyzing the USB traffic using tools such as Wireshark and USBPcap.

The work encompasses the following tasks:

* Systematic capture and analysis of USB traffic generated by the existing Windows application

* Decoding of binary command-response sequences to reconstruct the protocol structure (in
accordance to successful example)

* Development of a Python library (e.g. using PyUSB) reimplementing a defined subset of core
device functionality

* Validation of the implementation against the physical device and documentation
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