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Abstract—This paper addresses the problem of security
monitoring and situation awareness in very large interconnected
transmission systems, with particular emphasis on the
continental European grid. An innovative approach of situation
adapted displaying of the operational state of a large network is
proposed, which is based on state-of-the-art cognitive methods.
This approach is able to be processed online and makes the
displays available to all participating transmission system
operators. The proposed approach for an improved situation
awareness of different security threats such as wide-area split of
the system and cascading overload is applied with a very large
simulator model of the continental European transmission system
of about 15,000 buses.

Index Terms— cascade overload, operational control, power
system analysis, power system control, situation awareness,
supervisory control, transmission system operation, wide-area
system split

I. INTRODUCTION

OWER system control in the context of interconnected

transmission system operation is characterized by huge
amounts of technical information to be handled by the various
transmission system operators (TSOs). The variety of
organisational approaches of these different TSOs (e.g.
collaborative, with active or passive coordination, hierarchical
[1]), who may also be of manifold nationalities, as in Europe,
increases the complexity of performing these tasks. Indeed
while physical phenomena of an interconnected grid do not
end at administrative borders, system monitoring is usually
restricted to the particular TSO areas, thus not reflecting the
behaviour and the wide area effects of the whole
interconnected system. In particular this limitation becomes
evident in case of large disturbances which significantly affect
several control areas within the interconnection (like, e.g. the
incident of system split of UCTE on Nov. 2006 [2]). This
motivated even stronger the efforts for broader data exchange
between individual TSOs in both day-ahead (e.g. DACF [3],
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[4]) and close to real-time frameworks.

In order to manage potential security problems that span
several TSO control areas of an interconnected system there is
a stringent need to develop appropriate information processing
tools able to handle much larger parts of the whole
interconnected system (when information is made available)
than currently implemented ones focusing on single control
areas. Furthermore, since efficient system monitoring is
paramount issue for effective operation and control, the results
of such tools have to be presented in a proper way to the
individual TSOs. Hence, after becoming aware of the
situation, the TSO could decide, if control actions or
alternative options (e.g. to collect or furnish information) are
necessary within its own area. But in stringent conditions, the
TSOs have a limited time, depending on the security threat
and systemic constraints, to act in order to maintain system
integrity.

Historically, the horizon of transmission system monitoring
was set - and continuously enlarged - by the available data and
computational resources of the control systems. The
complexity of transmission system control led to the principle
to display all data which are available. However, today much
more information about the system is available (e.g. additional
measurements of PMUs, security analysis results etc.) which
requires an adequate choice of the most significant
information to display in a given operational context.

Modern human machine interaction sets the focus mainly
on importance, relevance and priority of information. Certain
design methods in this field are based on the theory of
situation awareness [5]. The usage of situation awareness
principle is quite common in the field of aviation and air
traffic control as well as in military command & control.

In the frame of the PEGASE' project [1] an interface for
control centres is being developed, which aims at generating
situation awareness to support a proper decision making
process over the very large European grid. The large area
covered as well as the complexity of the whole system set the
requirement of advanced user interfaces that is to provide
superior and condensed information from all control areas of
the entire grid to the dispatchers of all control centres. The

! The European project PEGASE (Pan-European Grid Advanced
Simulation and State Estimation) was initiated in order to propose technical
and organisational solutions to handle the specific requirements of a large
interconnected system. In the frame of this project a real-time simulator of the
continental European interconnected grid as well as analysis tools (e.g. State
Estimation, Steady State Optimization, Time-Domain Simulation and
Modelling) are under current development.



information system behind this application could be used for a
shared collaborative control strategy as well as in coordinated
or hierarchical control organisations.

For this purpose the need for an easy understandable
displaying of the system state was identified: it comprises the
local network state, assigned to each control area, as well as
the global network state assigned to the whole interconnected
system. This paper provides an approach to design the way of
displaying certain (local and global) network states in order to
yield situation awareness.

The rest of this paper is organized as follows: section II
describes the methods and issues of situation awareness and a
related interface design strategy. Section III explains the idea
of displaying operational modes to improve situation
awareness. Section [V outlines processing of network states.
Section V illustrates an application of displaying network-
states for real scenarios happened in the past, while section VI
sketches the implementation of a displaying-application into a
graphical user interface to give an overview to the association
with operational control. Section VII concludes this paper.

II. SITUATION AWARENESS AND INTERFACE DESIGN

Human-machine-communication (HMC) and —interaction
(HMI) is a field of activity of different scientific disciplines.
The focus here is set on the transmission of information from
the technical system to the human being. Beyond the problem
of channel capacity or noise influences right out from
information theory the performance of information receiving
is a central, non-trivial issue. Furthermore the performance of
receiving information by a human being is an active field of
work in neuroscience and psychology, belonging thus to the
area of cognitive science.

The HMI is differently defined by several disciplines. In
the field of programming — respectively software-engineering
— it is the displaying system or unit. Cognitive science
describes the human perception as the interface. According to
information theory we have to consider that the interface is the
match of transmitted information and received respectively
perceived information. In other words the main objective is to
generate the maximum possible match between provided
information and perceived information. This objective
provides only quantitative information, but is unable to yield
qualitative order of information such as: priority, relevance
and necessity. The latter is in particular necessary, if:

e the amount of available data is too high to ensure a
collateral perception of information within reasonable
time,

e the timeframe for awareness itself is limited or critical,

e the all-embracing system has in general a raised
complexity,

e the monitoring of the system has a security relevance
by which the safety integrity is based on immediate
recognition.

In order to consider these elements there is a need for
focussing on coherence of information and situation. In other
words, a situational quality has to be prioritized.

The approach of situation awareness (SA), introduced by
Endsley [6], focuses mainly the implementation of an

ergonomic presentation of a situation. SA itself is defined as:
The perception of elements in the environment within a volume
of time and space, the comprehension of their meaning, and
the projection of their status in the near future [6]. The basic
model of SA can be seen in Fig. 1. We have to emphasize the
three levels of SA:

e Levell is mainly the issue to be aware that certain
evidences occur. A user interface supports this level by
simplification and limitation of significant and relevant
information.

o JLevel2 of SA needs information, which is more
detailed, but still ordered by priorities and coherence of
the situational aspects regarding goals and objectives
of the control subjects.

e Level 3 of SA is delivering prospects of what is likely
to happen and an idea how to control the situation.

Hence, a proper basis for decision making is achieved.
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Fig. I Model of situation awareness corresponding to Endsley [6].

SA theory followed several methodologies for development
and design of user interfaces. Ecological interface design
(EID) was introduced by Rasmussen and Vicente [7] as an
approach to interface design for system control with raised
complexity [8]. The methodology in the frame of the PEGASE
project mainly depends on the principles given by EID.

The application of the described theory and principles is
not quite common in the field of electric power system control
in contrast to, e.g., control of nuclear power plants [9].

On the other hand, incidents like the blackout of the Italian
system on 28" September 2003 [10] and the system distur-
bance of whole UCTE on 4™ November 2006 [2] revealed that
there is a lack of situation awareness for several power system
security threats, in particular for the following issues:

e  Split/islanding of the transmission system

e Opverload cascades

e Inter-area power oscillations

e  Circular active power flows

According to SA theory it is aspired to find mental models

[6], which could be used to increase or improve the SA of
these issues in power system control centres. If we consider
mental models during interface development, definitions of
schemata will be reached, which could be visualised
respectively applied for operational control tasks.

Therefore we introduce the application called global

network state based on displaying operational modes.



III. DISPLAYING OPERATIONAL MODES OF TRANSMISSION
NETWORKS TO IMPROVE SITUATION AWARENESS

A. Operational Modes

The definition of operational modes of electric power
systems was introduced by DyLiacco [11], according to
whom, the following classification of operating states
respectively modes of operation can be made:

e Normal operation mode (normal state)
e Preventive operation mode (alert state)
e  Corrective operation mode (emergency state)
e Restorative operation mode (restoration state)

The definition of each mode may slightly vary in different
TSOs, but several criteria — like N-1 — will cause in each TSO
the same mode of operation.

The operational modes are related to the system integrity
and security. They express whether the current situation
satisfies the security criteria taking or not into account the
available control actions that may be implemented in the
assumed timeframe in order to satisfy the security criteria.

These modes have been initially defined according to static
security criteria (e.g. overloads, under- or over-voltages,
voluntary or involuntary loss of load). The border between
these modes becomes less clear-cut when taking into account
dynamic aspects (e.g. stability of: frequency, angle, and
voltage). For instance an unexpected frequency excursion
could lead the TSO to consider the system operating in an alert
state. Furthermore, performing accurate dynamic time-domain
simulation close to real-time (e.g. for the current state or
forecasted state) for a large number of contingencies (e.g. at
least the N-1 events) is nowadays an unaffordable
computational burden for very large power systems. Despite
significant progress obtained as regards the computational
speed of time-domain simulation, it is still practically
impossible to classify the current (or foreseen) operating state
with respect to N-1 dynamic security within an acceptable
response time. Nevertheless, if dynamic security criteria are
not met in the current state (e.g. the system is undergoing an
instability, which corresponds to the emergency state), this can
be recognized provided that appropriate (fast) real-time
measurements are available. Restorative state can be easily
recognized likewise.

B. Scheme of Global and Local Network State

The distinction of the operational modes has an analogy to
the visual occurrence of a traffic light. Regarding the issue to
display operational modes an already trained pattern is a
benefit for the SA purpose and with it an applicable mental
model. The approach of global network state is in other words
the application of a well known alerting pattern for a human
operator in the field of monitoring a large interconnected
transmission system. The network states can be understood as
the visual representation of the recommended operational
mode amended by the visual representation of the edge cases
respectively  systemic constraints ‘blackout’ and ‘no
information’. The complete scheme is as follows:

e  Green: normal

e  Yellow: alert

e Red: emergency

e  Magenta: restoration

e  Black: blackout
e QGrey: no information available

The consideration of edge cases, which are constraints to
the monitoring system, is a necessary condition (compare with
[8]). The blackout state has to be distinguished from the
restoration mode, because it is a situation, which lacks all
main characteristics of supervisory control (e.g. actability of
operative control, estimation and traceability in time). This
chaotic state has a different meaning than a planned and
organised restoration phase following such an incident.
Considering the technical constraint that there may lack
information about the state of an area, is also an important
element to avoid mislead SA by explicitly providing the fact
of “no information available”.

Even though a proper schema of a mental model will evoke
level 2 and level 3 SA (compare with [6]), the complexity of
transmission system operational control needs several more
detailed information displays for comprehension. Displaying
network states will clearly improve level 1 SA by the warning
characteristic. The comprehension of the situation at all, which
phenomenon or incident may take place, could not be covered
only by the schema of global network state.

IV. PROCESSING OF NETWORK-STATES

A. Description of Significant Operational Tasks

We briefly describe the proposed approaches to process the
network states for the various system threats mentioned in
section II.

1) Split of the transmission system (islanding)

The identification of an interconnected system split
requires building its complete topology at an assumed rate
(ideally at least 10 seconds), based on the actual topology of
the whole interconnection. This assumes that the topological
structure of each individual TSO is made available at an upper
(e.g. European) TSO level. Frequencies of originated islands
and their power balances are important information to be
conveyed to the TSOs. In greater detail, the locations where
the split happened and the existence of synchronization
equipment at, or close to, these locations are further relevant
information items.

2) Overload cascades

We focus on the SA for developing overload situations
especially at TSO borders and tie lines. To this end we
simulate the complete interconnected system evolution during
a given time horizon including overload trips. The system
states are obtained by performing security analysis in each
system. In particular the emergency (resp. restoration) state
does not need security analysis but only to check whether in
the actual state any line is overloaded (resp. if some areas are
currently not supplied). We use the Multi Dimensional Scaling
(MDS) algorithm [12] in order to provide an additional 2D
display to the TSO, allowing focusing immediately on the
critical transmission corridors. The MDS algorithm is fed with
the geographical coordinates of monitored lines as well as
with an electrical distance of the phenomena to emphasise. For
the overload cascade threat, the chosen metric distance is
related to the consequences of an outage of each monitored
tie-line. Consequently the MDS approach aims at locating



more closely on the display those lines, whose disconnection
would have similar consequences.

3) Inter-area power oscillations

We assume that several PMUs are installed within each
TSO area (e.g. around few hundreds in the whole European
transmission system) in some strategic places. The continuous
observation of PMUs voltage angles at a 100 ms time rate will
enable to detect the onset of oscillations and to identify typical
(or critical) oscillating modes. To this end, we use the
Statistical Process Control (SPC) [13] and the discrete
Fourier’s transformation as data processing methods, in order
to extract the relevant information before displaying it to the
operators.

4) The power flow phenomena of circular power flows

The aim is to identify whether there really exist circular
flows in the interconnected system and what is their amount.
These circular flows lead to suboptimal operation because of
unnecessary power losses and possible transmission
congestions. This evaluation requires the knowledge of active
power flows on each border of neighbouring TSOs. The
circular flows can be found by a graph based search.
Additionally, information about flow control means (like
phase-shifters or HVDC links) should be as well displayed.

B. Attempt to Standardize the Processing of Network States

In order to improve the situation awareness in an
interconnected power system operated by several TSOs there
is a need that individual TSOs share among them in real-time
their network states for security problems that may affect other
control areas. Clearly, local voltage problems or local
topology-changes in an individual system are not of interest
for the whole interconnection as long as there is no risk of
propagation.

The information needed for the determination of the
network state for an individual TSO depends on the security
threat. The maximum amount of information needed for the
determination of the network state consists of: SCADA and
PMU measurements, the actual topology (e.g. given by status
of breakers), and solution of the state estimator, which exploits
the all information mentioned previously. This information
has to be processed as soon as it becomes available in order to
determine whether there is a security threat. For instance the
network topology is updated as soon as a breaker changes its
status in order to identify whether network splitting or loss of
load occur. Fast PMU measurements allow identifying
whether weakly damped inter-area power oscillations occur.

Note that previous system states may considerably help in
determining the network state. For instance restorative and
blackout states are the easiest to recognize because some areas
are not energised, as a consequence of protection trips or
voluntary actions made by the TSO. Emergency state is also
quite straightforward to distinguish, generally by mere
SCADA measurements, because some operational limits are
violated (e.g. overloads, under-voltages).

On the other hand distinguishing between normal and alert
state requires relying on the output of the state estimator and
simulations. The latter is used to perform the static security
analysis for a list of contingencies selected according to the
operational rules. If this analysis detects that some limits are
violated in the post-contingency states and that these cannot be

removed by post-contingency corrective actions, it means that
the system is in alert state (preventive actions are needed).

We have discussed in section III A) that carrying out the
simulations needed to recognize dynamically alert states is
still mostly incompatible with real-time requirements, but
when the system is, from a dynamic point of view, in
emergency or restoration state, this may be recognized from
real-time measurements..

Furthermore, the proper identification of some security
threats requires that some information is shared for the whole
interconnection at a superior level (e.g. in a common
monitoring service centre under a coordinated control strategy
or in a common information platform according to a
collaborative control strategy). For instance the identification
of the interconnection islanding (respectively inter-area
oscillations) generally requires the knowledge of the breaker
statuses (respectively the voltage angles measured by PMUs)
on the whole interconnection.

V. VISUALISATION OF GLOBAL NETWORK STATE

This section presents several approaches for visualising the
global network state (GNS). Adopting the analogy of a traffic
light for a visualisation of the GNS fits the terms of a mental
model (compare with [6]). In other words the GNS
representation is a dedicated schema to satisfy a mental model.

A. Rendering of Global Network State

We limit the possible representations of the GNS to two
alternative renderings. Fig. 2 and Fig. 3 show the rendering of
GNS in a so-called connectivity chart. In principle this is a
graph, which visualises the qualities “operational mode”,
“connectivity of transmission systems” and a rough idea of
“allocation of transmission systems”. The variant shown in
Fig. 2 relates the GNS to the TSOs of continental Europe
(ENTSO-E regional group, former UCTE [14]), the one
shown in Fig. 3 relates to the participating countries of the
regional group.
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Fig. 2 GNS representation by connectivity chart of TSOs (continental Europe,
ENTSO-E)



Fig. 3 GNS representation by connectivity chart of countries (continental
Europe, ENTSO-E); abbreviations according to alpha 2 code of ISO 3166-1

A more sophisticated rendering is the representation of the
GNS by country shapes like illustrated in Fig. 4. This variant
uses the ENTSO-E map of participating countries [14]. The
idealised mapping of the geographical spread combines
pattern matching with reduction of distractive elements. In
comparison to the connectivity chart this variant lacks an
explicit representation of the “transmission system
connectivity”. Nevertheless the coherence to the physical,
spatial appearance provides this information in subsidiary
way. The underlying principle could also be adapted for
relating all network states to TSO-shapes.
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Fig. 4 GNS representation by country shapes (continental Europe, ENTSO-E)

B. Demonstration of the Italian Incident 2003

We first want to demonstrate the application of the GNS
schema for the incident on 28" Sept. 2003 [10]. The order of
events was a cascade overload causing a cascade of line trips,
followed by the disconnection of the Italian grid, which
culminated finally in the complete blackout of the Italian
transmission system. In Fig. 5 and Fig. 6 the adopted GNS
evolving over the time is shown (Fig. 5 shows the connectivity
variant, Fig. 6 the country shape variant). The given network
states result as described in the following.
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Fig. 5 Evolution in time of the global network state applying connectivity
chart for the incident on 28" Sept. 2003 [10].
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Fig. 6 Evolution in time of the global network state applying country shapes
for the incident on 28™ Sept. 2003 [10].
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At 3:0lam — see a) — a fault caused the trip of a line in
Switzerland. Hence certain overloads of lines in Switzerland
have been detected, which leads to operation in emergency
mode. At this time the Italian system has had a negative
generation-consumption balance. In consequence, a high
import of electrical power via the tie-lines to the grid of
Switzerland in combination with the circumstance of its
emergency mode causes for the Italian system the alert mode.
Around 3:25am — see b) — a first trip cascade started, which
caused further overloads of lines and assets also in the Italian
system. This led also to the emergency mode for the Italian
system. At the same time frequency alert (over-frequency f>
50.20 Hz) was indicated in all control centres of the first
UCTE zone, which evoked the alert mode for the affected
systems. A few seconds after 3:28am — see c) — the Italian
system was blacked out. The TSO of Switzerland already
started restoration of its system. The TSOs of France, Austria
and Slovenia have had several trips by protection devices till
this time, which retained the alert mode. At 8:00am — see d) —
the Italian transmission system was in restoration process
while the remaining UCTE system was already restored
respectively back to normal mode.

Note that especially between 3:0lam and 3:25am the
availability of such an information display would have



generated an awareness of the situation. During this period of
time several control actions to reduce the power import of the
Italian system could have been made, hence an avoidance of
trips caused by cascading overloads and eventually the
blackout of the Italian system.

C. Demonstration of the European Incident 2006

Another interesting incident of the past in continental
Europe is the system disturbance on 4™ Nov. 2006 [2]. In Fig.
7 the GNS schema (country shapes) applied to this scenario is
shown. Here the situation around 10:11pm is depicted. The
UCTE system has been split into three system islands (zones
“west”, ‘“north-east” and “south-east”). The ‘“breaklines”
remained through different TSOs (countries: Germany,
Austria, Hungary and Croatia). Because of the unbalance of
power generation and consumption in the aggregated zones,
different operational modes resulted regarding frequency alert
in control centres: the western zone has had an under-
frequency of around 49.2 Hz (later on 49.0 Hz) while the
north-eastern zone has had an over-frequency of 50.3 Hz (later
on 50.4 Hz). The south-eastern zone has had a lesser under-
frequency of 49.8 Hz at this time. Concerning the impact on
frequency alert the certain depicted operational modes follow.
The TSO areas and respective countries, which contain the
“breaklines”, are in a restorative mode of operation, because
they suffered from unscheduled asset trips.
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Fig. 7 Application of the GNS for the incident on 4™ Nov. 2006 [2]

The application of the GNS could have provided very
important information for situation awareness of system split
(e.g. number and approximate spread of islands), which
clearly lacked during the real event.

VI. IMPLEMENTATION OF THE GLOBAL-NETWORK-STATE IN A
SHARED USER INTERFACE

In section VI we have shown that GNS applications could
enhance or improve situation awareness for the operation of
the European interconnected grid. The GNS schema works
with a language-independent mental model, which is very
useful regarding utilization in a shared control of an
interconnection containing several nationalities.

Displaying GNS is just one tool for an interface
application. Nevertheless it has to be embedded into a more
elaborated operator interface. In the following we briefly
sketch, how an implemented GNS display is working in a
shared information interface for the TSOs.

In Fig. 8 a preliminary graphical user interface (GUI)
developed in the PEGASE project is shown. The depicted
variant is realised for a single display work desk. The GNS
display is one of so-called “monitors”, which could be
selected by a tab-control. The monitors are framed by a chart
for iconic warnings and another one for event markers.

frequencyline tripping

Fig. 8 Screenshot of the a preliminary user interface in the frame of the
PEGASE project

The situation displayed in Fig. 8 is a snapshot of the
incident 2003 at around 3:25am and depends also on the
working status (e.g. acknowledgements of the user). At this
state the GNS provides the already known operational modes.
The displayed warning icons represent (top down): alert of
overloaded transmission line(s), warning of over-frequency,
and warning of unscheduled breaker-event(s). The event
markers link to certain asset related events, which could be
localised in a topology related view (the corresponding
monitor is not depicted here).

The shown display is designed for remote access of each
TSO in the interconnected grid. Furthermore it is designed for
an operation on a windows-based work desk PC.

VII. CONCLUSION

The quoted incidents in the European grid as well as
similar wide-area events that occurred worldwide revealed
clearly that there is a need for a more sophisticated operational
control process than the autonomous dispatching of several
control areas. In the today’s more and more uncertain power
system operation environment within Europe, a feature which
will certainly become even more acute in the future mainly
due to the installation of increasing amounts of intermittent
generation, there is a trend towards the creation of
international coordination centres (e.g. in the way of shared
service centres like Coreso [15]). The good experience
reported in the operation of such centres may encourage other
TSOs to take part of these centres or create new ones.

However, whatever control strategy may finally be
selected — a more collaborative one (characterised by a broad
sharing of information) or a more coordinated one (so that
information will also be administrated) — both options
unavoidably intend to respond to the need for monitoring and
control of larger and larger geographical regions and more
complex electric power systems.

Therefore, displaying comprehensive information about
the state of the wide-area interconnection is urgently needed



for its operation and control. Further, a more efficient way of
monitoring should be aspired, because of the raised
complexity on the one hand, and because of the growing
amounts of available information (e.g. PMU measurements,
state estimation etc.) on the other hand. Adapting the
information display to the situation at hand in a dynamical
way, as well as to the related operational task, would allow
one to manage complexity by selecting only the most relevant
information in a given context and presenting it in a way
appropriate for immediate situation awareness and subsequent
decision making within adequate time.

The proposed method of global network state displaying is
an applicable and appropriate option for such a purpose. The
schema corresponds to a mental model, which is broadly
present in our technical environment, thus easy under-
standable. Moreover it is based on language-independent
information presentation, which is particularly useful with
regard to multinational and multilingual shared supervisory
control, because of the overall accessibility.
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