
1 
 

The Territorialization of Cyberspace* 

 

Daniel Lambach (University of Duisburg-Essen) 

 

Abstract: 

The founding myth of the internet is that cyberspace is an ungoverned and ungovernable space but 

there have always been doubts if this was really true. Academics in particular have long argued that 

the state is playing an important role in internet governance. Recently, this has become cause for 

alarm: Are states’ attempts to exert control the precursor to a fragmentation of cyberspace into a loose 

collection of Balkanized national territories? In this paper, I argue that this diagnosis rests on a very 

traditional understanding of territory and the state. In constrast, states today are very different from 

the hard-shelled power containers that discourses of fragmentation paint them as. I build upon 

Herrera’s claim that while states are territorializing cyberspace, they also deterritorialize themselves. 

Drawing upon an understanding of territory from critical geography, I show that states have been very 

active in territorializing cyberspace but that the effects of said territorialization have thus far been less 

destructive than feared. We understand states and their actions in cyberspace better when we focus 

on territorial practices. 
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1. Introduction 
The founding myth of the internet is that cyberspace is an ungoverned and ungovernable space. In his 

‘Declaration of the Independence of Cyberspace’, John Perry Barlow warned the governments of the 

world, the ‘weary giants of flesh and steel […] On behalf of the future, I ask you of the past to leave us 

alone. You are not welcome among us. You have no sovereignty where we gather’ (Barlow 1996). In 

this anarcho-libertarian manifesto, Barlow presented cyberspace as an autonomous space that exists 

outside the territorially segregated system of states and that should not be subordinated to national 

systems of law and demands for control. 

In this narrative, cyberspace was conceptualized as an ‘electronic frontier’. Based on the historical 

‘Western frontier’ of the early United States, this was meant to suggest “an unexplored land, freedom 

from legal and social constraints associated with the civilized East, and opportunities in line with the 

cyber-libertarian agenda that supports minimal Internet regulation/state involvement” (Dunn Cavelty 

2013: 107). But like its historical antecedent, the electronic frontier is destined for a tragic fate. Just as 

the American West was gradually territorialized and incorporated into the United States, cyberspace 

is currently undergoing a similar process, becoming ever more regulated and territorialized. In this 

sense, the electronic frontier is an apt metaphor although probably not in the way that cyber-

libertarians like Barlow intended (Saco 1999: 283).  

It is doubtful whether Barlow’s characterization of cyberspace as inimical to state control was ever 

true. In any case, there is little doubt that “(t)he text has aged poorly” (Silverman 2015). In his critique 

of Barlow’s euphoric vision, Silverman points out the growing power that a shrinking number of 

corporations exerts over ever larger parts of the net. It is also evident that the “weary giants of flesh 

and steel” are also asserting their claims over the governance of the internet. Today, cyberspace 

cannot be conceived as separate from the real world, but rather tightly enmeshed in the logics of 

physical space. States assert their sovereign authority over cyberspace by translating the territorial 

logics they are familiar with to this ‘undiscovered country’ (Neuland, as it was memorably called by 

Angela Merkel, see Zeh 2013). Jurisdiction is assigned according to the geographical location of servers 

and users, content is routinely geoblocked to prevent citizens of particular countries from accessing 

banned material, countries enact ‘national firewalls’ to control cross-border data flows and data 

localisation laws regulate the transfer of sensitive personal data. 

The academic literature on cyberspace governance has long been sceptical of the popular libertarian 

narrative. Already in the 2000s, states were seen to be “the primary actors for handling the social and 

political externalities created by globalization and the Internet” (Drezner 2004: 478, see also 

Goldsmith/Wu 2006), although some authors argued that states should only considered to be one, 

albeit important, actor among many in complex constellations of governance (Deibert/Rohozinski 

2010). In more recent contributions, the major debate is between those who claim that the state has 

become more assertive in internet governance and those who argue that “the state was never really 

marginalized, only overlooked by simplistic theories that presumed that global networks inevitably 

implied the decline of state autonomy” (van Eeten/Mueller 2013: 722). This is ultimately a matter of 

perspective about the historical record but the implication is clear: The state is an important force in 

cyberspace and claims about cyberspace’s supposed ungovernability have been proven false. 

These debates draw on different narratives about cyberspace. Manjikian (2010) identifies three of 

these narratives: cyberspace as a world apart, cyberspace as business as usual and cyberspace as a 

new, global battlespace. These narratives are advanced by different actors who have different views 

about the territoriality of cyberspace: Is it an extraterritorial space, part of the global commons or 

ungoverned space? In Manjikian’s approach, the story above would be told as the ascent of the 
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“business as usual” and “battlespace” narratives at the expense of the “world apart” narrative (see 

also Kamis/Thiel 2015). 

States asserting their sovereignty in/over cyberspace is not seen as a good thing by a range of 

commentators. For instance, Slack argues “(t)he international community must secure digital borders 

without erecting walls that ultimately divide it to the detriment as one of the greatest wealth-creating 

and socially empowering inventions of our time” (Slack 2016: 74). This fear of the “fragmentation” or 

“Balkanization” of cyberspace is widely shared (Healey 2011, Glen 2014, Kamis/Thiel 2015, Mueller 

2015) although a wide-ranging review cautions against overly alarmist claims (Drake et al. 2016). 

In this paper, I argue that while cyberspace is becoming more territorialized, this does not necessarily 

imply risks of fragmentation and Balkanization. Ultimately, these claims rest on an outdated notion of 

territoriality, of the state as a national-territorial ‘container’. Drawing on recent literature from critical 

geography, I show that territory and borders should not be construed as static concepts but rather as 

fluid, adaptable practices. Territorialization should not be understood as drawing fixed and immutable 

boundaries, but rather as the process of defining, delimiting and inscribing space. Cyberspace is a 

prime example of new territorialities emerging, changing and being contested. We understand this 

process better by employing a more nuanced approach towards territory and sovereignty. 

In brief, my position is that states are not able to govern cyberspace but that they play an increasingly 

prominent role in the governance of cyberspace. This capability is partly due to the territorial 

sovereignty of the state in the ‘offline world’. States are the only institutions that can enact binding 

laws and guarantee property rights with legal force. But territorialization does not imply making 

sovereign claims, it represents a process that ‘fits’ the decentered problems of cyberspace into the 

territorial logic of the system of states and facilitates their governance by the state.  

This perspective is not without its antecedents in the cyberspace literature. Drawing on postmodern 

philosophers, Cohen argues that “(t)he cyberspace metaphor does not refer to abstract, Cartesian 

space, but instead expresses an experienced spatiality mediated by embodied human cognition. 

Cyberspace in this sense is relative, mutable, and constituted via the interactions among practice, 

conceptualization, and representation” (Cohen 2007: 210) Herrera notes that “(t)he notions of 

'cyberspace' and of the 'territorial state' are based on ideal types that verge on caricature” (Herrera 

2007: 68). Finally, Olson points out that the metaphors we use to describe electronic communications 

networks (as a space, a networked system, a highway) have legal and political repercussions (Olson 

2005). Turning this point on its head, it becomes obvious that deploying narratives, creating and 

inscribing spaces are exercises of power as well as an important source of power. 

Taking a critical approach to territoriality has several implications. First, territory is space controlled 

and shaped by power. It is not necessarily a physical space but can also be a social space. Neither is 

territorial control necessarily tied to sovereignty, even though the discipline of International Relations 

has the unfortunate tendency of conflating the two concepts (Agnew 1994). Second, the relationship 

of space and actors can be usefully compared to the agent-structure problem (Wendt 1987). Agents 

create and shape spaces; their actions are constrained by these same spaces. Space-making is an 

exercise of power (strategic agency) but even powerless actors have some degree of agency (tactical 

agency) even in a world not of their making (de Certeau 1988). Third, control does not imply absolute 

control or an equivalent of the monopoly of force, claiming control is already a meaningful act. Hence, 

territorialities can be negotiated and contested when competing claims emerge. 

For cyberspace, this means that the debate should not be about whether states are becoming more or 

less powerful or sovereign with the advent of cyberspace but rather how they adapt to the changing 

circumstances and new challenges (Herrera 2007: 68-69, Mueller et al. 2013: 100, Stevens 2015: 234). 
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Much is made of the prominent role of private actors in internet governance but states have become 

more active in the relevant arenas. This mirrors trends in the offline world where states have 

responded to complex transborder problems by pooling sovereignty and developing cooperative forms 

of governance (Thiel 2014: 223-224). Herrera (2007) argues that states are adapting in a twofold 

manner, by territorializing cyberspace and by deterritorializing themselves. Territorializing cyberspace 

means monitoring transborder cables, content filtering and tracking citizens’ internet usage. 

Deterritorializing statehood means cooperating with stakeholders from the private sector, global 

surveillance and the imposition of regulatory standards beyond national jurisdiction. In this approach, 

states encroaching on a supposedly borderless cyberspace is not a case of ‘colonizing the frontier’ but 

a redefinition of the space itself. States do not territorialize cyberspace by simply laying claim to pre-

existing space but by deploying new modes of spatiality that are different from traditional, offline 

territoriality. 

 

2. Debates about the State in Cyberspace 
This chapter reviews recent debates about the role of the state in regulating cyberspace, focusing on 

the opportunities and limitations of hierarchical control. It contrasts arguments about the possibility 

of exercising sovereignty in cyberspace and discusses ways for states to exert control over parts of 

cyberspace even in the absence of sovereignty. 

Many discussions start from a well-known approach to what cyberspace is – a global space that runs 

on a transnational network infrastructure. This description is then used to highlight a mismatch 

between the global/transnational character of cyberspace and the territorially bound regulatory 

spheres of nation-states (see, e.g., Gorr/Schünemann 2013: 39). Furthermore, the technical structure 

of the internet, characterized by redundancy and anonymity, is considered to make border controls 

unfeasible, lending data flows an ephemeral quality as they cross national borders (e.g., Thiel 2012: 

62-63). This latter point, long an article of faith in academic treatments, should be taken with caution. 

Revelations about the scope of mass surveillance conducted by intelligence agencies in the wake of 

the Snowden controversy, not to mention ‘outsourced’ data collection by private corporations have 

led to a reappraisal of the capabilities of the state. Data collection and analysis still is a challenge but 

data collectors are not limited to operating at national borders – infrastructural chokepoints (like 

undersea cables or ISPs) or individuals themselves (through the use of cookies or malware) make for 

much efficient collection sites. 

Cyberspace consists of two dimensions: the social space that emerges through the interaction between 

users and that is enabled through code, and the physical infrastructure that makes digital activity 

possible (Dunn Cavelty 2013: 108). Most of the discussion about the possibility of governing the web 

focuses on the first and is thus understandably critical of the state’s ability to regulate this emergent 

global space. However, the hardware infrastructure is clearly located in physical space and is therefore 

subject to territorial jurisdiction by states. While the infrastructure cannot be viewed in isolation from 

the social dimension, this does not imply that the infrastructure is somehow exempt from national 

control: “The integration of physical components of cyber infrastructure located within a State’s 

territory into the ‘global domain’ of cyberspace cannot be interpreted as a waiver of the exercise of 

territorial sovereignty” (Heintschel von Heinegg 2013: 126). Due to the man-made nature of the cyber 

domain and the geographic spatiality of the infrastructure, Dunn Cavelty even concludes that “the 

exercise of state power is relatively easy” (Dunn Cavelty 2015: 167), at least with respect to this 

physical aspect of cyberspace. 
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Although we should be careful about separating the social from the infrastructural dimension of 

cyberspace, the former clearly is a bigger challenge for regulatory attempts by the state. There are 

growing indications that this social space is increasingly becoming a political space as it grows in 

importance and ubiquity (Jayawardane et al. 2016: 66). However, cyberspace as a political space does 

not imply some kind of centralized political control. Deibert and Rohozinski rather liken it to “a 

gangster-dominated version of New York: a tangled web of rival public and private authorities, civic 

associations, criminal networks, and underground economies” (Deibert/Rohozinski 2010: 46). In this, 

cyberspace is comparable to parts of the offline world. 

But what is the nature of this political space? Heintschel von Heinegg considers it part of the “global 

commons”, i.e. those domains that exist beyond single territorial states and that feature some kind of 

common-pool resource. One implication would be that cyberspace could not be appropriated by states 

and that any sovereignty claim would be inadmissible (Heintschel von Heinegg 2013: 125-126). 

However, Franzese correctly points out that this is no intrinsic feature of the domain but itself the 

result of political decision-making processes. In his comparison of global commons regimes (the high 

seas, the Antarctic, outer space), he identifies five common features: “First, a global commons has a 

governing international treaty. Second, this treaty provides specific permissible uses and prohibitions 

of that global commons. Third, the global commons has boundaries and is definable. Fourth, nations 

have agreed to forgo, or at least leave unasserted in the case of the Antarctic, claims of exclusive 

sovereignty over any portion of the global commons. Finally, no single state is capable of controlling 

the global commons. In other words, a global commons is not the absence of sovereignty but rather 

the presence of a shared global sovereignty. With this understanding, categorizing cyberspace as a 

global commons is problematic because all five of these unique characteristics are not present with 

regard to cyberspace” (Franzese 2009: 17).  

A completely different approach sees cyberspace as a strategic domain. Decisionmakers and strategists 

in national militaries construct cyberspace as the “fifth domain of warfare” (after land, sea, air and 

space) (Manjikian 2010: 384-388, Dunn Cavelty 2015). Cyberdefense and cyberwarfare capabilities 

have seen rapid growth in many countries: “Armed forces, defence departments, and intelligence 

agencies all over the world have stressed the role of cyber in national defence over the years – and by 

reverse logic, their own role in cyberspace” (Fliegauf 2016: 79). In this view, cyberspace is an 

ungoverned space that states need to control to contain threats and to gain tactical superiority over 

their (state or non-state) rivals. 

 

2.1 Sovereignty in/over Cyberspace 
While the debate about the nature of cyberspace (well summarized in Manjikian 2010) will likely 

remain unresolved, there is the separate-but-related issue of what to make of the state’s attempts to 

regulate cyberspace. Most accounts of internet governance agree that while states did not engage in 

much regulation in the early days of cyberspace, they have become much more active in recent years 

both as unilateral actors and in multilateral/multi-stakeholder arrangements (see, e.g., Thiel 2012: 61-

62, Dunn Cavelty 2015: 167, Harnisch/Schünemann 2015: 195), although this does not necessarily 

diminish the great influence of private corporations in many aspects of internet governance 

(Deibert/Rohozinski 2010: 45). 

This literature frequently contains references to states asserting sovereignty in cyberspace. Many 

contributions contest whether state sovereignty is a meaningful concept when applied to cyberspace 

However, I argue that these arguments rest on simplified understandings of sovereignty that fail to 

capture the extent of state influence and that obscure particular instruments of governance that states 

deploy, especially the technique of territorialization. 
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To give but a few examples, Jayawardane, Larik and Kaul assert that “cyberspace is no longer the 

apolitical province of nonstate actors. Its power and ubiquity make it inherently political, and states 

increasingly seek to assert their sovereignty in this domain” (Jayawardane et al. 2016: 66). Slack agrees 

but cautions that “states need to assert sovereignty in cyberspace, but not too much of it” (Slack 2016: 

74) so as not to destroy the decentralized nature of the internet. Thiel warns against a “1-to-1 

projection of national sovereignty” (Thiel 2012: 66) that relies on metaphors and analogies to real-

world concepts like borders. There is a larger worry that the undue assertion of state sovereignty, 

typically understood as carving up cyberspace into separate territories, will lead to the ‘Balkanization’ 

or ‘fragmentation’ of the internet. Healey summarizes this scenario as follows: “It is possible that the 

collection of national firewalls and virtual borders would be enough to partition the current Internet 

so that, rather than being one global network, it would become fragmented like the telephone system. 

Each nation has full control over its own telephone lines and comes together, through the United 

Nations’ International Telecommunications Union, to agree on how to exchange international traffic” 

(Healey 2011: 113). Mueller (2015) sees cyberspace under threat from a sovereigntist agenda that 

seeks to establish state control over the internet. His position is that while sovereignty in cyberspace 

is possible, its implementation would destroy the internet as we know it. Similarly, Herrera (2007) – 

who provides one of the most nuanced accounts – is also worried about the implications of more state 

control. 

Mueller (2015) emphasizes the difference between sovereignty in cyberspace vs. sovereignty over 

cyberspace which echoes the dimensions of cyberspace as a social space and cyberspace as the 

technical infrastructure. The former means looking for a virtual equivalent of sovereignty that can be 

attained and defended with means that are inherent to cyberspace. The latter refers to real-world 

sovereign states projecting their capabilities into virtual spaces through controlling actors and/or 

infrastructure. For Mueller, sovereignty in cyberspace is an impossibility due to the distinctiveness of 

the space. Implementing analogies of territorial statehood would require a complete restructuring and 

reimagining of cyberspace by defining sets of spatial units that correspond to national borders and 

developing comprehensive national gateways at border crossings (Mueller 2015: 73). Within these 

national cyberspaces, the state would then have to exercise some kind of monopoly of violence to 

fulfill its claim to sovereignty. 

However, this perspective is too limited. While Mueller’s discussion of the technological implications 

are plausible, his argument rests on a rather traditional understanding of sovereign statehood. His 

approach takes Max Weber’s approach, focusing on the legitimate capability of the state’s institutions 

to enact binding laws within a clearly defined territory, and moves it to international politics, by 

highlighting the necessity of exclusive territorial spaces (Mueller 2015: 66-67). Thiel takes a similar 

angle when desciring the sovereign state as a “homogenously constituted and controlled space” (Thiel 

2012: 62). 

However, recent scholarship on the state points out the fragmented sovereignty and the complex 

processes of de- and reterritorialization of the state in an age of globalization and global governance. 

Hay and Lister (2006) offer a genealogy of the concept of the state that situates a Weberian 

understanding within a heterogenous mainstream of institutionalist, pluralist, Marxist/Gramscian and 

public choice theories. In recent decades, this mainstream has been challenged by feminist and 

poststructuralist (Foucauldian and discourse-analyst) approaches. The latter posit that the state does 

not exist per se but should be understood as an effect of power relations, and criticize the reification 

of the state as an actor in mainstream theories (e.g. Mitchell 1991, Bevir/Rhodes 2010). And even 

positivist research programs exhibit a more complex understanding of the state. Summarizing the 

results of a large-scale project on the reconfiguration of the “national constellation”, Leibfried and 
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Zürn (2005) show that the state is adapting to globalization even as the congruence of social space and 

the territorially organized political space that is institutionalized in the state dissipates.  

I will discuss the territorial aspect of this change in more detail later. For now, I conclude that absolutist 

or ideal-type understandings of sovereignty are not helpful. Today, sovereignty is routinely 

disassembled in political practice, some parts delegated to supra-state institutions (‘pooling’), some 

parts brought into cooperative governance arrangements while some areas are left for private forms 

of governance that operate underneath the shadow of hierarchy. Of course, this makes demands for 

popular sovereignty very complicated because who is the addressee of such a claim if the state 

becomes a fragmented institution? But even as the legitimacy of the nation-state (especially its 

democratic variant) is becoming contested, this should not blind us to the fact that the state is still able 

to be a meaningful actor in functional and organizational terms. However, it is fruitless to prolong this 

debate about the role of the state in terms of sovereignty, a rather inflexible and unhelpful term that 

has fallen out of fashion in academic discourse (if not in politics, where calls for data sovereignty or 

technological sovereignty resonate strongly). A more promising approach is to look for the ways and 

means that states exert control over cyberspace, without lionising this as some sort of sovereignty, 

partial or otherwise. 

 

2.2 Control in/over Cyberspace 
Control means being able to make the rules for a set of actors or a particular space. Control is exercised 

in hierarchical and non-hierarchical ways. The former corresponds to traditional understandings of 

power: giving orders, the ability to project force and punish transgressors, defending against rival 

claims. It also entails surveillance. According to Giddens (1985) and Scott (1998), collecting and storing 

information to make societies ‘legible’ is a major aspect of state formation and state control. This forms 

the basis of non-hierarchical modes of control, as Debrix (1999), drawing on the work of Foucault, 

argues. For Debrix, surveillance has a disciplining effect: “Privacy, selfishness, and individualist 

preferences are eliminated by the mere fact that the omnipresence of the controlling eye is a constant 

reminder that punishment is always possible. In such a universe of perpetual control and ubiquitous 

deterrence, bodies can be disciplined with a minimum of physical force (if any at all). They need not 

be tortured; simply, they are docile” (Debrix 1999: 269). Any form of governance requires discipline 

which derives from governmentality (Foucault 1991).1 

Keeping in mind this broad understanding of control, states exert control in/over cyberspace in a 

multitude of ways. These can be further disaggregated along two dimensions: first, the difference 

between the ‘offline world’ aspects of cyberspace and cyberspace as social space; second, control over 

technology versus control over actors (Deibert/Rohozinski 2010: 49-50). Deibert and Rohozinski (2010) 

provide several examples of state control, such as legal measures, informal requests made to data-

collecting private actors, outsourcing content control to private companies operating key 

infrastructure, just-in-time-blocking, patriotic hacking, targeted surveillance and malware. 

At the level of physical infrastructure, another obvious way of exerting control is limiting access to 

cyberspace. ‘Internet shutdowns’ have become a frequently used tactic by embattled governments 

during periods of political crisis (Gohdes 2016). This can also be pursued in a more fundamental and 

persistent way. A recent study by Weidmann et al. (2016) shows that ethnic groups that are excluded 

                                                           
1  The intersections of governmentality and territoriality in processes of state formation have been explored by 

several authors (Murdoch/Ward 1997, Le Meur 2006, Rose-Redwood 2006, Schueth 2012). 
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from political participation have significantly lower levels of internet penetration than other groups in 

society. 

States are also capable of regulating users’ behavior. First, “the rights of those sending and receiving 

information are determined largely by national legislation” (Saran 2016: 93). This becomes obvious 

when one focuses not on high-profile acts of law-breaking and resistance (e.g. software piracy) but on 

the everyday actions of internet users. E-commerce is dependent on a stable set of regulations of 

property rights, consumer rights, legal liabilities and so on. Going back to Foucault, the state also 

provides a framework of governmentality where the collection of information about users’ activities 

has a disciplining effect on their behavior. Stevens, in his study of intelligence agencies collecting data 

in MMORPGs, concludes that “(h)istorically, the events and processes outlined in this article will be 

regarded as another stage in the development of the hyper-surveillance state” (Stevens 2015: 243) 

State control is rarely exerted in a direct manner. Efforts that require an immediate application of the 

force of the law have thus far been of mixed effectiveness. It is difficult to prove deviant behavior in 

cyberspace with sufficient clarity to stand in a court of law. For instance, with ‘three-strikes’ policies it 

is usually not possible to prove that the copyright infringement in question had been committed by a 

particular person in a household. Laws regulating hate speech are only selectively enforced.  

This is why states engage in indirect forms of rule. Hansel (2013: 86-88) argues that rule through 

intermediaries is the preferred method of states. These intermediaries, usually large corporations that 

provide important services in cyberspace (e.g., Facebook, Google), are susceptible to state pressure 

because not complying with state demands represents a significant commercial risk to their operation. 

This is not limited to demands from powerful states, e.g. a U.S. law enforcement agency demanding 

backdoor access, but also from less powerful states. Even the largest internet corporations have local 

interests in countries like Thailand or Turkey and usually comply with state requests to block particular 

content or to give up account information to identify particular users. This can also have extraterritorial 

effects when intermediaries acquiesce to a demand in such a way as not to differentiate between users 

in different countries. For instance, most websites comply with the EU Cookie Directive, propagating 

this regulation even in countries outside of the European Union. 

States have also become much more active in the various fora where internet governance is 

negotiated. On the one hand, (some) states have demanded a stronger role for intergovernmental 

bodies in internet governance, expressed, e.g., in the Tunis Agenda. While this has not had a 

fundamental impact on the structure of internet governance, we have witnessed the creation of 

multiple state-dominated institutions, such as the Internet Governance Forum or ICANN’s 

Governmental Advisory Committee. On the other, states have tightened their oversight over private 

corporations who still represent crucial, if sometimes overlooked stakeholders (van Eeten/Mueller 

2013: 722, Slack 2016: 73). By reasserting its ‘shadow of hierarchy’ over privatized forms of 

governance, the state can exert control even without getting actively involved in the minutiae of 

governance. 

These indirect forms of control are one way for states to deal with the global nature of cyberspace-as-

space. Another, more subtle and only rarely discussed way is to territorialize cyberspace. Recent 

discussions about “digital” or “technological sovereignty” represent an example of this approach 

(Fliegauf 2016). These notions are beset with a range of practical problems but I suggest that we should 

treat this not as one more failed policy experiment of states to reassert dominance but as an extreme 

case of the more general phenomenon of territorialization. Territorialization means that cyberspace is 

demarcated and treated as a space or set of spaces under the formal or informal control of some actor, 

not that these spaces correspond to borders in the offline world in some immediate fashion. 
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Control can be non-exclusive and overlapping. In other words, a user may have to follow rules 

established by multiple actors within the same space and for the same activity. For instance, file-

sharing can fall under different national legislations depending on the physical presence of the user 

and the computers/servers involved. Control also does not imply sovereignty. The degree of control is 

not a criterion, and sometimes claims for control can be contested. 

My understanding of territory and control is based on a critical approach to space and geography which 

I will elucidate in the next section before I discuss this idea in more detail. This approach can be 

compared to the idea of “regulatory space” from political economy and governance research which 

uses a spatial metaphor to discuss the reach of a particular policy measure across borders, levels and 

policy fields (Lange 2003, Varone et al. 2013). 

 

3. Territory and Cyberspace 
A substantial chunk of the literature on cyberspace focuses on internet governance. And even though 

spatial metaphors like cyberspace are frequently used therein (Wagner/Vieth 2016), researchers have 

paid scant attention to territorialization (for an overview of the current state of research, see DeNardis 

2012, van Eeten/Mueller 2013, Hofmann et al. 2016). And even when this terminology is used, it 

follows the narrative of ‘states asserting their sovereignty and carving up the internet’ discussed above. 

For instance, Glen warns of “a longer term trend that sees some governments attempting to 

territorialize cyberspace, increasingly placing domestic controls on the Internet, and demanding 

sovereign rights over the technology” (Glen 2014: 651). 

 

3.1 ‘Territory’ in Cyberspace Literature 
Taking a closer look what meaning is ascribed to terms like ‘territory’ in the literature on cyberspace 

and internet governance, we first have to deal with the connotations of the term cyberspace itself. 

Definitions of cyberspace refer to an environment that is based on data storage and exchange via 

electronic networks. As such, it is based on physical hardware, code and social interactions which 

jointly create an emergent place in which these activities happen (Slack 2016: 70). Cyberspace is not a 

static environment, but a dynamic and evolving domain whose parameters shift with each new 

innovation (Deibert/Rohozinski 2010: 45). 

The ‘traditional’ (inasmuch such terminology makes sense with respect to cyberspace) position was 

that cyberspace was a space distinct and separate from ordinary physical space, and that there is very 

little that the offline world can do about it. As Herrera puts it, “(t)he commonplace assumption is that 

cyberspace is a great ‘no place’” (Herrera 2007: 67). Wagner and Vieth (2016: 214) point out how this 

connotation of cyberspace as a land of freedom draws on earlier terminology of ‘cybernetics’ which 

carried an emancipatory promise. They go on to say that with libertarian ideals becoming more 

marginalized, the term cyberspace is slowly falling out of fashion. The underlying assumption of a 

separate space is becoming harder to sustain in an age of constant connectedness and ubiquitous 

computing (Wagner/Vieth 2016: 215). Yet as much as their argument that cyberspace and real space 

were never distinct is compelling, speaking about cyberspace is still useful since powerful actors, i.e. 

states, are treating cyberspace as a separate space that is ripe for territorialization. The “Neuland” 

metaphor is clear evidence of this. 

Furthermore, speaking of cyberspace has had effects on the governance of the Internet. Many scholars 

have pointed out the power of narratives and metaphors (e.g. Saco 1999, Cohen 2007, Manjikian 2010, 

Dunn Cavelty 2013, Kamis/Thiel 2015). Olson (2005) shows that the ‘cyberspace as place’ metaphor 
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(instead of a public utility approach, e.g. ‘cyberspace as phone network’ or as ‘superhighway’) has had 

legal ramifications. Courts used this metaphor as the foundation for judgments that allowed for private 

ownership over parts of cyberspace, leading to the “propertisation of the internet” (Olson 2005: 12, 

see also Manjikian 2010: 389). The same place metaphor also makes possible the territorialization of 

ungoverned space by security-minded state officials. 

And yet, enthusiasts and detractors of the cyberspace metaphor are both guilty of not fully engaging 

with the supposed spatiality of the object they refer to. Many authors either explicitly or implicitly rely 

on ‘container’ notions of the territorial state – a hard shell separating it from other states with its inside 

filled with the unrivalled and hierarchically organized power of the state (examples are Thiel 2012, 

Gorr/Schünemann 2013, Heintschel von Heinegg 2013, Mueller et al. 2013, Mueller 2015). From this 

perspective, space is something static that other things happen in. To be fair, such a way of thinking 

about space is hardly unique to discourses about cyberspace and even has some prominent 

antecedents, such as Giddens who referred to the nation-state as a ‘power container’ (Giddens 1985: 

12-13, for a critical discussion see Taylor 1994, Taylor 1995). The social sciences have been variously, 

and rightfully accused of “methodological nationalism” (Adamson 2016), “embedded statism” (Taylor 

1996) and of being stuck in a “territorial trap” (Agnew 1994). 

But we can, and should, do better than that. ‘Container thinking’ overlooks many interesting things 

that actors can do with space, in particular the kind of power that they can derive from being able to 

define and shape spaces. Accordingly, the ‘container’ notion has been subject of a sustained critique 

from critical geographers for at least two decades (e.g. Elkins 1995, Taylor 1995). They argue that the 

notion of the hard-shelled state is outdated in an age of globalization, transnational flows and global 

governance – if this ever was an appropriate concept. Indeed, this critique had already been articulated 

by Herz (1957) who argued that the development of the atomic bomb had fatally undermined the 

compactness and impermeability of the modern nation-state. It seems more fruitful to think about 

territories “as social processes in which social space and social action are inseparable. Territories are 

not frozen frameworks where social life occurs. Rather, they are made, given meanings and destroyed 

in social and individual action. Hence, they are typically contested and actively negotiated” (Paasi 2003: 

110). 

Such a way of thinking about space is hardly alien to the literature on cyberspace. I will briefly discuss 

two examples, by Cohen and Herrera, how we can think differently and more usefully about territory 

in cyberspace. Drawing on postmodern theorists, Cohen argues that “adherents of the ‘cyberspace’ 

metaphor have been insufficiently sensitive to the ways in which theories of cyberspace as space 

themselves function as acts of social construction” (Cohen 2007: 210). For her, space is that something 

that is experienced and that exists in human interaction. Accordingly, she argues that cyberspace is 

mutable and that “(t)he important question is not what kind of space cyberspace is, but what kind of 

space a world that includes cyberspace is and will become” (Cohen 2007: 213). In other words, her 

focus is on how embodied space is changed through the emergence of cyberspace, not as a separate 

sphere but as part of the lived experience of people. 

Herrera takes a less theoretically weighty approach that is closer to the mainstream discussion. He 

challenges notions of the state encroaching on some virgin cyber-territory by arguing that there two 

simultaneous processes at work: “the territorialisation of cyberspace and the deterritorialisation of 

state security” (Herrera 2007: 68), which he views as one particular instance of the more general 

process of state transformation in response to globalization. He castigates the literature for using 

unrealistic ideal-types of ‘cyberspace’ and the ‘territorial state’. The ‘cyberspace’ caricature, first, 

obscures the multiple linkages of virtual and real space, like the territorial clustering of IP addresses 

and the physical locations of infrastructure chokepoints like backbones and undersea cables. Second, 
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the ‘territorial state’ caricature overlooks how the territorial system of states “has always allowed for 

certain ambiguities, paradoxes, and twists of the paradigm that served the purposes of international 

actors - examples are Antarctica, agreements governing global communications, and conventions that 

establish embassies as extraterritorial territory” (Herrera 2007: 68). This argument can be extended 

further with reference to those deterritorialized forms of governance that states routinely engage in 

when trying to regulate complex cross-border issues. This might be incompatible with a ‘container’ 

approach to territorial statehood but these are everyday forms of action for postmodern states. 

Furthermore, given “the internet as a socio-technical system has developed along state-centric lines, 

and due to the sunk costs associated with its development trajectory, it is unlikely that its topology will 

be undone. It is a simple matter for states to control the flow of information in and out of their 

territories, especially if, as in most of the developing world, the government owns the backbone” 

(Herrera 2007: 84).  

These two contributions show the kinds of questions that can be asked once we start to take territory 

seriously. Unfortunately, the impact of both publications has been limited, with Herrera’s book chapter 

being cited only 15 times. Cohen’s article was cited more often (170 times according to Google Scholar, 

both as of 19 September 2016) but mostly in legal and cultural studies outside the internet governance 

literature that I surveyed above.  

 

3.2 Towards a Critical Understanding of Territory in Cyberspace 
Taking a critical perspective to different understandings of cyberspace reveals that these are not only 

competing metaphors, narratives, visions and discourses but that each of these is at the same time an 

attempt at space-making. By defining cyberspace and inscribing it with particular characteristics and 

meanings, actors advance their political positions. Such an approach also contains an anti-essentialist 

position, in that it rejects claims to an immutable and intrinsic character of cyberspace. 

In this section I will lay out an alternative understanding of territory and territorialization to better 

understand processes of ‘space-making’ in the governance of cyberspace. Drawing on literature from 

critical geopolitics, I will lay out a broader conception of territory than the ‘container’ approach that is 

still prevalent in the cyberspace literature. In particular, I will focus on territorial practices. 

A few notes on terminology: Territory, as defined by Paasi (2003) above, is the momentary result of 

social processes. This is based on an understanding of space not as naturally given but as the product 

of active social construction. According to critical geography, spaces are the result of social 

construction and constrain/facilitate future actions. In other words, spaces exist in an interdependent 

relationship with social action but have a separate ontological status (Agnew/Corbridge 1995: 79). 

Territory is a space that has been claimed, whose shape has been defined but which may also be 

contested (Cox 2002: 1). In other words “territories are always manifestations of power relations [and, 

D.L.] require perpetual public effort to establish and maintain” (Paasi 2003: 111). 

Territoriality, then, is “the attempt by an individual or group to affect, influence, or control people, 

phenomena, and relationships, by delimiting and asserting control over a geographic area” (Sack 1986: 

19). It is behavior that defines, reifies and controls space in the pursuit of an actor’s interests 

(Lövbrand/Stripple 2006: 218). Territoriality has three crucial aspects: First, a “classification by area” 

(Sack 1986: 21). Second, territorial claims must by communicated, e.g. through boundary markers. 

Third, territoriality also implies an attempt to exert control. As Blacksell puts it, „successfully 

proclaiming exclusive control goes a long way to legitimising it. Examples of the truth of the old adage 

‘possession is nine-tenths of the law’ are never hard to find“ (Blacksell 2006: 20).  
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Territorialization, finally, denotes the process by which ‘empty space’ is brought under control of some 

actor. As the process of establishing territoriality, territorialization contains all aspects thereof. In other 

words, the territorialization of a space must contain a classification by area, it must be clearly 

communicated and the actor must attempt to establish control over the area.  

Taken together, this leads us to a new appreciation of territory. Brighenti sums it up well: “(T)erritory 

is better conceived as an act or practice rather than object or physical space” (Brighenti 2010: 53). He 

argues that we should analyze how actors and technologies produce territory. This offers a new 

direction for research on cyberspace because it allows for a more fluid understanding of territories 

that is sensitive to the mutual constitution of agent and structure. Thinking about territorial practices 

in cyberspace allows us to ask how practices constitute spaces and these spaces impact future 

practices.2 

In my understanding of practice I follow the definition offered by Adler and Pouliot: “practices are 

socially meaningful patterns of action, which, in being performed more or less competently, 

simultaneously embody, act out, and possibly reify background knowledge and discourse in and on the 

material world” (Adler/Pouliot 2011: 4). They identify five elements of practice: (1) practices are 

performative, (2) practices follow regular patterns without determining behavior, (3) practices are 

interpreted and understood in terms of social relations, (4) practices depend on background 

knowledge that gives them a particular purpose, and (5) practices link discourses with the material 

world because the discourses give meaning to the act (Adler/Pouliot 2011: 6-7). 

So what can be considered a territorial practice? For the purposes of this paper, I define territorial 

practices as those practices whose performance has spatial aspects, who are aimed at delimiting a 

space and giving it meaning, and who contain some exercise of power. Territorial practices can a priori 

be performed by any actor although the most obvious examples of territorial practice are those of the 

state.3 

Based on suggestions from Blacksell (2006: 21-27) and Vollaard (2009) I suggest the following 

taxonomy of state territorial practices: 

1. Reification of a territory, e.g. on maps, as a statistical category, in art 

2. Communication of territorial control through symbols and boundary-markers 

3. Regular displays of power, e.g. through patrols, policing, taxation, law-making, surveillance 

4. Integration of the territory, i.e. connecting center and periphery 

The first three of these practices can be easily translated to virtual spaces. The fourth, the integration 

of the territory, rests on a geographic assumption of distance between the capital and the periphery 

that limits a state’s capacity for force projection. Given that virtual space does not share these physical 

contraints, this practice is not relevant for our discussion of cyberspace. 

 

3.3 Territorializing Cyberspace, Deterritorializing Statehood 
What do states do to gain control over cyberspace? In this chapter, I review control techniques that 

have a spatial component and can thus be considered territorial practices. I follow Herrera’s assertion 

that states are responding to the challenge of governing cyberspace by 1) partly territorializing 

                                                           
2  Wagner and Vieth (2016: 219-220) also call for a practice-oriented approach to the study of the cyber 

phenomenon. 
3  For examples of territorial practices by commercial actors see Drake, Cerf and Kleinwächter (2016: 49-58). 
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cyberspace and 2) partly deterritorializing themselves (Herrera 2007). I will mainly discuss the former 

and only talk briefly about the latter. 

When speaking of the territorialization of cyberspace, we need to be mindful of the two dimensions 

of cyberspace, the infrastructure and cyberspace-as-space, and their linkage. Control can be exerted 

in either of these dimensions. The intertwined nature of these dimensions makes it possible to attach 

actions in cyberspace to specific locations in the offline world, for instance via the location of the server 

or of the Internet Service Provider. The spread of geolocation technology offers an even more precise 

way of determining the real-world location of individual users. Rose-Redwood (2006) argues that “geo-

coding” was a fundamental prerequisite for the development of biopower in the emergence of the 

modern state, and it is not hard to see the analogy for cyberspace here. 

DeNardis (2012: 726-729) shows that states have multiple tools at their disposal to exert control over 

internet users and cyberspace. In traditional, hierarchical terms, legal measures are still the most 

obvious way. ‘Three-strikes’ laws, domain name seizures, regulation of property rights and data 

protection laws are some of the many examples here. Of course, there is a difference in enacting a law 

and actually implementing it but the law is still the state’s prerogative. Furthermore, states can get 

access to infrastructure (cables, servers etc.) located on their territory. “Indeed, wherever our data 

passes through cables or servers that are bolted to a particular country’s territory, it is vulnerable to 

that government’s control” (Woods 2015). And there are multiple deterritorialized ways of exerting 

control that I will discuss in more detail towards the end of this chapter.  

The forms of control, or techniques, that I discuss contain several of the territorial practices mentioned 

above (reification, communication, display of power). Therefore, it does not make sense to typologize 

techniques according to their territorial connotations. Instead, I will present them one by one and 

show which territorial practices they contain.4 

Country-code Top-Level Domains (ccTLDs) are an instance where states have articulated sovereignty-

based arguments to legitimize their claims for control. The process by which control over ccTLDs 

(sometimes to government agencies, sometimes to private actors) was assigned was subject to 

political controversies. Even the very existence of ccTLDs ran counter to the functionalist logic that 

generic TLDs were supposed to have (Harnisch/Schünemann 2015: 196-197). Mueller (2015: 77) has 

argued that the ccTLD is mainly semantic but Harnisch and Schünemann (2015: 197) rightly counter 

that symbols and signs are perfectly capable of having real effects. And this is precisely the territorial 

effect: ccTLD reify the idea of a ‘national space’ by connecting a (virtual) domain to a symbol of 

territorial states. They also serve a communicative purpose: any actions users undertake in a ccTLD 

falls under the national legislation of this country. 

Content control and censorship are a territorially delimited display of power and depend on 

jurisdictional clarity. When objectionable material (like child pornography, hate speech or political 

propaganda) resides on a server over which a country claims jurisdiction, it can demand the removal 

of said material. When the material is outside the country, it can still try to prevent users from 

accessing the material while in-country (Franzese 2009: 13). Whereas the first principle, jurisdiction by 

server location, maps to offline territory, the latter, jurisdiction by origin of user, creates a mess of 

overlapping jurisdictional spaces. Large content providers like Youtube, Twitter and Facebook have to 

                                                           
4  In addition to the techniques below, one might ask about mapping cyberspace as a territorial practice. 

Indeed, historically cartography has been an important technique of state building, reifying the state through 
its visual representation (Strandsbjerg 2010, Branch 2014). However, there are few instances of governments 
engaging in the mapping of cyberspace (Cohen 2007: 237-239, Mason 2015). 
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comply with national laws of all of their users and offer content that differs from country to country 

(geoblocking). 

Drake, Cerf and Kleinwächter detail the manifold ways how governments are able to exert control over 

content. The first generation of techniques was based on “filtering cross-border information flows, e.g. 

by continuously blocking servers, domain names, IP addresses, or keywords via filtering software or by 

inserting instructions into choke point routers at international gateways or among ISPs” (Drake et al. 

2016: 34). This was later supplemented by legal instruments like takedown notices, the application of 

speech restrictions, or the forced registration of bloggers, and more recently, through counter-

information techniques to discredit opponents. Schulze (2016: 178-180) adds that while these are 

popular techniques for authoritarian governments to stifle dissent they are no less frequently used in 

democratic countries (see also Wagner 2014, Wagner 2016). 

National firewalls are one of the best-known ways for governments to both communicate their 

territorial claim and to display power within the bounded space. These firewalls combine a range of 

filtering mechanisms like IP blocking and keyword searches to censor discussion of sensitive topics and 

deny access to websites deemed subversive. The ‘Great Firewall of China’ is the best-known example 

but other countries have developed, or are developing similar systems of censorship. 

Data localization laws (or data sovereignty laws) have also become very popular in recent years.5 These 

laws mandate “that certain types of data collected in a particular country be stored and/or processed 

within that country” (Bowman 2015) and regulate which companies are allowed to manage these kinds 

of data based on whether the corporation falls under national jurisdiction. This practice reifies the 

national territory in cyberspace by discriminating against data flows that are deemed ‘transborder’. It 

also represents a pretty substantial display of power based on a territorial logic, i.e. the proscription 

of transborder movement of data, local storage of data and denial of access to non-local actors. 

In the domain of military security, many states have also started their development of cyber 

capabilities (for a recent overview see Dunn Cavelty 2013). In many countries, cyberspace has been 

recognized as a domain of warfare, not least in Germany where the Bundeswehr has accompanied the 

announcement of a cyber capabilities division with a large-scale ad campaign with the slogan 

“Germany’s security is being defended in cyberspace” (for details see Meister 2015, Wagner/Vieth 

2016: 217-218). And while the ad campaign was intended to recruit skilled personnel for these new 

tasks, it also had the effect of communicating a national security presence in those parts of cyberspace 

that are designated as somehow belonging to Germany. In addition, states have long developed 

capabilities to deal with cybercrime, cyber-espionage and cyberattacks. These are more operationally 

important than the cyberwarfare capabilities who are (at least until now) more useful for deterrence 

and defence than for offensive operations. All of these kinds of cyber-security rely on territorial 

analogies, for instance through the identification of national infrastructure which must be protected 

against external intrusion and attack. 

Finally, internet ‘kill switches’ are the ultimate display of power. Being able to shut off the entire 

national internet, or parts thereof, for extended periods of time demonstrates the capability of the 

state. And while this is clearly a tactic of last resort, there have been shutdowns lasting several days 

or, in the recent case of Gabon, a daily ‘internet curfew’ between 7pm and 7am that has been upheld 

for several weeks. Worryingly, Gohdes (2016) shows that internet shutdowns are becoming more 

frequent, especially in authoritarian and semi-democratic countries that wish to disrupt the 

                                                           
5  Although it should be noted that, at least in part, this technique draws on long-running disputes about data 

protection which gained additional political salience in the wake of the Snowden revelations (Drake et al. 
2016: 39-42).  
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mobilization of the opposition. Shutting off a country’s internet is a costly and highly visible measure 

but it requires a high level of control over crucial resources. 

This brief review should make clear that states employ a range of territorial practices to undergird their 

claims for control of cyberspace (or parts thereof). States territorialize cyberspace to make control 

possible (e.g. by delineating the scope of national jurisdiction) but also use territory as a source of 

power which is leveraged for control over users. Power begets space and space begets power. 

The point I wish to make is twofold: First, the internet is already much more territorialized than we see 

on the surface. Simplistic understandings of the territorial state and misleading analogies of virtual 

borders obscure the extent to which power is exerted through and over virtual territory. This means 

that the internet was never as ‘lawless’ as it is frequently portrayed and the techno-libertarian utopias 

were always wishful thinking. Of course, controlling cyberspace is technologically demanding but the 

territorial state has been very capable of developing the necessary capacities. Instead of being 

undermined by the transnational spatiality of the internet, the state is asserting its territoriality onto 

cyberspace. And instead of losing control, it may well be argued that the state is actually gaining power 

through new capacities of surveillance and governmentality that are made possible by electronic 

networks. 

Second, the implications of this territorialization are not (yet) as drastic as fears of a ‘Balkanization’ or 

‘fragmentation’ of the internet claim. This is because territorialization does not imply hard borders and 

a monopoly of force as traditional understandings of sovereignty imply. Instead, some of the territorial 

practices above have been with us for some time, e.g. national regulation of content as well as issues 

of data protection, without breaking the internet. This is not to say that these scenarios are impossible. 

For instance, if Russian and Chinese proposals of “cybersovereignty” and “national Internet segments” 

are adopted, even the otherwise cautious Drake, Cerf and Kleinwächter (2016: 46) warn that this would 

have a deleterious effect on the internet. But at the moment, it is unclear that these proposals have a 

chance of being translated into practice. 

This assessment is partly based on the assumption that the territorialization of cyberspace is not the 

only process going on. In line with Herrera’s claim of the partial deterritorialization of the state, Stevens 

argues that “governments―or, more properly, their many parts with responsibility in this field―detect 

shifts in state and nonstate uses of ICTs and seek new organizational modalities through which to 

extend governance over the Internet, not least through forms of networked governance that may 

themselves eventually alter the nature of the state” (Stevens 2015: 234).6  

I have discussed several governance mechanisms which the state utilizes to exert control over 

cyberspace. One is rule through intermediaries, another is for the state to become active in governance 

fora. Mueller, Schmidt and Kuerbis provide evidence from the field of cyber-security that illustrate 

these strategies. In their case studies of routing security and response to a botnet, they argue that 

networked governance is the most effective and probably the only politically acceptable way to deal 

with these issues, and that states are active participants without attempting to transform governance 

into more hierarchical modes: “states are adapting to networked governance not by asserting direct, 

hierarchical control over it, but by inserting themselves into the technical and operational networks 

and attempting to shape standards and practices in a multistakeholder environment” (Mueller et al. 

2013: 100). Similarly, Drake et al. (2016: 35-37) detail how states have normalized e-commerce into 

                                                           
6  The discussion about the deterritorialization of the state has been taking place elsewhere, with limited 

progress. The soft version of this thesis is that there are new forms of governance, that these are becoming 
more widespread and that this entails a transformation of the sovereign state. The hard version, which I don’t 
want to go into, holds that this will seriously undercut the state’s role as a meaningful political authority 
(Lambach 2015). 
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existing frameworks of global economic regulation and trade policy that are dominated by horizontal 

forms of governance. 

Another aspect of state deterritorialization is the globalization of surveillance capabilities. Of course, 

collecting intelligence abroad has always been part of a state’s purview but there were always legal 

and political differences between foreign and domestic spying. It can be argued that this barrier is 

eroding. Intelligence agencies collect data in bulk through a range of different mechanisms which make 

the foreign/domestic diffentiation difficult, if not wholly fictitious. 

I do not wish to imply that these examples of state deterritorialization are evidence that the state is 

disappearing, weakening or being undermined. My position is that these forms of deterritorialization 

represent a transformation of statehood that is nothing special for the (post-)modern state. The 

territorial aspects of statehood are not disappearing. States retain their territorial aspects and the 

powers they derive therefrom and develop other, less place-bound capabilities. Importantly for our 

case, states approach non-territorialized spaces similarly, as a ‘land of opportunity’ and a source of 

threats that is best brought under control. Where such control can be established in an effective and 

cost-efficient manner, states will do it themselves; where this is not possible, they will establish or join 

horizontal mechanisms of governance. 

 

4. Conclusion 
In this paper, I have argued that we should approach debates about the present and future of 

cyberspace with a more nuanced understanding of space and territory. Previous discussions tended to 

rely on a very classical understanding of the state as a ‘power container’ that exerts absolute power 

within its clearly circumscribed sphere of action. This view, which Herrera calls a “caricature” of the 

territorial state (Herrera 2007: 68), is badly outdated. The state has adapted to the challenges of 

globaliation by partly deterritorializing itself without jettisoning its territorial aspects. This is evident in 

the literature on internet governance which details the many ways in which states get engaged. They 

sometimes use their traditional hierarchical mode of governing but for more complex issues states are 

perfectly capable of integrating themselves into horizontal governance architectures. 

While states have adapted themselves to the challenge at hand, they also transform the challenge into 

forms they can better deal with. The territorialization of cyberspace is a prime example of this. 

Transborder, transnational and translocal issues are fitted into a territorial logic by attaching them to 

physical locations and by drawing new boundaries or reasserting old ones. In this way, cyberspace is 

changed from a “no place” (Herrera 2007: 67) to something that is not a mirror of the real world but 

an analogy that is governed by similar principles of bounded space. It is important to note, though, 

that this does imply a renaissance of the hard-shelled territorial state in cyberspace, a concern that 

underlies many discussions about the Balkanization of the internet. Instead, the kind of 

territorialization occurring in cyberspace is a much more complex phenomenon: spaces of control are 

sometimes overlapping and frequently being renegotiated and contested, and control is much more 

about symbols and surveillance than about shows of force. My point is that we should focus on the 

territorial practices of states (and other actors, although I have not talked about them in this paper) 

rather than relying on old ideas about what territory means. 
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