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Abstract: Privacy is a software quality that is closely related to security. The main difference is1

that security properties aim at the protection of assets that are crucial for the considered system, and2

privacy aims at the protection of personal data that are processed by the system. The identification3

of privacy protection needs in complex systems is a hard and error prone task. Stakeholders whose4

personal data are processed might be overlooked, or the sensitivity and the need of protection5

of the personal data might be underestimated. The later personal data and the needs to protect6

them are identified during the development process, the more expensive it is to fix these issues,7

because the needed changes of the system-to-be often affect many functionalities. In this paper, we8

present a systematic method to identify the privacy needs of a software system based on a set of9

functional requirements by extending the problem-based privacy analysis (ProPAn) method. Our10

method is tool-supported and automated where possible to reduce the effort that has to be spent11

for the privacy analysis, which is especially important when considering complex systems. The12

contribution of this paper is a semi-automatic method to identify the relevant privacy requirements13

for a software-to-be based on its functional requirements. The considered privacy requirements14

address all dimensions of privacy that are relevant for software development. As our method is15

solely based on the functional requirements of the system to be, we enable users of our method to16

identify the privacy protection needs that have to be addressed by the software-to-be at an early17

stage of the development. As initial evaluation of our method, we show its applicability on a small18

electronic health system scenario.19

Keywords: privacy; privacy pequirements; privacy analysis; requirements engineering;20

computer-aided software engineering21

1. Introduction22

Privacy is a software quality that is closely related to security and that is gaining more and more23

attention in the public. Security is in general concerned with the protection of assets that are important24

in the context of the considered system against malicious attackers that want to get access to the assets,25

influence the content of the assets or affect the assets’ availability. In contrast, privacy is concerned26

with the protection of personal data1 against malicious but also unintended processing, disclosure,27

or alternation. Such events may even be caused by the end-users themselves due to insufficient28

privacy awareness, or due to a lack of controls. Hence, privacy includes security properties that29

1 For personal data, we use the following definition of the European Commision [1]: “’personal data’ means any information
relating to a data subject”. Throughout the paper, we use the terms personal information and personal data synonymously.
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are limited to the protection of personal data as assets, but the protection needs of these contained30

security properties are not limited to attackers with malicious intentions. Additionally, privacy31

aims at increasing the awareness of users concerning how their personal data is processed by the32

considered system. The need for security protection is more obvious to companies than the need for33

privacy protection, especially if the personal data are not the relevant assets. Additionally, companies34

do not see the benefit of increasing the awareness of end-users if end-users’ personal data are the35

central asset in the system. This is, because increasing the awareness may lead to the situation that36

end-users provide less personal data. This leads to the situation that companies often underestimate37

the value of a thorough consideration of privacy during software development. But the costs caused38

by data breaches increased over the last years in all countries all over the world [2,3]. This entails39

that end-users lose trust in service providers that handle their data, and call for more transparency40

on how their data is processed [4]. A systematic privacy analysis of the system-to-be (software to be41

developed) can prevent the occurrence of data breaches and can provide means to identify how and42

about what kinds of data processing end-users have to be informed.43

The above mentioned end-user concerns already show that the software quality privacy is44

not limited to the protection of data to prevent data breaches. Privacy also aims at increasing the45

awareness of end-users about how their data is handled and to empower them to keep the control46

over their data. Hansen et al. [5] propose six protection goals for privacy engineering. These are47

the three classical security goals confidentiality, integrity, and availability, as well as the protection48

goals unlinkability, transparency, and intervenability. In comparison to the classical security goals49

and unlinkability, transparency and intervenability got less attention in research as we found out50

during a systematic literature review [6]. Transparency is concerned with increasing the awareness of51

end-users by informing them about how their data is processed. Intervenability is about empowering52

end-users by providing means to them to control how their data is processed. In this paper, we53

consider all six protection goals for the identification of privacy requirements.54

A privacy analysis especially for complex systems is a hard and error prone task. The privacy55

analysis should be integrated into the development process as proposed by Cavoukian’s privacy56

principles [7]. This integration shall lead to a reduction of the effort that has to be put into the57

privacy analysis. Additionally, it shall lead to the detection of privacy issues at the earliest stage58

possible. The existing methods for privacy requirements engineering provide only little support for59

the identification of privacy requirements and lack of tool support that automates the identification60

of privacy requirements (cf. Section 10). In order to handle complex systems, more guidance and61

automation is needed to systematically identify the privacy requirements that have to be satisfied by62

the system at hand.63

In this paper, we present a method to systematically derive privacy requirements from a set of64

functional requirements represented as problem diagrams [8]. The proposed method is an extension65

of the Problem-based Privacy Analysis (ProPAn) method [9]. This extension adds the possibility66

to identify and validate privacy requirements in a systematic way, based on a set of functional67

requirements. To reduce the effort to perform our method, we extended the ProPAn tool2 to provide68

as much automation as possible for the identification, generation, and validation of the privacy69

requirements. Based on our initial evaluation, we expect that our method supports its users to70

perform as complete and coherent privacy analyses as possible with a reasonable effort even for71

complex systems.72

Our paper is structured as follows. Section 2 introduces an electronic health system scenario73

that we use as a running example throughout the paper. Section 3 discusses the relevant parts of74

the problem frames approach as background of this paper. Section 4 provides an overview of our75

method, and Sections 5, 6, 7, and 8 provide the details of the four steps of our method. Our tool76

2 available at http://www.uml4pf.org/ext-propan/index.html
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support is described in Section 9. Section 10 discusses related work, and Section 11 concludes the77

paper and provides future directions.78

2. Running Example79

We use a subsystem of an electronic health system (EHS) scenario provided by the industrial80

partners of the EU project Network of Excellence (NoE) on Engineering Secure Future Internet Software81

Services and Systems (NESSoS)3 to illustrate our method. This scenario is based on the German health82

care system which uses health insurance schemes for the accounting of treatments.83

The EHS is the software to be built. It has to manage electronic health records (EHR) which are84

created and modified by doctors (functional requirement R1) and can also be browsed by doctors85

(R2). Additionally, the EHS shall support doctors to perform the accounting of treatments patients86

received. The accounting is based on the treatments stored in the health records. Using an insurance87

application it is possible to perform the accounting with the respective insurance company of the88

patient. If the insurance company only partially covers the treatment a patient received, the EHS89

shall create an invoice (R3). The billing is then handled by a financial application (R4). Furthermore,90

mobile devices shall be supported by the EHS to send instructions and alarms to patients (R5) and91

to record vital signs of patients (R6). Finally, the EHS shall provide anonymized medical data to92

researchers for clinical research (R7).93

3. Background94

Problem frames are a requirements engineering approach proposed by Jackson [8]. The95

system-to-be (called machine) and its interfaces to the environment, which consists of domains, are96

represented in a context diagram. Jackson distinguishes the domain types causal domains that comply97

with some physical laws, lexical domains that are data representations, biddable domains that are98

usually people, and connection domains that mediate between two domains. Additionally, Jackson99

distinguishes between given domains that already exist in the environment of the machine and100

designed domains that are part of the system-to-be and whose behavior and structure can be defined101

by developers of the machine. The problem to be solved by the machine is decomposed until102

subproblems are reached which fit to problem frames. Problem frames are patterns for frequently103

occurring problems. An instantiated problem frame is represented as a problem diagram. A problem104

diagram visualizes the relation of a requirement to the environment of the machine and how the105

machine can influence these domains. A requirement can refer to and constrain phenomena of106

domains. Phenomena are events, commands, states, information, and the like. Both relations107

are expressed by dependencies from the requirement to the respective domain annotated with the108

referred to or constrained phenomena. Connections (associations) between domains describe the109

phenomena they share. Both domains can observe the shared phenomena, but only one domain has110

the control over a phenomenon (denoted by a “!”).111

We use the UML4PF-framework [10] to create problem frame models as UML class diagrams112

enriched with stereotypes. All diagrams are stored in one global UML model. Hence, we can113

perform analyses and consistency checks over multiple diagrams and artifacts. The context diagram114

(in UML notation) for the EHS is shown in Figure 1. The context diagram shows that the machine115

EHS (class with stereotype «machine») contains the designed domains Invoice and EHR (classes with116

stereotype «designedDomain»). All other domains in the context diagram are given domains. As given117

domains, we have the four causal connection domains FinancialApplication, InsuranceApplication,118

MobileDevice, and ResearchDatabaseApplication that represent devices or existing applications that are119

used by the EHS, and the three biddable domains Patient, Doctor, and Researcher that represent120

people that (indirectly) interact with the EHS. The EHS is directly or indirectly (through connection121

3 http://www.nessos-project.eu/
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domains) connected to all domains of the context diagram (indicated by associations with stereotype122

«connection»). The problem diagram (in UML notation) for the functional requirement R6 is shown123

in Figure 2. The problem diagram is about the problem to build the submachine Record that records124

the vital signs of Patients sent to it via MobileDevices in the corresponding EHRs. The functional125

requirement R6 refers to the patient from whom the vital signs are recorded and to the mobile device126

which forwards the vital signs (indicated by a dependencies with stereotype «refersTo»), and the127

requirement constrains the EHR to store the recorded vital signs in the corresponding health record128

of the patient (indicated by dependencies with stereotype «constrains»).129

Figure 1. Context diagram for the EHS scenario

6

Figure 2. Problem diagram for functional requirement R6

4. Overview of our Method130

The UML2 activity diagram shown in Figure 3 visualizes our method to identify and validate131

privacy requirements based on a set of functional requirements. We will refer to the actions of the132

activity diagrams using the term step. Our method has to be carried out jointly by a requirements133

engineer, knowing the functional requirements, a privacy expert, knowing the privacy needs for the134

system under consideration, and an application domain expert, knowing the application domain of135

the system under consideration. In the following, we will refer to these persons using the term user.136

Our method builds upon a central UML model, called ProPAn Model, which is used to provide137

the inputs and to store the outputs for all steps of our method. To be able to model all artifacts needed138

for our method, we extended UML using profiles that define stereotypes.139

In the following, we provide an overview of the four steps of our methods and briefly describe140

what is done in the steps and for which purpose, and how the steps are connected to each other. The141

details on how the steps are carried out are described in Sections 5-8.142

The first step shown in Figure 3 (Analyze Flow of Personal Data) consists of several sub-steps143

that we presented in previous work. In this step, we identify privacy relevant domain knowledge144

as introduced in [11,12], we generate different kinds of graphs that visualize possible privacy issues145
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implied by the functional requirements and the identified domain knowledge as introduced in [9,146

13], and we identify the personal data that are processed by the system under consideration, how it147

flows through the system and at which places (domains) the personal data are available and in which148

quality it is available there as introduced in [13]. These outputs produced during the first step form149

the foundation of the following steps.150

fully automatic process step semi-automatic process step manual process step
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Figure 3. Overview of our proposed method

The following steps form the main contribution of this paper.151

In the second step of our method (Generate Privacy Requirements Candidates), we use the identified152

flow of personal data and the information about the personal data at domains to automatically generate153

the privacy requirements that are implied by the provided input. In this paper, we consider the154

generation of privacy requirements related to the protection goals for privacy engineering proposed155

by Hansen [5]. These protection goals include the classical security goals confidentiality, integrity, and156

availability and the privacy goals unlinkability, transparency, and intervenability.157

In the third step Adjust Privacy Requirements, the user has to review, complete, and adjust the158

generated privacy requirements. This is needed, because the generated privacy requirements may159

lack of details that are not extractable from the ProPAn model or the generated requirements are160

considered to be incomplete, too strong, or too weak. As result of this step, we obtain a set of revised161

privacy requirements.162

The revised privacy requirements are validated automatically in the fourth step of our method. It163

is, for example, checked whether the manually adjusted privacy requirements are still consistent with164

the flow of personal data and the availability of personal data at the different domains as documented165

in the ProPAn model. The tool support provides the user information about the kinds of violations166

of the consistency of the privacy requirements and the elicited information flows. Based on this167

information, the user has to decide, whether the privacy requirements have to be adjusted again, or168

whether the presented consistency violations are no violations or acceptable violations.169

In the following, we will discuss all steps of our method in detail.170

5. Analyze Flow of Personal Data171

This step summarizes several sub-steps that we already published in previous work. The results172

of these sub-steps form the foundation of the steps that we introduce in this paper. Figure 4 shows the173

sub-steps of the step Analyze Flow of Personal Data from the overview of our method shown in Figure174

3.175
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Figure 4. Refinement of the step Analyze Flow of Personal Data

5.1. Privacy Context Elicitation176

First, we elicit privacy-relevant domain knowledge based on questionnaires to identify177

1. indirect stakeholders, i.e., people of whom personal information is processed by the system under178

consideration, but who are not explicitly mentioned in the functional requirements,179

2. indirect counterstakeholders, i.e. people who possibly are able to access personal data processed180

by the system under consideration with or without malicious intentions, and181

3. implicit information flows, i.e., information flows that possibly occur between domains of the182

system under consideration, but that are not explicitly captured in the functional requirements183

as introduced in [11]. Additionally, we investigate whether interfaces between domains should be184

refined to identify connection domains which may cause privacy issues as introduced in [12] for the185

example of clouds as connection domains that possibly introduce privacy problems.186

The identified domain knowledge is represented in so-called domain knowledge diagrams. These187

are similar to Jackson’s problem diagrams, but they do not contain a machine and instead of a188

requirement they contain facts and assumptions. Facts and assumptions are both statements about189

domains that are indicative. Similar to requirements, facts and assumptions also refer to and constrain190

domains. The difference between facts and assumptions is, that a fact is a statement that is always191

true and an assumption is a statement that under certain circumstances may be violated. For example,192

most statements about the behavior of people (biddable domains) are assumptions, because people193

may show a different behavior than expected. In the following, we will use the term statement as a194

term that includes requirements, facts, and assumptions.195

Application to Running Example196

For the EHS scenario, we did not identify any privacy-relevant connection domains, but we197

identified additional indirect counterstakeholders and implicit information flows.198

For example, we identified for the insurance application and the mobile device the domain199

knowledge shown in Figure 5. Assumption A4 documents that there is an information flow between200

the patient and the insurance application that is not covered by our requirements. A4 says that201

information about the patient’s insurance contracts, including contact information, is available at the202

insurance application. Additionally, assumption A5 documents that employees of the insurances gain203

information about the patient’s insurance contracts and their accounting requests from the insurance204

application. A5 documents the existence of the indirect counterstakeholder insurance employee and205

also the information this counterstakeholder may have access to.206

Requirement R5 states that instructions, appointments, and alarms shall be sent to patients’207

mobile devices. What the requirement does not prescribe is that patients recognize the event that208

their mobile devices received instructions, appointments, and alarms and, e.g., that patients follow209
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the instructions sent to them. Because this is out of the scope of the part of the environment the210

EHS machine can influence (cf. Figure 1). Hence, we document with assumption A7 that we assume211

that patients recognize and take care about the information sent to their mobile devices. This is212

another example for an implicit information flow. Fact F3 also documents an implicit information213

flow, namely that mobile devices will cache the vital signs which are recorded due to requirement R6,214

in their local memory.215

Figure 5. Domain Knowledge about the Insurance Application (left) and the Mobile Device (right)

5.2. Graph Generation216

In the second sub-step, we automatically generate from the functional requirements and domain217

knowledge the so-called detailed stakeholder information flow graphs. These graphs are used in the218

following two steps to219

1. identify the personal data processed by the system under consideration,220

2. how these personal data flows through the system,221

3. and at which domains it is available.222

As the detailed stakeholder information flow graphs themselves are not relevant for this paper, we223

omit the details of their structure and generation. The details can be found in [13].224

5.3. Identification of Personal Data225

In the third sub-step, it is analyzed for every biddable domain in the ProPAn model which226

personal data of this human being are processed by the system and how these personal data are227

related to and collected from the owner. This information is documented in so-called personal228

information diagrams (see Fig. 6). A personal information diagram is created for each biddable domain229

of the ProPAn model, and it relates phenomena that represent personal data of the considered230

biddable domain to that domain. This is realized by a dependency connecting the phenomenon231

and the domain with the stereotype «relatedTo». The stereotype «relatedTo» provides the possibility232

to document how the information was collected (attribute collection), from which statements the233

relation was identified (attribute origin), whether the personal information is sensitive information234

of the biddable domain (attribute sensitive), and whether the information itself allows one to identify235

the single individuals it is related to, a group of individual, or whether it provides no possibility to236

narrow down the set of individuals it is related to and is hence anonymous (attribute linkability). The237

details on collecting of this information and generating the personal information diagrams can be238

found in [13].239
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Figure 6. Personal information diagram for the stakeholder patient after the step Identification of
Personal Data

Application to Running Example240

Figure 6 shows the personal information diagram for the stakeholder patient that is obtained as241

a result of the application of the step Identification of Personal Data to the EHS scenario. It shows that242

we identified as personal data for the Patient among others the following:243

• The healthStatus that contains all data that is related to the patient’s health and that is processed244

by the EHS. The health status is considered to be sensitive personal data and it can itself not245

directly be linked to the single individuals it belongs to, but due to the contained information, it246

can be linked to a group of individuals it possibly belongs to. The health status is collected in247

different ways from the patient, it is collected directly from the patient, e.g., during interviews248

with a doctor, it is indirectly collected by observation of his/her vital signs, and it is also reused249

from already existing data bases (cf. Figure 6).250

• The patientDemographics summarize details of the patient such as contact information, insurance251

number, and billing contact. This information suffices to identify the single individual it belongs252

to, it is considered as sensitive information, and it is collected directly from the patient, e.g., during253

interviews with a doctor, and by reuse of already existing data sets (cf. Figure 6).254

Additionally, the personal data vitalSigns that, e.g., represent records of patients’ pulse255

and blood pressure, mobileDevices that represent information about patients’ mobile devices,256

patientInsuranceContract that represent contracts that patients have with their insurances, and257

healthInformation that are used by insurance companies to select the patients’ insurance contracts and258

tariffs are also considered as personal data of patients that are processed by the system-to-be.259

5.4. Personal Data Flow Analysis260

In the fourth sub-step, the user analyzes how the personal data that were identified in the261

previous step flows through the system due to the functional requirements and domain knowledge.262

The documentation of these data flows and the personal data identified in the previous sub-step form263

the foundation for the automatic generation and validation of privacy requirements.264

To document which information is available at which domain, we use so-called available265

information diagrams. For each domain, an available information diagram (similar to a personal266

information diagram) is created, and for each personal information that is available at the domain,267

we document the relation between the corresponding symbolic phenomenon and the domain under268

consideration using a dependency with stereotype «availableAt». Similar to the stereotype «relatedTo»,269

also the stereotype «availableAt» provides some attributes for documentation purposes. These270

attributes are set during the personal data flow analysis. For details on how the personal data271
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flow analysis is performed and how the available information diagrams are generated see [13]. The272

attribute duration documents how long a specific information shall be available at the domain. The273

attribute origin documents from which statements it was identified that the personal data are available274

at the domain, and the attribute purpose documents because of which statements the personal275

information has to be available at the domain, i.e., because of these statements the personal data flows276

to another domain. Figure 7 shows a view on an available information diagram that only contains277

the before mentioned relations.278

[A5]

[A4]

Figure 7. View on the available information diagram for the insurance application showing the which
personal data of patients are available at the insurance application

In addition to the information which information is available at a domain, an available279

information diagram also contains the information whether and in which quality the available280

personal information is linkable to each other at the domain. To document this, we use associations281

with the stereotype «linkable» between the personal data in the available information diagrams.282

Again, this stereotype provides some attributes for documentation purposes. The attributes origin,283

purpose, and duration have the same meaning as for «availableAt» relation. The additional attribute284

«linkability» documents with which certainty the data can be linked to each other.285

During the information flow analysis, we elicit two other relation between the identified personal286

data. The relation contains documents that one personal information contains another personal287

information. We document this using an aggregation with stereotype «contains». The relation288

derivedFrom documents that a personal information can be derived from one or several other pieces289

of personal information. We document this using a dependency with stereotype «derivedFrom». The290

contains and derivedFrom relations are–in contrast to the linkable relation–globally valid relations, i.e.,291

the relations are not only available at specific domains, they are valid at all domains. Figures 8 and292

9 present views on a personal information diagram and an available information diagram. These293

diagrams show how the contains, derivedFrom, and linkable relations are modeled.294

Application to Running Example295

Figure 8 shows all personal information that was identified for the patient. During the personal296

data flow analysis new personal information was identified based on the personal data that were297

identified during the step Identification of Personal Data (cf. Figure 6). All newly identified personal298

data can be derived from or is contained in the initially identified personal data and additionally,299

we also identified contains and derivedFrom relations among the initially identified personal data.300

For example, we identified that the healthInformation of patients can be derived from the patient’s301



Version May 12, 2016 submitted to Information 10 of 32

healthStatus. Furthermore, it was identified that the diagnosis, which doctors create for patients, and302

the chosen treatment are derived from the patient’s healthStatus by doctors. And from the diagnosis303

and treatment, the costs for the performed treatment (treatmentCosts) can be derived.304

Figure 8. View on the final personal information diagram for the patient showing the personal
information of the patient and the relations between this personal information

Figure 7 shows which personal information of patients are available at the insurance application.305

For example, from requirement R3 (attribute origin) it was identified that for accounting, the patient’s306

diagnosis, treatment, treatment costs, and insurance number are sent to the insurance application.307

This information is kept available there until there are no further legal obligations to keep it and it has308

to be deleted. It is documented that this information has to be available at the insurance application309

due to assumption A5 (attribute purpose) to ensure that insurance employees are able to perform the310

accounting.311

Figure 9 shows which relations between the personal data of patients is available at the312

insurance application. For example, it is (globally) documented that the patient’s billing contact313

and the patient’s insurance number are contained in the patient’s demographics (cf. Figure 8).314

Additionally, it is documented that from requirement R3 it was identified that for accounting the315

patient’s diagnosis, treatment, treatment costs, and insurance number are linkable to each other at316

the insurance application. This linkability is obviously needed for the accounting to be able to check317

whether the treatment and the associated costs are covered by the patient’s insurance contract.318

Figure 9. View on the available information diagram for the insurance application showing which
links between the personal data of the patient are available at the insurance application
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6. Generate Privacy Requirements Candidates319

To automatically generate privacy requirements candidates, we make use of the artifacts elicited320

in the previous step and documented in the ProPAn model. We assume that these artifacts reflect321

the intended information processing that is introduced by the system-to-be and that occur in its322

environment. This means, we generate the privacy requirements on the assumption that only the323

intended processing may be performed and the end-users shall be informed about this processing.324

In this context, we aim at eliciting all relevant privacy requirements. The user can then decide in the325

next step of our method (see Section 7) to remove or change the generated privacy requirements if the326

assumptions made were too strong or too weak.327

The ways how we identify the privacy requirements differs for the different kinds of328

privacy requirements. We consider the six protection goals for privacy engineering unlinkability,329

transparency, intervenability, confidentiality, integrity, and availability proposed by Hansen et al. [5].330

Hansen et al. state that the protection goal of unlinkability includes further properties such as331

anonymity, pseudonymity, and undetectability. These properties aim at weakening or removing332

links between data and the persons they belong to. Transparency is about increasing the awareness333

of end-users on how their data is processed and for what purpose by providing them appropriate334

information about how their data is handled. By realizing the protection goal intervenability, end-users335

shall be able to have control over how and if their data is processed by the system-to-be. In this paper,336

we consider the security goals confidentiality, integrity, and availability from a privacy perspective337

and consider these as privacy requirements. This means that the assets to be protected by the338

security goals are limited to personal data, but the protection of these properties is not only limited339

to malicious attacks, but also to unintended disclosure, changes, or errors. In this sense, confidentiality340

aims at keeping personal data secret from specific entities. The protection goal integrity is concerned341

with protecting personal data from unwanted changes to keep the data consistent. Addressing the342

goal availability means to ensure that all entities can retrieve the personal data that they are allowed343

to access at any time. In the following, we describe for each protection goal the privacy requirements344

that are refinements of the protection goal, and how we automatically identify which of these privacy345

requirements have to be considered based on the information elicited in the previous step.346

6.1. Unlinkability Requirements347

To derive the privacy requirements related to the protection goal of unlinkability, we use the348

terminology introduced by Pfitzmann and Hansen [14]. Pfitzmann and Hansen define the privacy349

properties anonymity, unlinkability, undetectability, unobservability, and undetectability. Hansen350

et al. [5] summarize all these properties under the protection goal unlinkability. Based on this351

terminology, we created the UML profile shown in Figure 10. The top-level privacy requirement352

was originally introduced in [9] and specifies the core of every privacy requirement, namely the353

stakeholder who shall be protected, the counterstakeholders from whom the stakeholder shall be354

protected, and the personal data (expressed as phenomena) of the stakeholder that shall be protected.355

For the protection goal unlinkability, we derived the sub-requirements pseudonomity, unlinkability,356

and undetectability. The sub-requirement unlinkability is further refined into data unlinkability357

(requires that certain personal data shall not be linkable to each other) and anonymity (requires that358

certain personal data shall not be linkable to the corresponding individual). Note that the privacy359

property unobservability is not represented as a separate requirement, but it can be expressed by360

instantiating respective anonymity and undetectability requirements (cf. [14]). For the automatic361

generation, we only consider the following requirements that may be refined into pseudonymity362

requirements in the step Adjust Privacy Requirements (Section 7). In Section 7, also the meaning of a363

pseudonymity requirement is explained.364
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Figure 10. Used Taxonomy of Unlinkability Requirements.

UndetectabilityRequirement Pfitzmann and Hansen define undetectability as: “Undetectability of365

an item of interest (IOI) from an attacker’s perspective means that the attacker cannot sufficiently366

distinguish whether it exists or not.”367

AnonymityRequirement Pfitzmann and Hansen define anonymity as: “Anonymity of a subject368

from an attacker’s perspective means that the attacker cannot sufficiently identify the subject within369

a set of subjects, the anonymity set.”370

DataUnlinkabilityRequirement Pfitzmann and Hansen define unlinkability as: “Unlinkability of371

two or more items of interest (IOIs, e.g., subjects, messages, actions, ...) from an attacker’s372

perspective means that within the system (comprising these and possibly other items), the attacker373

cannot sufficiently distinguish whether these IOIs are related or not.” Our data unlinkability374

requirements are focused on the relation between messages, actions, and the like which a subject375

performs and do not concern the relation of these to the subject itself, as these are represented by376

anonymity requirements.377

6.1.1. Undetectability378

Based on the above given definition of Pfitzmann and Hansen, an undetectability requirement379

of our taxonomy (cf. Figure 10) has the following meaning:380

The counterstakeholders shall not be able to sufficiently distinguish whether the personal381

information phenomena of the stakeholder exists or not.382

If a personal information of a stakeholder is not available at a counterstakeholder and also not part383

of any personal information available at the counterstakeholder, then we assume that this personal384

information is undetectable for the counterstakeholder. Note that an undetectability requirement385

may be too strong for this case, because the counterstakeholder may be allowed to know that a386

specific personal information exists, but not allowed to know the content of it. Hence, the user may387

weaken an undetectability requirement in the next step of our method (Section 7) to a confidentiality388

requirement.389

To keep the number of requirements that are generated small, we create for each pair of390

stakeholder and counterstakeholder only one undetectability requirement containing all personal391

information of the stakeholder that shall be undetectable for the counterstakeholder. A personal392

information p that shall be undetectable for the counterstakeholder c has to be related to the393

stakeholder s (represented by the existence of a relatedTo relation in s’ personal information diagram394

that relates p to s) and must not be available to c (represented by the absence of an availableAt relation395

in c’s available information diagram that relates p to c).396
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Application to Running Example397

For the sake of simplicity, we only consider the stakeholder patient and the counterstakeholder398

insurance employee for the generation of the unlinkability requirements.399

To the biddable domain insurance employee the same personal information of the patient is400

available as at the insurance application (cf. Figure 7). Hence, an undetectability requirement401

is generated for the counterstakeholder insurance employee and the stakeholder patient with all402

personal data of the patient (cf. Figure 8) that is not available at the insurance employee as value for403

the attribute phenomena. The undetectability requirement is represented in the first row in Figure 11.404

When we instantiate the above template for the meaning of an undetectability requirement, then we405

get the following textual representation of it:406

The insurance employee shall not be able to sufficiently distinguish whether the personal407

information healthStatus, mobileDevices, deviceId, vitalSigns, and notes of the patient exist or408

not.409

UnlinkabilityRequirement phenomena / pairs
Undetectability healthStatus, mobileDevices, deviceID, vitalSigns, notes

Anonymity
linkability=single

patientBillingContact, patientDemographics, healthInformation, 
insuranceNumber, patientInsuranceContact, treatmentCosts, treatment, 
diagnosis, appointments, instructions, alarms

Data Unlinkability
linkability=single

(treatmentCosts,diagnosis), (treatmentCosts,patientDemographics), 
(treatmentCosts,healthInformation), (treatmentCosts,instructions), 
(treatmentCosts,alarms), (treatmentCosts,insuranceNumber), 
(treatmentCosts,patientBillingContact), 
(treatmentCosts,patientInsuranceContract), (treatmentCosts,treatment), 
(treatmentCosts,appointments),(diagnosis,patientDemographics), 
(diagnosis,healthInformation), (diagnosis,instructions), (diagnosis,alarms), 
(diagnosis,insuranceNumber), (diagnosis,patientBillingContact), 
(diagnosis,patientInsuranceContract), (diagnosis,treatment), 
(diagnosis,appointments), (patientDemographics,healthInformation), 
(patientDemographics,instructions), (patientDemographics,alarms), 
(patientDemographics,insuranceNumber), 
(patientDemographics,patientBillingContact), 
(patientDemographics,patientInsuranceContract), 
(patientDemographics,treatment), (patientDemographics,appointments), 
(healthInformation,instructions), (healthInformation,alarms), 
(healthInformation,insuranceNumber), (healthInformation,patientBillingContact), 
(healthInformation,patientInsuranceContract), (healthInformation,treatment), 
(healthInformation,appointments), (instructions,alarms), 
(instructions,insuranceNumber), (instructions,patientBillingContact), 
(instructions,patientInsuranceContract), (instructions,treatment), 
(instructions,appointments), (alarms,insuranceNumber),  
(alarms,patientBillingContact), (alarms,patientInsuranceContract), 
(alarms,treatment), (alarms,appointments), 
(insuranceNumber,patientBillingContact), 
(insuranceNumber,patientInsuranceContract), (insuranceNumber,treatment), 
(insuranceNumber,appointments), (treatment,appointments), 
(patientBillingContact,patientInsuranceContract), 
(patientBillingContact,treatment), (patientBillingContact,appointments), 
(patientInsuranceContract,treatment), (patientInsuranceContract,appointments)

Figure 11. Unlinkability requirements for the stakeholder patient and the counterstakeholder
insurance employee

6.1.2. Data Unlinkability Requirements410

Based on the above given definition of Pfitzmann and Hansen, a data unlinkability requirement411

has the following meaning:412

For each pair of personal information pairs of the stakeholder, the counterstakeholders shall at most413

be able to link instances of the two elements of the pair to each other with linkability linkability.414
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Note that a data unlinkability requirement with linkability single does not constrain the system-to-be415

to ensure that counterstakeholders are not able to link personal data of the stakeholder to each416

other, but nevertheless, we make this information explicit to document that this linkability is417

intended. We generate for each combination of stakeholder and counterstakeholder at most three418

data unlinkability requirements. Namely, one for each linkability (single, group, and anonymous)419

with which a counterstakeholder may be able to relate a personal information to the corresponding420

stakeholder. The information whether two pieces of personal information are linkable to each other421

by a counterstakeholder can be derived from his/her available information diagram using the linkable422

relation and the globally defined contains relation (cf. Section 5.4).423

The linkable relation has a transitive nature. That is, if a personal information a is linkable to424

a personal information b and b linkable to a personal information c, then this introduces a link425

between a and c. These transitive relations do not have to be modeled by the user manually, they426

are automatically computed when needed by the provided tool. During this automatic computation,427

we consider all contains relations between personal information available at a domain also as linkable428

relations with linkability single. To decide which linkability a derived link between a and c has, we429

distinguish two cases. The cases are visualized in Figure 12. First (case (a)), if not yet a link between430

a and c is identified during the closure computation, then the linkability between a and c is the431

minimum of the existing linkability v between a and b, and the existing linkability w between b and432

c. Second (case (b)), if there is already a link between a and c, then we replace the existing linkability433

u only if the minimum of v and w has a greater linkability than u. Minimal and maximal linkability434

are defined by the total ordering anonymous < group < single. For example, if u=anonymous,435

v=single, and w=group, then min(v, w)=group, and max(u, min(v, w))=group. If no linkable relation436

is documented between a personal information a and a personal information b that both are available437

at a domain, then we consider a and b to be linkable to each other with linkability anonymous in the438

closure. That is, it is not known at the domain which personal information a is related to which439

personal information b.440

a b

c

v

w

max(u,min(v,w))
(b)

u

a b

s

v

w

max(u,min(v,w))
(c)

u

a b

c

v

wmin(v,w)

(a)

Figure 12. Cases describing how the linkability attribute of the linkable relation is determined for the
transitive closure of it

Based on the computed closure of the linkable relation, the tool decides for each pair of the441

stakeholder s’ personal information that is available at the counterstakeholder c with which linkability442

it is linkable to each other and to which of the three data unlinkability requirements for s and c it has443

to be added. In this way, we set the attribute pairs. The attribute phenomena is set to the set of all444

personal information that is contained in a pair of the attribute pairs of the same requirement.445

Application to Running Example446

To the biddable domain insurance employee not only the same personal information of the447

patient is available as at the insurance application, also the same personal information is linkable448

to each other for the insurance employee with the same linkability. Hence, we can see from Figure 7449

that all personal information available to the insurance employee is connected to each other in the450

transitive closure of the linkable relation with linkability single. That is, an insurance employee is451

able to know which pieces of personal information that are available to him/her belong to each452

other. Thus, we only obtain one data unlinkability requirement, namely for the linkability single,453
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because there is no pair of personal data available at the insurance employee that is not linkable with454

linkability single. This data unlinkability requirement is represented by the third row in Figure 11 and455

contains all 55 pairs of the 11 pieces of personal information available to the insurance employee.456

6.1.3. Anonymity Requirement457

Based on the above given definition of Pfitzmann and Hansen, an anonymity requirement has458

the following meaning:459

The counterstakeholders shall at most be able to link the personal information phenomena to the460

stakeholder with linkability linkability.461

Note that an anonymity requirement with linkability single does not constrain the system-to-be462

to preserve the anonymity of the stakeholders personal data against counterstakeholders, but463

nevertheless, we make this information explicit to document that this linkability is intended. Similar464

to the data unlinkability requirements, we also instantiate three anonymity requirements for each pair465

of stakeholder and counterstakeholder, namely, one for each of the possible linkabilities.466

We have now to decide which personal information a can be related to the stakeholder s by the467

counterstakeholder c with which linkability, to decide to which anonymity requirement’s attribute468

phenomena a has to be added. For this, we use the relatedTo relation from s’ personal information469

diagram and the previously discussed closure of the linkable relation from c’s available information470

diagram. The relatedTo relation (cf. Section 5.3) describes for every personal information a of a471

stakeholder s with which linkability this personal information a can be related to s (by any domain).472

But it is possible that we obtain at a domain a linkability of a to s that is greater than the linkability473

u documented in the relatedTo relation. This case is illustrated in Figure 12 (c). If a is linkable to474

a personal information b with linkability v at a domain and b can be related at that domain with475

linkability w to s, then this implies that at that domain a can be linked to s with at least the linkability476

min(v, w). Similar as for the closure of the linkable relation, we only take into account the derived477

linkability min(v, w) if it has a greater linkability than the existing linkability u. The described478

combination of the linkable and relatedTo relations introduces a new relation linkableTo that provides479

for a stakeholder, a counterstakeholder, and a personal information of the stakeholder that is available480

to the counterstakeholder the linkability with which the counterstakeholder can relate the personal481

information to the stakeholder. The linkableTo relation is generated on demand by the tool, and is482

used to instantiate anonymity requirements.483

Application to Running Example484

From the generation of the data unlinkability requirements, we know that all personal485

information of the patient that is available at the insurance employee is linkable to each other486

with linkability single. And from Figure 6, we can see that, e.g., the personal information487

patientDemographics can be related to the single patient it belongs to. Hence, the computed linkableTo488

relation for the patient and the insurance employee returns for every personal information available489

at the insurance employee the linkability single. That is, for every personal information available490

to the insurance employee, he/she is able to know to which patient’s demographics the personal491

information belongs. Hence, he/she is able to relate, e.g., the patient’s healthInformation, which in492

isolation is only linkable to a group of possible patient’s it might belong to, to the patient it belongs493

to. Thus, we only generate one anonymity requirement for the patient and the insurance employee.494

This anonymity requirement is shown in the second row of Figure 11.495

6.2. Transparency and Intervenability Requirements496

Transparency and intervenability are protection goals that not yet got as much attention as497

unlinkability and the classical security goals. In [6], we developed a requirements taxonomy for498

the protection goal of transparency. In ongoing work, we are developing a similar taxonomy for the499
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protection goal of intervenability. Preliminary results [15] show that we will obtain an analogous500

structure of intervenability requirements as we identified for transparency requirements. Hence,501

we assume that we will be able to apply the same strategies for the identification of intervenability502

requirements as we present for transparency requirements in this section.503

Figure 13. Used Taxonomy of Transparency Requirements.

The taxonomy of transparency requirements (shown in Figure 13) distinguishes three kinds of504

requirements. First, presentation requirements that are concerned about how the information has505

to be presented to the stakeholder, second, processing information requirements that inform the506

stakeholder how his/her data is processed by the system-to-be, and third, exceptional information507

requirements that state that in the case of exceptional cases, e.g., privacy breaches, the stakeholder508

and additional authorities have to be informed about these incidents. The first kind of requirements509

has to be set up manually, as we cannot derive from the output of the first step of our method how510

stakeholders have to be informed. Also the third kind of requirements cannot be derived from the511

previously elicited information, but it will be possible to derive them when threats to the unlinkability512

and security requirements are identified, which is part of our future work. For the second kind of513

transparency requirements, we show how we can identify about which collection, flow, and storage514

of personal data stakeholders have to be informed about.515

Our basis to identify these transparency requirements is the data flow implied by the available516

information diagrams. If a personal information p is available at domain d2 with origin st and at a517

domain d1 with purpose st, then we know that due to statement st the personal information p flows518

from d1 to d2. Figure 14 shows an excerpt of a stakeholder data flow graph (SDFG) that visualizes which519

personal information of a stakeholder flows between which domains. For the sake of readability, the520

SDFG does not show due to which statements the data flows, but this information is be deduced from521

the available information diagrams when needed. For details on the generation of this graph see [16].522
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Figure 14. Excerpt of the Stakeholder Data Flow Graph for the stakeholder patient

6.2.1. Collection Information Requirements523

A collection information requirement has the following meaning:524

The stakeholder shall be informed that his/her personal data phenomena are mandatoryly collected525

by the system-to-be that is run by the controller. The applied collection methods to obtain526

phenomena from the stakeholder are method. The stakeholder’s possibilities to control the527

collection of his/her data are controlOptions. phenomena are collected for the purpose of purpose528

because reason. The controller has selected the security mechanisms security to protect the personal529

data phenomenon. The details on how the information has to be presented to the stakeholder are530

defined in the presentation requirement presentation.531

Note that the attribute counterstakeholder is not relevant for all processing information requirements532

and hence, kept empty.533

Data collection happens at those places in the system-to-be where personal information of534

a stakeholder flows from a given domain to a designed domain, which represent parts of the535

system-to-be (cf. Section 3). This is, because every information that is collected by the system-to-be536

has to flow from outside the system-to-be (a given domain) to a part of it (a designed domain).537

For each personal information p and stakeholder s for whom p represents personal538

information, we instantiate a collection information requirement with the attributes stakeholder=s539

and phenomena={p} if p flows from a given domain to a designed domain. Additionally, we can540

automatically set the attributes purpose and method. As purpose, we set the statements due to which541

p flows to the designed domain(s) and due to which it (or contained personal information) flows542

from the designed domain further to other domains. The attribute method is instantiated using the543

documented collection methods from the relatedTo relations in the personal information diagram of544

s. All other attributes have to be adjusted by the user in next step of our method.545

Application to Running Example546

The data that is collected from patients can be derived from the in-going edges of the designed547

lexical domain EHR in Figure 14. In the EHS scenario, the electronic health records (EHR) are the548

central point of the system-to-be where all data about patients is collected. For example, the patient’s549

vitalSigns are collected by the system-to-be from mobile devices, patients (indirectly through a550

possible reuse of already existing health records), and doctors (contained in the personal information551

healthStatus). Figure 15 shows the generated collection information requirement for the patient and552

the personal information vital signs. In Figure 15, only the instantiated attributes are shown, all553
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other attributes have later to be set by the user. The collection methods for the vital signs were554

already collected during the Identification of Personal Data and documented in the relatedTo relation555

of the patient’s personal information diagram (cf. Figure 6). It is documented that the vital signs are556

indirectly collected from the mobile devices and doctors that measure these, or may originate from557

already existing health records (reused). The vital signs as part of the health status of the patient are558

an information in the EHS from which other personal information of the patient is derived, such as559

diagnoses and treatments (cf. Figure 8). Hence, it is automatically derived that the vital signs are560

collected for the purpose of all functional requirements. Note that we also consider the statements561

due to which the information is collected (i.e., R1 and R6) as purpose.562

«collectionInformationRequirement»
Collection_Patient_vitalSigns

«CollectionInformationRequirement»

stakeholder=Patient
counterstakeholder=[]
phenomena=[vitalSigns]
purpose=[R6, R1, R2, R3, R4, R5, R7]
method=[indirect, reused]

«flowInformationRequirement»
Flow_Patient_treatmentCosts_InsuranceApplication

«FlowInformationRequirement»

stakeholder=Patient
counterstakeholder=[]
phenomena=[treatmentCosts]
purpose=[R3, A5]
target=InsuranceAppliaction

«storageInformationRequirement»
Storage_Patient_treatmentCosts

«StorageInformationRequirement»

stakeholder=Patient
counterstakeholder=[]
phenomena=[treatmentCosts]
purpose=[R3, R4]
retention=untilDeleted

Figure 15. Examples of generated transparency requirements for the EHS scenario

6.2.2. Flow Information Requirements563

A flow information requirement has the following meaning:564

The stakeholder shall be informed that his/her personal data phenomena flows mandatoryly to the565

target due to the system-to-be that is run by the controller. The target is located in countries566

and contractual obligations contract exist between the target and the controller. The stakeholder’s567

possibilities to control the flow of his/her data are controlOptions. phenomena flow to the target568

for the purpose of purpose because reason. The controller has selected the security mechanisms569

security to protect the personal data phenomenon. The details on how the information has to be570

presented to the stakeholder are defined in the presentation requirement presentation.571

Hence, stakeholders have to be informed about all data flows that are introduced by the system-to-be.572

Stakeholders do not have to be informed about the information flows inside the system-to-be, because573

they only have to be informed about the behavior of the system-to-be as a whole. Additionally,574

stakeholders do not have to be informed about information flows that happen independently of the575

system-to-be, because these flows are out of the scope of the system-to-be. Hence, we only consider576

the documented data flows to given domains that are caused by the system-to-be. We distinguish577

two kinds of data flows introduced by the system-to-be.578

First, the system-to-be may introduce flows of personal information from designed domains to579

given domains. Second, there might be information flows between given domains that originate580

from a functional requirement. This can be the case if a part of the system-to-be is only responsible to581

forward personal information p of a stakeholder s from a given domain d1 to another given domain582

d2 without collecting or storing the data itself. We instantiate a flow information requirement for each583

combination of given domain d2 and stakeholder s if a piece of personal information p of s is sent to584

d2 from a designed domain and/or due to a functional requirement from a given domain.585

In both cases of information flows, we generate a flow information requirement with586

stakeholder=s, phenomena={p}, and target=d2. Additionally, we can automatically set the attribute587

purpose to the set of statements for which it was documented that the personal information p has588

to be available at d2 and due to which statements p flows to d2. The other attributes have to be set589

manually by the user in the next step of our method.590
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Application to Running Example591

In the EHS scenario, we have no example for a flow of personal information between two592

given domains that originates from a functional requirement, but the SDFG for the patient (cf.593

Figure 14) shows two information flows from the designed lexical domain EHR to the given domains594

insurance application and doctor. For the stakeholder patient, the target insurance application, and595

the phenomenon treatmentCosts, we generate the flow information requirement shown in Figure 15.596

The purpose for which this information flows from the system-to-be to the insurance application is597

deduced from the corresponding available information diagram shown in Figure 7. The availableAt598

relations documented in the available information diagram show that the personal information flows599

because of the functional requirement R3 and is needed at it due to assumption A5. Hence, both600

statements are documented as purpose for the flow of personal information.601

6.2.3. Storage Information Requirements602

A storage information requirement has the following meaning:603

The stakeholder shall be informed that his/her personal data phenomena are stored mandatoryly604

by the system-to-be that is run by the controller. The phenomena’s retention in the system-to-be605

is retention. The stakeholder’s possibilities to control the flow of his/her data are controlOptions.606

phenomena flow to the target for the purpose of purpose because reason. The controller has selected607

the security mechanisms security to protect the personal data phenomenon. The details on how the608

information has to be presented to the stakeholder are defined in the presentation requirement609

presentation.610

Every personal information that is available at a designed domain, is stored by the system-to-be611

for at least the time that it is necessary to be there to satisfy the functional requirements. We612

instantiate for each pair of stakeholder s and personal information p of s a storage information613

requirement if p is available at a designed domain. For a storage information requirement with614

stakeholder=s and phenomena={p}, we set retention to the maximal duration with which it is available615

at a designed lexical domain. The maximal duration is determined by the total ordering f orAction <616

untilDeleted < unlimited. Additionally, we can automatically derive the purposes for which p is stored617

by the system-to-be from the available information diagrams.618

Application to Running Example619

In the EHS scenario, all personal information that is collected by the EHS, is also stored by it.620

Hence, we obtain for each collection information requirement also a storage information requirement.621

For example, we get a storage information requirement for the patient and his/her vital signs similar622

to the collection information requirement shown in Figure 15, but instead of the attribute method it has623

the attribute retention with value untilDeleted. The value untilDeleted is selected because the vital signs624

may be retained longer as needed for the purpose, but they have to be deleted due to some regulations625

if the patient’s health record becomes outdated. Additionally, the EHS stores personal information626

of the patient, that is derived from the collected personal information, e.g., the treatmentCosts are627

derived from the diagnosis and treatment performed by doctors (cf. Figure 8) and stored at the628

designed lexical domain Invoice. For the patient and his/her treatment costs, we generate the storage629

information requirement shown in Figure 15. The derived purpose for storing the treatment costs630

are the functional requirements R3 and R4, which are concerned with the accounting and billing of631

patients. Analogous to the storage information requirement for the patient and the vital signs, the632

attribute retention is set to untilDeleted.633
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6.3. Security Requirements634

In this paper, we consider the basic security requirements confidentiality, integrity, and635

availability, which we interpret in the context of privacy. Figure 16 shows our UML profile to636

represent the three security requirements.637

Figure 16. Used Taxonomy of Security Requirements

A confidentiality requirement has the meaning:638

The personal data phenomena of the stakeholder shall be kept confidential from counterstakeholder.639

An integrity requirement has the meaning:640

Random faults of the system and counterstakeholder shall not be able to negatively influence the641

consistency and correctness of the personal data phenomena of the stakeholder.642

An availability requirement has the meaning:643

Random faults of the system and counterstakeholder shall not be able to negatively influence the644

availability of the personal data phenomena to the corresponding stakeholder.645

Note that if the set of counterstakeholders is left empty for an integrity or availability requirement,646

then the meaning is that the integrity and availability of the stakeholder’s personal data shall be647

preserved against all possible counterstakeholders.648

Our above definition of the security requirements also includes a dimension that is classically649

assigned to safety requirements, namely random faults that may cause harm to the system. For650

privacy, these random faults are also of relevance, because privacy issues may not only arise from651

attacks a counterstakeholder might performs or unwanted incidents he/she might causes, but also652

because of random faults that do not allow access to information or that delete or change the content653

of the personal data of the stakeholder.654

We do not generate confidentiality requirements during this step, but the user may refine an655

undetectability requirement to a confidentiality requirement as already mentioned above in Section656

6.1.1.657

The generation of our general integrity and availability requirements is straightforward. We658

instantiate for each stakeholder whose personal information is available at a designed domain one659

integrity requirement and one availability requirement with the attribute phenomena set to the set of660

all of the stakeholder’s personal information that is available to the system-to-be, i.e., available at a661

designed domain, and with an empty set counterstakeholder. During the next step of our method, the662

user may decide to refine the set of counterstakeholders.663

Application to Running Example664

For the patient all personal data shown in Figure 8 except healthInformation and665

patientInsuranceContract are available at designed domains and hence, we create corresponding666

availability and integrity requirements.667
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7. Adjust Privacy Requirements668

In this step, the user manually inspects the automatically generated privacy requirements and669

has the possibility to complete and adjust these. In the following, we discuss the possibilities the670

user has to complete and adjust the generated requirements based on the different kinds of privacy671

requirements.672

7.1. Unlinkability Requirements673

The generated unlinkability requirements do not have to be completed, because all attributes of674

them are already automatically set. The user only has to decide whether the identified requirements675

really reflect the privacy protection needs.676

7.1.1. Undetectability Requirements677

For each undetectability requirement, the user may decide that not all of the personal678

information of the stakeholder s listed in the requirement has to be undetectable for the679

counterstakeholder c. That is, a counterstakeholder c may be allowed to know that a specific kind680

of information exists, but he/she shall not be able to know the exact content of the information.681

Hence, a user can decide to introduce a confidentiality requirement for s and c and move the personal682

information of s that only has to be kept confidential and not undetectable from the corresponding683

undetectability requirement to the new confidentiality requirement. It is possible that the user decides684

that all personal information shall only be kept confidential. Then the undetectability requirement is685

completely replaced by the introduced confidentiality requirement.686

Application to the Running Example687

For the stakeholder patient and the counterstakeholder insurance employee, the undetectability688

requirement shown in the first row of Figure 11 was generated. As it is not possible and needed689

to hide the information that the eHealth system processes the patient’s health status (including690

vital signs), mobile devices (including their IDs), and notes about patient’s, we decide to relax the691

undetectability requirement to a confidentiality requirement.692

7.1.2. Anonymity and Data Unlinkability Requirements693

For each anonymity and data unlinkability requirement, the user has to consider whether the694

contained personal information or pairs of personal information belong to the correct requirement.695

That is, the user has to decide whether the linkability of the personal information to the stakeholder696

or the linkability between the pair of personal information was correctly derived from the ProPAn697

model. The user can decide to weaken or strengthen the requirements by increasing or reducing the698

linkability with which a personal information can be linked to the stakeholder or a pair of information699

can be linked to each other by the counterstakeholder, respectively. The user can even decide that a700

personal information shall be undetectable or confidential to the counterstakeholder.701

Another possibility is that a user refines an anonymity requirement or a part of it to a702

pseudonymity requirement (cf. Figure 11). The meaning of a pseudonymity requirement is:703

For the personal information phenomena of the stakeholder the counterstakeholder shall only be704

able to relate it to a kind pseudonym and not to the stakeholder himself/herself.705

An anonymity requirement with linkability single can be translated into a pseudonymity requirement706

with kind person or role. The pseudonym kind person means that for every individual only one707

pseudonym exists. Hence, all personal information can be linked to the single individual it belongs708

to if the relation between pseudonym and individual is known. A role pseudonym is used for specific709

roles. That is, an individual has a single pseudonym for each role. As we consider biddable domains710

as stakeholders and biddable domains normally represent roles of individuals, a role pseudonym711
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allows the same level of linkability as a person pseudonym in our situation. This is, because we do712

not distinguish further roles that a biddable domain may have.713

An anonymity requirement with linkability group may be translated into a pseudonymity714

requirement with kind relationship or roleRelationship. Due to the consideration of biddable domains715

as stakeholders, relationship and roleRelationship pseudonyms are also equivalent for our case. The716

pseudonym kind relationship means that for every communication partner another pseudonym is717

used. For example, only the messages sent to the same partner can be linked to each other using a718

relationship pseudonym and not all communication.719

An anonymity requirement with linkability anonymous may be translated into a pseudonymity720

requirement with kind transaction. A transaction pseudonym is only used once for one action or721

information that is related to an individual. Hence, the pseudonyms themselves do not provide any722

link to the individual they belong to.723

For more details on the kinds of pseudonyms see [14].724

Application to the Running Example725

We decide not to change or refine the anonymity and data unlinkability requirements for the726

patient and the insurance employee shown in the second and third row of Figure 11. All this727

information has to be available to the insurance employee with the possibility to link it to the single728

patient it belongs to. And the available information has to be linkable to each other with linkability729

single. This is, because insurance employees need all this information to perform the accounting of730

treatments patient’s received.731

7.2. Transparency Requirements732

Not all attributes of the transparency requirements were automatically filled during the733

generation of them. Hence, the user has to complete the generated transparency requirements734

manually. Normally, we do not expect further modifications on the generated transparency735

requirements, but the user can add, delete, or merge transparency requirements if needed.736

Application to the Running Example737

«collectionInformationRequirement»
Collection_Patient_vitalSigns

«CollectionInformationRequirement»

stakeholder=Patient
counterstakeholder=[]
phenomena=[vitalSigns]
purpose=[R6, R1, R2, R3, R4, R5, 
    R7]
method=[indirect, reused]
controller=EHSProvider
presentation=Presentation_Patient
controlOptions=[]
mandatory=true
reason="Vital signs are needed to  
    improve the quality of diagnoses
    and suggested treatments."
security=[]

«flowInformationRequirement»
Flow_Patient_treatmentCosts_InsuranceApplication

«FlowInformationRequirement»

stakeholder=Patient
counterstakeholder=[]
phenomena=[treatmentCosts]
purpose=[R3, A5]
target=InsuranceAppliaction
controller=EHSProvider
presentation=Presentation_Patient
controlOptions=[]
mandatory=true
reason="The information is needed to perform the
    accounting of the received treatments with the
    insurances."
security=[]

«storageInformationRequirement»
Storage_Patient_treatmentCosts

«StorageInformationRequirement»

stakeholder=Patient
counterstakeholder=[]
phenomena=[treatmentCosts]
purpose=[R3, R4]
retention=untilDeleted
controller=EHSProvider
presentation=Presentation_Patient
controlOptions=[]
mandatory=true
reason="The treatment costs have
    to be stored to bill patients and
    to do the taxes"
security=[]

«presentationRequirement»
Presentation_Patient

«PresentationRequirement»

accessibility=forwarded
languages=["English"]
time=beforeCollection

Figure 17. Examples of generated transparency requirements for the eHealth scenario

The completed versions of the transparency requirements of Figure 15 are shown in Figure 17.738

We added to all transparency requirements the same presentation requirement. This presentation739

requirement states:740

The information contained in the related transparency requirements has to be presented before the741

data is collected from the stakeholder in English and made accessible to stakeholders by forwarding742

the information to them.743
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Additionally, all transparency requirements have the same controller that is the provider of the EHS.744

There are no options to control or intervene into the processing of personal information for the patient,745

and the processing is mandatory. The attribute security is not set, because yet no concrete security746

mechanisms where selected, but when such mechanisms have been selected, the attribute should be747

set. For each transparency requirement, we also provide a reason why the personal information is748

collected, stored, or flows to another domain.749

7.3. Security Requirements750

For the generated availability and integrity requirements, the user may decide for a specific751

personal information that its integrity does not have to be ensured by the system-to-be, or that it does752

not have to be made available to the corresponding stakeholder by the system-to-be. Furthermore,753

the user may limit the availability and integrity requirements to a number of counterstakeholders that754

shall not be able to negatively influence the availability or integrity of the stakeholders personal data.755

Application to the Running Example756

We decide not to change or refine the integrity and availability requirements for the patient.757

8. Validate Privacy Requirements758

In this step, we discuss how the privacy requirements adjusted by the user can be validated.759

We present validation conditions that indicate inconsistencies between the privacy requirements760

themselves, or between the privacy requirements and the elicited domain knowledge in the ProPAn761

model (from which the privacy requirements were originally generated). Our proposed tool is able762

to detect all inconsistencies discussed in the following and to inform the user about them. The user763

then has the possibility to correct the inconsistencies. Note that all privacy requirements that are764

automatically generated by our method do not cause any errors or warnings due to the validation765

conditions (except the validation conditions that check whether the user completed the attributes of766

the transparency requirements that cannot be derived from the ProPAn model). An inconsistency767

between the ProPAn model and the privacy requirements can only be introduced during the manual768

adjustment of the privacy requirements. Hence, the validation conditions check whether the adjusted769

privacy requirements are still consistent to each other and to the ProPAn model. We obtained770

these validation conditions by considering the possible inconsistencies that can be introduced by771

adjustments of the user between privacy requirements and the ProPAn model.772

We distinguish two kinds of validation conditions. First, an adjustment of the user introduces a773

inconsistency between the privacy requirements or between a privacy requirement and the ProPAn774

model. In this case, the validation condition raises an error and the user has to remove this775

inconsistency. Second, an adjustment can be consistent to the ProPAn model, but represent a weaker776

property than the one that we derived from the ProPAn method during the step Generate Privacy777

Requirements Candidates (cf. Section 6). In this case, we present a warning to the user because he/she778

possibly incidentally weakened the privacy requirements.779

8.1. Privacy Requirements780

For every privacy requirement, the tool checks whether every phenomenon documented in781

the requirement is personal information of the privacy requirement’s stakeholder. If this is not the782

case, the user has to correct the privacy requirement or the documented personal information of the783

stakeholder in the ProPAn model. We formulate this using following validation condition.784

VP1 Raise an error for every privacy requirement if the following condition is not satisfied. Every p785

in phenomena has to be personal information of the stakeholder.786
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Application to the Running Example787

In this paper, we only consider the privacy requirements for patients. Hence, it has to be788

checked for these privacy requirements whether the attribute phenomena only contains the personal789

information presented in Figure 8 for validation condition VP1. The privacy requirements shown790

in Figures 11 and 15 satisfy this condition and hence, VP1 does not raise an error for the discussed791

privacy requirements.792

8.2. Unlinkability Requirements793

For each combination of stakeholder s and counterstakeholder c, the corresponding794

undetectability, anonymity (one for each linkability), and confidentiality requirements have to be795

consistent to each other. That is, a personal information p of the stakeholder s may only occur in796

one of the requirements. Otherwise, we have contradictory requirements. This is checked by the797

following validation condition.798

VU1 Raise an error for every undetectability, anonymity, and confidentiality if the following799

condition is not satisfied. Every p in phenomena must not be contained in another800

undetectability, anonymity (with a different linkability), or confidentiality requirement for the801

same stakeholder and counterstakeholder.802

In the previous step, the user may have introduced inconsistencies between the unlinkability803

requirements and the ProPAn model.804

In the case that the user strengthened an anonymity requirement (and analogously for data805

unlinkability requirements), then this introduces an inconsistency to the documented linkability806

in the ProPAn model. The user may have strengthened an anonymity requirement in one of the807

following ways:808

1. By deciding that the counterstakeholder shall only be able to link the personal information with a809

weaker linkability to the stakeholder.810

2. By changing an anonymity requirement (or a part of it) to an undetectability requirement.811

3. By changing an anonymity requirement (or a part of it) to a confidentiality requirement.812

Based on the available information diagram of the counterstakeholder, the user has to decide813

whether his/her adjustments introduce too strong privacy requirements, or whether the functional814

requirements are not restrictive enough concerning the implied information flows. The following815

validation conditions check the described inconsistencies.816

VU2 For every undetectability and confidentiality requirement do the following. Raise an error if a817

phenomenon exists in phenomena that is available to the counterstakeholder.818

VU3 For every anonymity requirement do the following. Raise an error if personal information exists819

in phenomena that is linkable to the stakeholder with a greater linkability than linkability for the820

counterstakeholder.821

VU4 For every data unlinkability requirement do the following. Raise an error if a pair of personal822

information exists in pairs that is linkable to each other with a greater linkability than linkability823

for the counterstakeholder.824

Weakening unlinkability requirements does not introduce inconsistencies. For example, if825

counterstakeholder c is able to link personal information p with linkability group to the stakeholder s826

and the related anonymity requirement allows that c is able to link p to s with linkability single, then827

the system-to-be satisfies this anonymity requirement.828

But if the user deleted an unlinkability or confidentiality requirement that belonged to829

stakeholder s and counterstakeholder c, then it might be the case that a personal information p (or a830

pair of personal information) of s does not occur in any of the other unlinkability or confidentiality831

requirements that belong to s and c. In this case, we have no statement how p has to be protected832
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against c. This might be intended by the user, but nevertheless, the tool will warn the user about this833

situation.834

VU5 For every combination of stakeholder s and counterstakeholder c, warn the user when835

a personal information of s exists that does not occur in the phenomena of any of the836

undetectability, anonymity, or confidentiality requirements for s and c.837

VU6 For every combination of stakeholder s and counterstakeholder c, warn the user when a pair838

of personal information of s exists for which both elements are available at c, but that does not839

occur in the pairs of any of the data unlinkability requirements for s and c.840

Application to the Running Example841

During the adjustment of the unlinkability requirements, we only decided to turn the842

undetectability requirement shown in Figure 11 into a confidentiality requirement. Hence, all843

personal information of the patient occurs either in the confidentiality requirement, or in the844

anonymity requirement with linkability single (cf. Figure 11). Hence, VU1 does not raise an error845

for any discussed undetectability, anonymity, and confidentiality requirements. The validation846

condition VU2 does not raise an error for our confidentiality requirement that was created from847

the undetectability requirement shown in Figure 11, because the phenomena referenced by the848

requirement are all not available at the counterstakeholder insurance employee (cf. Figure 7).849

VU3 and VU4 do not raise errors, because we did not strengthen the generated anonymity and850

data unlinkability requirements and hence, the linkability attribute of these requirements is still851

consistent to the linkability documented in the ProPAn model. The conditions VU5 and VU6 do852

not cause warnings, because all personal data of patients occur in an undetectability, anonymity,853

or confidentiality requirement for the stakeholder patient and the counterstakeholder insurance854

employee, and also each pair of personal data of the patient occurs in a respective data unlinkability855

requirement.856

8.3. Transparency Requirements857

For the transparency requirements, it has to be checked whether the user completed all generated858

transparency requirements. The user is informed which transparency requirements have unset859

attributes and have to be completed.860

VT1 Raise an error for every transparency requirement where an attribute is unset.861

VT2 For every transparency requirement, warn the user if an attribute with a multiplicity greater862

than 1 (except counterstakeholder) is empty.863

A user might have changed the transparency requirements inconsistently by adding phenomena864

to transparency requirements that are not collected or stored by the system-to-be, or do not flow to865

the specified domain. These inconsistencies have to be corrected by the user.866

VT3 Raise an error for every collection and storage information requirement if a p in phenomena867

exists that is not available at a designed domain.868

VT4 Raise an error for every data flow information requirement if a p in phenomena exists that is not869

available at the target.870

The user could have deleted transparency requirements or removed phenomena from them. This871

would lead to an inconsistency between the transparency requirements and the transparency needs872

that can be derived from the ProPAn model as described in Section 6.2. But these inconsistencies873

might be intended by the user, e.g., if there is no need to inform the stakeholder about a specific874

processing of his/her personal information.875

VT5 Warn the user if a personal information flows from a given domain to a designed domain, but876

no corresponding collection information requirement exists.877
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VT6 Warn the user if a personal information is available at a designed domain, but no corresponding878

storage information requirement exists.879

VT7 Warn the user if a personal information flows from a designed domain to a given domain, or880

between two given domains due to a functional requirement, but no corresponding data flow881

information requirement exists.882

Application to the Running Example883

For the completed transparency requirements shown in Figure 17, the tool notifies us due884

to validation condition VT2 that the attributes controlOptions and security are empty, which might885

indicate that the requirements are incomplete. As we left these attributes empty on purpose, we can886

ignore this warning. All other validation conditions for transparency requirements are satisfied. VT1887

does not raise an error, because no attribute is unset (null). All phenomena contained in the considered888

collection and storage information requirement are available at a designed domain. Hence, VT3889

does not raise an error. The phenomena contained in the data flow information requirement are890

all available at the insurance application (cf. Figure 7) and hence, VT4 does not raise an error.891

The validation conditions VT5, VT6, and VT7 do not cause any warnings, because there exist no892

personal information flows from given to designed domains that are not covered by a collection893

information requirement, there is no personal information available at a designed domain for which894

no corresponding storage information requirement exists, and there are no personal information895

flows from designed to given domains, or between given domains due to a functional requirement896

for which no corresponding data flow information requirement exists.897

8.4. Security Requirements898

Users may remove or add phenomena from availability and integrity requirements during the899

previous step. To ensure that the user did not incidentally remove a personal information of a900

stakeholder that is available at a designed domain, we have the following validation condition.901

902

VS1 Warn the user if a personal information of a stakeholder that is available at a designed domain903

is not contained in the corresponding availability and integrity requirements.904

Furthermore, we check whether the user added personal information of a stakeholder to a905

corresponding availability or integrity requirement that is not available at a designed domain. The906

system-to-be cannot assure the integrity or availability of personal information that is not processed907

by it. Hence, we have the following validation condition.908

909

VS2 Raise an error if not all phenomena contained in an availability or integrity requirement are910

available at a designed domain.911

Application to the Running Example912

As we did not modify the generated availability and integrity requirements, both validation913

conditions for security requirements do not cause errors or warnings. VS1 does not cause an warning914

because all personal data of patients that are available at a designed domain are contained in the915

availability and integrity requirements. Furthermore, VS2 does not raise an error, because only the916

personal data of patients that is available at a designed domain is contained in the integrity and917

availability requirements.918

The evaluation of all proposed validation conditions can be performed efficiently by the919

ProPAn tool, because the needed information, e.g. personal data of stakeholder, information flows,920

designed domains, and given domains, is added to the ProPAn model during the first step of our921

method. The asymptotic complexity of the evaluation of all validation conditions is limited by922

〈number of phenomena〉2 × 〈number of domains〉2, because for each validation condition (finitely923
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many), we have to intersect two sets of phenomena and in the worst case, this has to be done for924

all pairs of domains.925

9. Tool Support926

In this section, we discuss the tool support that we developed to realize the automatic generation927

and validation of privacy requirements.928

9.1. Technical Realization929

We integrated the tool support for our proposed method into the ProPAn tool4. The ProPAn tool930

itself is based on the UML4PF tool5. The UML4PF tool provides UML profiles that allow users to931

model Jackson’s problem frame models as UML diagrams enriched with stereotypes from the UML932

profiles. Examples for these diagrams are given in Figures 1, 2, and 5. The ProPAn tool provides933

additional profiles that make it possible to capture and document privacy-relevant knowledge in934

UML diagrams. Figures 6, 8, 7, 9, and 14 show diagrams that are created using the UML profiles that935

are already provided by the ProPAn tool. For this paper, we added additional profiles to the ProPAn936

tool that allow users to represent privacy requirements in UML diagrams. These profiles are shown937

in Figures 10, 13, and 16. For the transparency requirements, we show in Figures 15 and 17 UML938

diagrams that use the newly introduced UML profiles.939

To edit the UML diagrams, we use Papyrus6 in the Eclipse IDE 7, but in general every UML tool940

that creates a UML-conform model can be used.941

For the automatic and semi-automatic steps of our method, we use the Epsilon platform8.942

Epsilon offers a variety of languages for, e.g., manipulating, transforming, and validating EMF-based9
943

models. Additionally, Epsilon provides a language to specify wizards that can easily be integrated944

into GMF-based10 editors, such as Papyrus UML. We use these languages for the (semi-)automatic945

generation of the ProPAn model and the validation of it.946

Hence, the ProPAn tool consists of two parts. First, a collection of UML profiles that allow users947

to model the needed elements for the method in a single UML model. Second, a collection of Epsilon948

programs that can be called from the Papyrus UML user interface using the wizard and validation949

languages provided by Epsilon.950

9.2. Using the ProPAn Tool951

The UML profiles provided by the ProPAn tool can be used in the same way as all UML profiles952

using the built-in features of Papyrus UML. The (semi-)automatic support for the steps of the ProPAn953

method can be called by a right-click on the biddable domain that shall be considered as a stakeholder954

and selecting in the context menu the Entry “Wizards->ProPAn: Wizards for selected element” as955

shown in Figure 18. Then the user can select the step that he/she wants to perform for the selected956

stakeholder. The steps correspond to the method steps that we introduced in this paper.957

4 http://www.uml4pf.org/ext-propan/index.html
5 http://www.uml4pf.org
6 https://eclipse.org/papyrus/
7 http://www.eclipse.org
8 http://www.eclipse.org/epsilon
9 http://www.eclipse.org/modeling/emf/
10 http://www.eclipse.org/modeling/gmp/

http://www.uml4pf.org/ext-propan/index.html
http://www.uml4pf.org
https://eclipse.org/papyrus/
http://www.eclipse.org
http://www.eclipse.org/epsilon
http://www.eclipse.org/modeling/emf/
http://www.eclipse.org/modeling/gmp/
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Figure 18. Generation and validation of privacy requirements with the ProPAn tool

From Figure 18, we can see that our tool supports all sub-steps of the first step of our method958

Analyze Flow of Personal Data that was discussed in Section 5. Furthermore, our tool supports the959

second step of our method, namely the generation of privacy requirements (see Section 6). The960

sub-steps of the first step of our method are semi-automatic steps that require further user interaction,961

while the second step of our method is fully automatic and requires no further user interaction.962

A part of the automatically generated privacy requirements for patients is shown as a tree view963

on the UML model in Figure 18. This tree view also shows that we structure the generated privacy964

requirements using packages to avoid that users get lost in the number of privacy requirements965

generated. We generate for each stakeholder for whom privacy requirements are generated a966

package. In this package we add sub-packages for the protection goals unlinkability, security, and967

transparency. The sub-package for unlinkability contains for each biddable domain that is considered968

as a counterstakeholder in a privacy requirement belonging to the stakeholder a sub-package that969

contains all unlinkability related privacy requirements. The sub-package for security contains the970

stakeholder’s confidentiality, integrity, and availability requirements. The transparency sub-package971

includes for each personal information of the stakeholder for which a transparency requirement exists972
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a sub-package. These sub-packages contain the transparency requirements that are concerned about973

the respective personal information.974

The third step of our method is the adjustment of the automatically generated privacy975

requirements (see Section 7). The adjustments of the privacy requirements can be performed976

manually using the standard user interface of Papyrus UML. Only for turning an undetectability977

requirement into a confidentiality requirement, we provide a wizard that can be called using a978

right-click on an undetectability requirement (similar to Figure 18). We added this wizard because979

attribute values cannot easily be copied from one stereotype instance to another.980

The validation of the adjustments of the privacy requirements, which is the fourth and last step of981

our method (see Section 8), is also supported by the tool support (see Figure 18). After the validation982

an overview of all errors and warnings detected during it is presented to the user (cf. Figure 18).983

Additionally, the corresponding privacy requirement is annotated with the symbol in the case that984

an error was raised for it during the validation or with the symbol if a was warning produced for985

it. In both cases a tooltip provides the details on which validation condition was violated and why.986

10. Related Work987

The LINDDUN-framework proposed by Deng et al. [17] is an extension of Microsoft’s security988

analysis framework STRIDE [18]. The basis for the privacy analysis is a data flow diagram989

(DFD) which is then analyzed on the basis of the high-level threats Linkability, Identifiabilitiy,990

Non-repudiation, Detectability, information Disclosure, content Unawareness, and policy/consent991

Noncompliance.992

The PriS method introduced by Kalloniatis et al. [19] considers privacy requirements as993

organizational goals. The impact of the privacy requirements on the other organizational goals and994

their related business processes is analyzed. The authors use privacy process patterns to suggest a set995

of privacy enhancing technologies (PETs) to realize the privacy requirements.996

Liu et al. [20] propose a security and privacy requirements analysis based on the goal and997

agent-based requirements engineering approach i∗ [21]. The authors integrate the security and998

privacy analysis into the elicitation process of i∗. Already elicited actors from i∗ are considered as999

attackers. Additional skills and malicious intent of the attackers are combined with the capabilities1000

and interests of the actors. Then the vulnerabilities implied by the identified attackers and their1001

malicious intentions are investigated in the i∗ model.1002

The above mentioned methods all support the identification of high-level privacy threats or1003

vulnerabilities and the selection of privacy enhancing technologies (PETs) to address the privacy1004

threats or vulnerabilities. These steps are not yet supported by the ProPAn method. But in contrast1005

to a problem frame model, DFDs, goal models, and business processes, as they are used by the above1006

methods, contain not as detailed information as problem frame models. These details help to identify1007

personal data that is processed by the system and how the personal data flows through the system1008

in a systematic way. Hence, our method provides more support for the elicitation of the information1009

that is essential for a valuable privacy analysis than the methods proposed by Deng et al., Kalloniatis1010

et al., and Liu et al. In addition, the above mentioned methods do not consider all six protection goals1011

for privacy engineering. Hence, our method provides a more complete consideration of privacy.1012

Additionally, we provide a tool-supported method to systematically identify flows of personal data1013

and the implied privacy requirements. Thus, there exist approaches to model the refinement of1014

privacy and security goals to requirements in the literature, but to the best of our knowledge there is a1015

lack of systematic and automated methods that assist the refinement process. Our proposed method1016

aims at closing this gap.1017

Omoronyia et al. [22] present an adaptive privacy framework. Formal models are used to1018

describe the behavioral and context models, and users’ privacy requirements regarding the system.1019

The behavioral and context model are then checked against the privacy requirements using model1020

checking techniques. This approach is complementary to ours, because the knowledge and privacy1021
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requirements identified by our method can be used to set up adequate models, which is crucial to1022

obtain valuable results.1023

Oetzel and Spiekermann [23] describe a methodology to support a complete process for a Privacy1024

Impact Assessment (PIA). Their methodology describes which steps have to be performed in which1025

order to perform a PIA. The results of our work can be used to concretize the steps and to generate1026

the artifacts proposed by Oetzel and Spiekermann.1027

Antón and Earp [24] derived from around 50 web site privacy policies in the e-commerce and1028

health domain a privacy goal and a vulnerability taxonomy. These taxonomies shall help consumers1029

to compare different web site privacy policies and to decide which web site provides the privacy1030

protection fitting to their needs. All privacy goals considered by Antón and Earp are also reflected1031

by the privacy requirements that we consider. For a more detailed comparison of our work to Antón1032

and Earps’s concerning transparency requirements see [6].1033

Hoepman [25] proposes eight so called privacy design strategies. These privacy design strategies1034

describe fundamental approaches to achieve privacy goals. The considered privacy goals are purpose1035

limitation, data minimisation, data quality, transparency, data subject rights, the right to be forgotten,1036

adequate protection, data portability, data breach notifications, and accountability. The goal data1037

quality is covered in our work by the requirement integrity. The protection goal transparency covers1038

Hoepman’s goals transparency and data breach notification. Hoepman’s goals data subjects rights,1039

the right to be forgotten, and data portability are covered by the protection goal intervenabilty. The1040

goal adequate protection is covered by the security goals and the goal unlinkability. The goals1041

purpose limitation, data minimisation, and accountability are directed towards the implementation1042

of specific mechanisms to realize or contribute to the other privacy goals. At this point, we are not1043

interested in selecting possible solutions for the identified privacy goals, but we plan to consider the1044

goals purpose limitation, data minimization, and accountability in a further extension of our method.1045

11. Conclusions1046

In this paper, we presented a method to systematically derive high-level privacy requirements1047

for a system-to-be based on its functional requirements. Our proposed method is an extension1048

of the Problem-based Privacy Analysis (ProPAn) method and is integrated into the ProPAn tool11.1049

We showed how the existing elements of the ProPAn method can be used to elicit 1) the personal1050

data that the system-to-be processes, and 2) the flows of these personal data that the system-to-be1051

introduces. We described how the developed tool generates privacy requirement candidates from1052

this information. For the generation of privacy requirements, we presented refinements of the1053

protection goals for privacy engineering unlinkability, transparency, intervenability, confidentiality,1054

integrity, and availability [5] by means of UML profiles and textual descriptions of each refined1055

requirement. We discussed how a user of our method may adjust and complete the generated privacy1056

requirements. Finally, we presented how our tool is able to validate the consistency of the resulting1057

privacy requirements.1058

Due to the systematic nature of our method and the high degree of automation, we expect that1059

our method empowers requirements engineers to identify an as complete and coherent set of privacy1060

requirements as possible, especially for complex systems. The results of the application of our method1061

on the electronic health system (EHS) scenario are promising, but we have to further validate our1062

method based on industrial-size case studies and empirical experiments as part of our future work.1063

The main limitation of our approach to generate privacy requirements is that the completeness1064

and correctness of the generated privacy requirements highly depends on how complete and correct1065

the first step of our method was performed by the user. Otherwise the assumptions on which1066

the generation and validation of the privacy requirements are based (cf. Sections 6 and 8) are not1067

11 available at http://www.uml4pf.org/ext-propan/index.html

http://www.uml4pf.org/ext-propan/index.html


Version May 12, 2016 submitted to Information 31 of 32

valid. That is, if personal data or data flows were not correctly identified and documented, then1068

also incorrect privacy requirements are generated. Hence, the first step of our method should be1069

carried out jointly by a requirements engineer, knowing the functional requirements, a privacy expert,1070

knowing the privacy needs for the system under consideration, and an application domain expert,1071

knowing the application domain of the system under consideration. Another limitation that we have1072

to cope with is that the user of the methods has to be familiar with the problem frames approach and1073

is willing to create problem diagrams for the functional requirements of the system-to-be.1074

As future work, we want to further extend the ProPAn method to identify privacy threats that1075

could lead to violations of the defined privacy requirements. The elicited information about the1076

flows of personal data will be useful to identify the parts of the system were the identified threats1077

may manifest. Then we want to suggest privacy enhancing technologies (PET) that can be used to1078

mitigate the identified privacy threats. Finally, we want to elaborate how these PETs have to be1079

integrated into the requirements model in order to mitigate the privacy threats and to satisfy the1080

privacy requirements.1081

Supplementary Materials: The following are available online at http://www.uml4pf.org/ext-propan/index.1082

html, ProPAn tool and the used Requirements Model.1083
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